MyHHIMIATEHOE aBTOHOMHOE JIOLIKOJIBHOE 00pa30BaTebHOE YUPEKICHUE
nerckuit can «Xaamep» r.Yanaana J[3yH-Xemunkckoro koxxyyHa Pecriy6niku TriBa

yi1. Camdax Toka, 1. 4 r.Yanan, J[3yH-XeMuuKcKui KoXyyH, Pecriyonuka Teiea 668111, Ten. (83943421384)
E-mail: heeler.chadan@yandex.ru caiit: https://heeler-chadan.rtyva.ru

ﬁ__‘_YTBEP}KIlA}O

MOJIEJIb
YI'PO3 BE3OTTACHOCTH NEPCOHAJIBHBIX JAHHBIX ITPU X OBPABOTKE
B UH®OPMAIIMOHHBIX CUCTEMAX ITEPCOHAJILHBIX JIAHHBIX

O003HaYEHUS U COKpAIICHUS
APM - aBTOMaTH3MpOBaHHOE pabouee MecTo

BU - Bunosast uapopmarius

BTCC - BcnomorarenbHble TEXHUYECKUE CPEJICTBA U CUCTEMBI
NCTI/In - nadopmannoHHas cucTeMa MepcoHaTbHBIX JaHHBIX
K3 - koHTpOIMpyemas 30Ha

MD - MexceTeBOM dKpaH

H/IB - HenexnmapupoBaHHbIE BO3MOKHOCTH

HC/I - HecaHKIIMOHMPOBaHHBIN JOCTYII

OBIT/IH - oOecnieuenne 6e30MaCHOCTH MEPCOHATBHBIX JaHHBIX
OC - onepanmoHHas cuctema

[1/Ix - nepcoHanbHbIC JTaHHBIC

[IMB - nporpaMMHO-MaTEMaTHYECKOE BO3/IEHCTBUE

1O - nporpammHOe obecnieueHue

[IDMUH - no60o4HbIe 3JIE€KTPOMArHUTHBIE U3JTyYEHHS U HABOIKU
PU - peueBas undopmarus

CBT - cpencTBo BIUUCIUTETHFHOM TEXHUKHI

C3U - cpencTBo 3aUTH HHDOpPMATHH

CIIN - creranorpaduveckoe nmpeodpazoBanue HHGOpMAIIH
COVIIN - cnenuanbHbIe AIEKTPOHHBIE YCTPOWCTBA NepexBaTa HHPOpMAITUU
TKVYMU - TexHu4ecKkuii KaHall yTeUKH HHPOPMAITIH

TCOMU - texnuueckue cpenctsa 00padboTku HHPOpMALTUU
YBII/IH - yrpo3sl 6€30MacHOCTH EPCOHATBHBIX IAHHBIX

1. TepMHUHBI U ONIpeAEIECHUS
B HacrosmeM qoKyMeHTe UCTIONIB3YIOTCS CIEAYIONINE TEPMUHBI U UX OTIPEICTICHUS

— ABTOMAaTHM3MpPOBAaHHASI CUCTEMA - CHCTEMA, COCTOSILAs U3 IEPCOHANA U KOMIUIEKCA CPENICTB
aBTOMATH3AIMHU €TO JIEITEIbHOCTH, PeaTn3yIomias HHPOPMAIMOHHYIO TEXHOJIOTHIO BHIITOTHEHHS
YCTAHOBJICHHBIX (DYHKLIUH.



AyTteHTu(dUKaIMS OTOPAaBUTENS JAHHBIX - MOATBEPKACHHE TOTO, YTO OTIPABUTENH MMOJTYYEHHBIX
JTAaHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be3onacHOCTh MepCOHAIBHBIX TAHHBIX - COCTOSIHUE 3alUIIIEHHOCTH MEPCOHATbHBIX JaHHBIX,
XapaKTepu3yeMoe CIIOCOOHOCTBIO MOJIb30BATENCH, TEXHHUECKUX CPEACTB U HH(POPMAITHOHHBIX
TEXHOJIOTUH 00ecTeYnTh KOH(UACHIUAIBHOCTD, IEIOCTHOCTh U JOCTYIHOCTH NIEPCOHATBHBIX
JaHHBIX PU UX 00paboTke B MHGOPMALIMOHHBIX CUCTEMAX MEPCOHATBHBIX JaHHBIX.
brnokxupoBaHue nepcoHalbHBIX JAHHBIX - Bp€MEHHOE MpeKparieHne coopa, CucTeMaTu3aliim,
HAKOIUICHUS, UCIIOJIb30BaHUs, PaCIIPOCTPAHEHHUS TEPCOHATBHBIX JAHHBIX, B TOM YHCJIE UX
nepenayu.

Bupyc (koMnbroTEpHBIHN, TPOrpaMMHBII) - HCIIOTHSAEMBIH TPOrPAMMHBIN KOJ WIIH
MHTEPHPETHPYEMBbIii HA0Op MHCTPYKLUH, 0071401 CBOMICTBAMU HECAHKIIMOHUPOBAHHOTO
pacnpocTpaHeHus: U camoBocnpousBeneHus. Co3gaHHble TyOIMKaThl KOMIBIOTEPHOTO BHpPYyCa HE
BCEr/la COBMAAAIOT C OPUTHHAJIOM, HO COXPAHSIOT CIOCOOHOCTH K JAalibHEHIIeMY
pacIpoCTpaHEHHUIO U CAMOBOCITPOU3BEICHUIO.

BpenonocHas nporpamma - nporpamma, npeaHazHaueHHas Jis OCYIIECTBICHUS
HECAaHKLIMOHUPOBAHHOI'O JOCTYIA U (MJIM) BO3AECHCTBYSI HAa IEPCOHANIBHBIE TaHHBIE WU PECYPCHI
WH(GOPMAIIMOHHON CUCTEMBI IEPCOHANIBHBIX TaHHBIX.

BcrniomoraTenbHble TEXHUUECKHE CPEACTBA U CUCTEMBI - TEXHUUECKHUE CPEJICTBA U CUCTEMBI, HE
MpeHa3HauYeHHbIe Ui Nepenayn, 00pabOTKU U XpaHEeHHsI IEPCOHANTBHBIX TaHHBIX,
yCTaHABIIMBa€MbI€ COBMECTHO C TEXHHUUYECKUMU CPEJICTBAMU M CUCTEMaMHU, MpeAHa3HaYeHHBIMU
1U1s1 00paOOTKU MEPCOHANBHBIX JAHHBIX, UM B IOMEIICHUSAX, B KOTOPbIX YCTAHOBJIEHBI
MH(POPMALMOHHBIE CUCTEMBbI IEPCOHANIBHBIX JaHHBIX.

JloCTyn B OTEpaIlMOHHYIO Cpey KoMITbloTepa (MHPOPMALIMOHHONW CUCTEMBI MTEPCOHATBHBIX
JAaHHBIX ) - OJTYYeHHE BO3MOKHOCTH 3aITyCcKa Ha BBHITIOJHEHHUE ITATHBIX KOMaH], PyHKIIUH,
MPOLEAYp ONEPAMOHHON CUCTEMBI (YHUUTOXKEHHSI, KOIMPOBAHUSA, IEPEMEILIEHUS U T.I1.),
UCIIOJIHSAEMBIX (DalI0B MPUKIIAIHBIX IPOTPaMM.

Jloctyn k nHGOPMALIMK - BO3MOXKHOCTD MOIY4YeHUs HH(OPMAIIUY U €€ UCIIOJIb30BAHMUS.
3akiaJ09HOe YCTPOMCTBO - AJIEMEHT CPEJICTBA CheMa HH(POPMAIIMH, CKPBITHO BHEAPSIEMBINA
(3aKJ1aAbIBa€MbIi MM BHOCHUMBII) B MECTa BO3MOXKHOT'O cheéMa HH(POpMAIUH (B TOM YHUCIIE B
Orpak/IeHue, KOHCTPYKLUIO, 000pyI0BaHUE, IPEIMETHI HHTEphepa, TPAHCTIOPTHBIE CPEICTBA, a
TaKke B TEXHUUYECKHE CPEJICTBA U CUCTEMBI 00pabOTKH MH(GOpPMAIUH).

3anmmaemas uHpopMalys - UHGOpMaIHsl, ABISAIOIIASACSA IPEAMETOM COOCTBEHHOCTHU U
MO/IJIeKAIas 3alIUTe B COOTBETCTBUU C TPEOOBAHUSAMHU MPABOBBIX IOKYMEHTOB WJIN
TpeOOBaHUSIMHU, YCTAHABIMBAEMBIMU COOCTBEHHUKOM HMH(OpMAITUH.

WNnentuduxanus - npucBoeHNE CyObEeKTaM U 00BEKTaM JOCTYIa uaeHTU(UKATOpaA U (WIIH)
CpaBHEHHE MPEIbSIBIIEMOr0 HACHTU(PHUKATOPA C IIEPEUHEM IPUCBOCHHBIX HACHTU(PHKATOPOB.
WNHopMaTUBHBINA CUTHAI - SJIEKTPHUECKUE CUTHAJIBI, aKyCTHYECKUE, SJICKTPOMAarHUTHBIC U JPYTUe
¢buznyeckue mos, Mo napaMeTpamM KOTOPhIX MOKET ObITh paCKpbITa KOH(GUACHIIHATbHAS
nHpopmanus (mepcoHaIbHbIC JaHHBIE), 0OpabaTeiBacMasi B UH(POPMAIIMOHHON CUCTEME
MEePCOHATBHBIX TAHHBIX.

Nudopmanmonnas cucreMa nNepcoHaIbHbBIX JaHHBIX - 3TO HHPOPMAIOHHAs CUCTEMA,
MIPECTABISIONIAs COO0M COBOKYITHOCTD MEPCOHAIBHBIX JAHHBIX, COIEpKAIIUXCcs B 6a3e JaHHBIX, a
TaKke HHPOPMAIIMOHHBIX TEXHOJIOTHIA U TEXHUUYECKUX CPECTB, O3BOJISIOMINX OCYIIECTBIATH
00pabOoTKy TaKuX MEPCOHAIBHBIX JAaHHBIX C UCIIOJb30BaHUEM CPEACTB aBTOMATH3aLMU WK 0e3
WCIIOJIb30BAaHHUS TAKUX CPEJCTB.



NHdopmaninoHHbIE TEXHOJIOTUH - IPOLIECCHI, METO/IbI TOUCKA, cOOpa, XpaHeHHs, 00pabOTKH,
[IPEI0CTaBJICHUS, PACTIPOCTPAHEHUsI UH(OPMAaLIUK U CIIOCOOBI OCYIIECTBICHUS TAKUX MPOIIECCOB U
METO/JIOB.

HcTounuk yrpo3sl 6€30macHOCTH HHDOPMALMU - CYOBEKT JOCTYIa, MATEPUAJIbHBIN 00BbEKT WU
¢busnveckoe siBICHUE, SABISIOMUECS IPUUYNHON BOSHUKHOBEHHUS YIPO3bl O€30MaCHOCTH
nHpopmanuu.

KonTtponupyemas 30Ha - 3T0 IPOCTPAHCTBO, B KOTOPOM MCKIIIOYEHO HEKOHTPOJIUPYEMOe
npeOBIBaHUE COTPYIHUKOB U TIOCETHTENCH OMepaTopa M MOCTOPOHHUX TPAHCIIOPTHBIX,
TEXHUYECKHUX M WHBIX MaTePUATBHBIX CPEICTB.

KonduaenmanibHOCTh EPCOHATBHBIX TAHHBIX - 00s13aTEBHOE JIJIs1 COOTIO/IEHUS OTIEPaTOPOM HITH
MHBIM TOJIYYHBIIMM JAOCTYI K IIEPCOHAIBHBIM JAHHBIM JIMIIOM TpeOOBaHHUE HE IOMYCKaTh UX
pacnpocTpaneHus 6e3 cornacus cyobeKTa NepCOHAIbHbBIX JAHHBIX MM HAJTMYHUS MHOTO 3aKOHHOTO
OCHOBAHHUSI.

MesxceTeBO# 3KpaH - JIOKaJIbHOE (0JJHOKOMIIOHEHTHOE) MIIH (PYHKIIMOHAIBHO-paCIpeIeICHHOE
IIpOrpaMMHOE (TIPOTrpaMMHO-AIIAPaTHOE) CPEACTBO (KOMILIEKC), peaan3yrollee KOHTPOJIb 3a
uHpopMalrei, MoCcTynaoei B ”HPOPMALMOHHYIO CUCTEMY TIEPCOHATBHBIX TaHHBIX U (MJTH)
BBIXOA1IEH U3 UHPOPMALMOHHONW CUCTEMBI.

Hapymurens 6e30macHOCTH IepCOHATBHBIX TaHHBIX - (PU3HUYECKOE IO, CITyYaitHO WIIH
IIpeJHAMEPEHHO COBEpLIaoIee IeHCTBUS, CIEACTBUEM KOTOPBIX SBISETCS HapyLIeHUE
0€301aCHOCTH NIEPCOHAIBHBIX JAHHBIX NPH UX 00pabOTKEe TEXHUYECKUMHU CPEICTBAMU B
WH(POPMAIIMOHHBIX CHCTEMaX NePCOHAIBHBIX TaHHBIX.

HenexnaprupoBaHHBIE BO3MOKHOCTH - (DYHKIIHOHAJIEHBIE BO3MOKHOCTH CPEJICTB BEIYHCITUTEIBHOM
TEXHHUKH, HE OMMCaHHbIE WM HE COOTBETCTBYIOIINE ONMMCAHHBIM B JJOKYMEHTAIIUH, TIPU
HCIOJIb30BAHUU KOTOPBIX BO3MOYKHO HapylleHUe KOH(UACHINAIBHOCTH, JOCTYITHOCTH WU
LIETTOCTHOCTU 00pabaThiBaeMOi MHGOPMAIIHH.

HecankunoHupoBaHHBINA AOCTYN (HECAaHKIIMOHUPOBAHHBIE AEUCTBUS) - 1OCTYI K MH(OpMALMK WIH
neicTBus ¢ MH(OpMaIHel, OCYIIECTBIsIEMbIE C HApyIICHHEM YCTaHOBJICHHBIX MpaB U (WIIN)
MPaBUJI IOCTYyTA K MHPOPMALIMU UITH JEHCTBUI C HEH ¢ MPUMEHEHHEM IITaTHBIX CPECTB
MH(POPMALIMOHHOM CUCTEMBI MJIH CPEJICTB, AaHATOTMYHBIX UM 110 CBOMM (DYHKIIMOHAIBHOMY
IIpeJHa3HAUYEHHUIO U TEXHUUYECKUM XapaKTePUCTUKAM.

Hocutens nadopmarum - pusudeckoe JUIO0 WK MaTepUaIbHbIM 00BEKT, B TOM YHCie (hrU3nyecKoe
oJie, B KOTOpOM HHpOpMaIusi HaXOAUT CBOE OTPAKEHUE B BUJI€ CHUMBOJIOB, 00pa30B, CUTHAJIOB,
TEXHUYECKUX PEIICHUH U MPOILIECCOB, KOJIMYECTBEHHBIX XapaKTEPUCTHUK (DU3MUECKUX BEITUIHH.
O06paboTKa mepcoHaTbHBIX JaHHBIX - ACHCTBUS (OTIepaIii) C IEPCOHATLHBIMU JTaHHBIMH, BKITFOYAst
cbop, cucTeMaTH3altio, HAKOIUIEHUE, XpaHeHHe, yTOUHeHne (0OHOBIIEHUE, U3MEHEHNHE),
HCIOJIb30BaHUE, pAacpOCTPaHEHHE (B TOM YHCIIe Tepeiady), 00e31MynBaHue, OJOKMpPOBaHUE,
YHUYTO)KEHHUE NTEPCOHANIBHBIX JaHHbIX.

Omnepatop - rocy1apcTBEHHBbIN OpraH, MyHULMIIAJIBHBIN OpraH, opuaAndeckoe Wi pusnueckoe
JIUI0, OpPraHMU3YIOLIUE U (MJIM) OCYIIECTBIIAIOMINE 00pabOTKy MEPCOHAIBHBIX IaHHBIX, a TAKXKE
OTIPEICIISAIONINE TSN U COAepKaHUuEe 00padOTKH MePCOHATBHBIX IAHHBIX.

[lepexBat (mHGOpMaIHH) - HEIPAaBOMEPHOE MMOTYICHUE HHPOPMAIIUHU C HCIIOTH30BAHHEM
TEXHUYECKOT'O CPE/ICTBA, OCYIIECTRIIAIONIEr0 OOHApYKEHUE, TPHEM U 00paboTKy WH(OPMATUBHBIX
CUTHAJIOB.

IlepconanbHble JaHHBIE - TI00ast MH(QOpPMAIUs, OTHOCSILASCS K ONPEIeICHHOMY WIIN
oTpezieNiieMOMY Ha OCHOBaHUH Takod MHGopMaluu Gu3ndecKoMy JIMIY (CYyOBEKTY MepCOHAIbHBIX
JTAHHBIX), B TOM YHKCJIE ero (pamuius, uMsi, OTIECTBO, JaTa U MECTO POKICHHUS, aJIpeC, CEMEITHOE,



COLIMAJIbHOE, UMYILIECTBEHHOE N0JI0KEHUE, 00pa3oBaHue, mpodeccus, 10X0Abl, Ipyras
uHpOpMaIHsI.

[ToGouHbIE PTEKTPOMAarHUTHBIC U3TYICHUS M HABOJKH - AJICKTPOMATHUTHBIE H3ITYdEHUS
TEXHUYECKHUX CPEACTB 00pabOTKH 3aIIUIIaeMOi nH(POpMAIIMK, BOSHUKAIOIINE KaK MOO0YHOE
SIBJICHUE U BBI3BAHHBIE HJIEKTPUUECKUMH CUTHAJIAMU, TIEHCTBYIOIMMH B UX JIEKTPHUUECKUX U
MarHuTHBIX LEISX, a TAKXKE IEKTPOMArHUTHbIE HABOJIKM ATUX CUIHAJIOB HA TOKONPOBOASIIUE
JIMHAW, KOHCTPYKIMH U IIeTIN TTHTAHUS.

[Tonp3oBatens HHPOPMAIIMOHHON CHCTEMBI IIEPCOHANBHBIX TAHHBIX - JIMIIO, YIaCTBYIOIIEE B

(G yHKIMOHUPOBAHUH HH(POPMAIIMOHHON CHCTEMBI IEPCOHAIBHBIX TaHHBIX WM UCTIONb3YIOIIEe
pe3yibTaThl €€ PYHKIMOHUPOBAHMS.

[IpaBuia pa3rpaHuyeHHs JOCTYIA - COBOKYITHOCTb PABUII, PETJIaMEHTHPYIOIIHMX MPaBa JI0CTYyIa
CyOBEKTOB J10CTyINa K 00BEKTaM JOCTYIA.

[IporpamMMHasi 3akjajika - CKpITHO BHECEHHBIH B IpOrpaMMHOe obecrieueHne (pyHKIIMOHATIbHBIN
00BEKT, KOTOPBIN MPHU ONPEIEICHHBIX YCIOBUAX CITOCOOCH 00€CTICUNTh HECAHKITMOHUPOBAHHOE
nporpamMMHoOe BozjeiicTBue. [IporpamMmmuas 3akiajka MOKET ObITh peain30BaHa B BUJIE
BPEIOHOCHOM MPOrpaMMBbl WIIM IPOTPAMMHOT0 KOJ1a.

[IporpammHOe (IpOrpaMMHO-MaTEMAaTHYECKOE) BO3/ICHCTBUE - HECAHKIIMOHUPOBAHHOE
BO3/I€HCTBUE HA PECypChl aBTOMATU3UPOBAHHON HHPOPMALIMOHHOM CUCTEMBI, OCYILECTBIISIEMOE C
WCTIOJIb30BAaHUEM BPEJIOHOCHBIX ITPOTPAMM.

Pecypc nHpopmMalMoHHON CUCTEMBI - IMEHOBaHHBIHM 3JIEMEHT CUCTEMHOT'0, IPUKJIQAHOTO WIH
anmnapatHoro ooecrnedeHus: QyHKIIMOHUPOBAHUS HH()OPMALIMOHHONW CUCTEMBI.

CpencTBa BBIYACIUTEIBHON TEXHUKHU - COBOKYITHOCTD IMTPOTPAMMHBIX M TEXHUYECKHX DJIEMEHTOB
cucTeM 00pabOTKHU TaHHBIX, CIOCOOHBIX (DYHKIIMOHHPOBATH CAMOCTOSTEIIEHO WIIM B COCTaBE
JPYTUX CUCTEM.

CyOBexT noctymna (cyOBbeKT) - JTULO0 WU MPOLECC, IeHCTBUS KOTOPOTO peraaMeHTUPYIOTCS
[IPaBUIAMM PA3TPaHUYEHUS JOCTYIIA.

TexHuueckue cpencTBa MHGOPMAILIMOHHON CUCTEMBbI IEPCOHAIBHBIX IaHHBIX - CPEACTBA
BBIYUCIIUTEIILHON TEXHUKH, HH(POPMAIIMOHHO-BBIYNCIIUTENBHBIE KOMIUIEKCHI U CETH, CPEJICTBA H
CHCTEMBI IIepeaayuu, mprueMa 1 00paboTKH NepCOHATBHBIX JAHHBIX (CPEICTBA U CUCTEMBI
3BYKO3aIHCH, 3BYKOYCUJICHHS, 3BYKOBOCIIPOM3BEACHHUS, IIEPETOBOPHBIEC U TEICBU3NOHHBIC
YCTPOICTBA, CPEJCTBA N3TOTOBIEHUS, TAPAXKUPOBAHUS JOKYMEHTOB U IpYTrie TEXHUUECKUe
cpencTBa o0pabOTKH peueBoH, rpaduueckoi, BUIe0- U OyKBEeHHO-ITU(POBOM HHPOpMAITIH),
MIPOTPaMMHEIE CPEICTBA (OTIEPAIMOHHBIC CUCTEMBI, CUCTEMBI YITPaBICHHs 0a3aMU TaHHBIX U T.I1.),
CpeICTBa 3alIUTHl HH(POPMALIHH.

TexHnueckuii KaHaj yTeuyku HH)OPMAINH - COBOKYITHOCTh HOCUTENS HH(opMaIuu (CpeacTna
00paboTkn), pusnueckot cpeabl pacpocTpaHeHUs! UH(HOPMATUBHOTO CUTHAJIA U CPEJCTB,
KOTOPBIMH JJOOBIBAaETCs 3aliuIaemMas UH(pOpMarus.

VYrpo3bl 0€300aCHOCTH EPCOHANBHBIX ITaHHBIX - COBOKYITHOCTh YCJIOBHUM U ()aKTOPOB, CO3/1AIOLINX
OTACHOCTh HECAaHKIIMOHUPOBAHHOTO, B TOM YHCJI€ CIYy9aifHOTO, TOCTYTA K MIEPCOHATBLHBIM
JTaHHBIM, PE3YJIbTATOM KOTOPOTO MOKET CTaTh YHHUTOXKEHHUE, H3MEHEHHUE, OJIOKUPOBaHHE,
KOIIMPOBAHUE, PACIPOCTPAHEHUE NIEPCOHATIBHBIX JAHHBIX, & TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX
necTBUi pu ux 00paboTKe B MH(POPMALIMOHHOHN CUCTEME MEPCOHATIBHBIX JAHHBIX.
YHUUYTOXKEHNE TIEPCOHATBHBIX IaHHBIX - IEHCTBHS, B PE3YJIbTaTe KOTOPHIX HEBO3MOXKHO
BOCCT@HOBHTH COZICPKaHUE TIEPCOHAIBHBIX TaHHBIX B MHPOPMAIIMOHHOW CUCTEME TIEPCOHAIBHBIX
JAHHBIX WU B PE3yJIbTaTe KOTOPHIX YHUUTOXKAIOTCS MaTepHaIbHbIE HOCUTENN TIEPCOHAIBHBIX
JTAHHBIX.



— VYreuka (3amuimaemMoil) HHGOPMALUH 10 TEXHUYECKUM KaHaJIaM - HEKOHTPOJIHPYeMOoe
pacmpocTpaHeHre HHPOPMAIUK OT HOCUTEJIS 3alluIaeMoi HHPOopManuu yepe3 Gu3ndecKyro
cpeay A0 TEXHUYECKOTO CPEe/ICTBA, OCYIIECTBIIAIONIErO epexBaT HH(HOpMaLUHL.

—  VYS3BUMOCTb - HEKasi €1a00CTh, KOTOPYIO MOKHO HCIOJIb30BATh JJI1 HAPYIICHHUSI CHCTEMBbI WU
coaepxarieiics B Heil nHpopmanuu.

— IenocTHOCTH MHPOPMALIUH - COCTOSIHUE UHPOPMALIUH, IPH KOTOPOM OTCYTCTBYET JIt000€ ee
M3MEHEHHE JTM00 N3MEHEHHE OCYLIECTBISIETCS TOJIBKO MPeIHAMEPEHHO CYObEeKTaMH, UMEIOIIUMHU
Ha HETO IPaBo.

2. O061IMe HoJI0KEHUs

Hacrosimas «Mojeinb yrpo3 6e300acHOCTH NepCOHAIbHBIX JaHHBIX NPH UX 00paboTKe B
nH(GOPMAILIMOHHBIX CHUCTEMaX MEePCOHAIBHBIX JaHHBIX" (Hanee - Moenb yrpo3) COAepKUT
CUCTEMaTU3UPOBAHHBIN MEpeUeHb YIpo3 O€30MacHOCTH MEPCOHANBHBIX TaHHBIX TP UX 00paboTKe B
MH(POPMAIMOHHBIX CHCTEMaX NePCOHATBHBIX JaHHBIX. DTH YIPO3bl 00YCIIOBICHHI MTPeIHAMEPEHHBIMH
WX HEeTIpeTHaMEPEHHBIMU JIEHCTBUAMU (PU3NUECKUX JIUIL, AEHCTBUSMH 3apyOEIKHBIX CIICLICITYKO UITH
OpraHu3aiuii (B TOM 4uClie TEPPOPUCTHUECKHUX), a TAK)KE KPUMHUHAIBHBIX IPYIIUPOBOK, CO3IAIOIINX
ycinoBusl (MPEATTOCHUTKH ) JJIsl HApYIIeHHUsT 0€30MacHOCTH NepcoHanbHbIX AaHHbIX (IT[1H), KoTopoe
BEJIET K yIIepOy *KU3HEHHO Ba)KHBIX HHTEPECOB JINYHOCTH, OOIIECTBA U TOCYIapCTBa.

Mogeinb yrpo3 COAepKUT eIUHbIE UCXOHBIE TaHHBIE 110 YTPO3aM 0€30MacHOCTH MEePCOHATBHBIX

JaHHBIX, 00pabaThIBaeMbIX B HH(OPMAIIMOHHBIX cUcTeMax nepcoHanbHbIX AaHHbIX (UCIIAH),

CBSA3aHHBIM:

— c nepexBaToM (cbeMoM) [1/IH Mo TeXHUYEeCKUM KaHalaM ¢ LEebI0 UX KOMUPOBAHUS WIN
HEMPAaBOMEPHOT'0 PACIIPOCTPAHECHMUS;

~ € HECaHKUMOHHMPOBAHHBIM, B TOM 4YHUCJE CirydailHbiM, focTyrnoM B UCII/IH ¢ uenbto n3MeHeHus,
KOIMPOBAHUs, HEIIPAaBOMEPHOTr0 pacupocTpanenus 11/{H ninm n1ecTpyKTHBHBIX BO3IEHCTBUM HA
anemenTsl MCII/IH n o6pabaTeiBaemMbix B HEX 1/]H ¢ ncnonp30BaHneM NMporpaMMHBIX U
MIPOTpaMMHO-AINaPaTHBIX CPEJICTB C LEJIbI0 YHUUTOKEHUS I OiokupoBanus [1/1H.

Mopaenb yrpo3 sBiIsSIETCS METOAMYECKUM JIOKYMEHTOM U IPEIHa3HAaYeHa JJI1 TOCYAapCTBEHHBIX U

MYHUIIUNIAJILHBIX OPTaHOB, FOPUINUYECKUX U (MIK) pU3nUecKuX Jull (Jajiee - OnepaTopoB),

OpPraHU3YIOWIUX U (UJIK) ocyIIecTRIsomux 00padoTky I1/1H, a Takke onpenensomux eI 1

conepxanue oopadbotku I1/1H, 3aka3unkoB u pazpadorunkos UCII/Ixn u ux noacucrem. C

puMeHeHHeM Moienu yrpo3 pelaroTcs CIeIyOIue 3aJa4n:

— pa3paboTka 4acTHBIX Mojenei yrpo3 6e3onacuHoctu I1/]H B konkpeTHbx UCII/IH ¢ yueTom ux
Ha3HAYEHUs, YCIOBUIM 1 0COOEHHOCTEH (DYHKIIMOHUPOBAHMUS;

— ananus 3amunieHHocTd MCITIn ot yrpo3 6e3omacHoctu [1/1H B X0/1e OpraHU3aiuy U BBITOIHEHHUS
pabot no obecnieuennro 6e3onacHoctu [1/1H;

— paszpabotka cuctemsbl 3ammThl [1J1H, oOecneunBaromeld HeUTpaTM3aluio MPEIoIaraeMbIX yrpo3 ¢
MCTIOJIH30BAHUEM METOJIOB U clIOCO00B 3auuThl [1/1H, IpeAyCMOTPEHHBIX JUISI COOTBETCTBYIOIETO
kimacca UCTIdH;

~ TpOBEAECHHE MEPONPUATHI, HAIIPABJICHHBIX Ha MPEJOTBPAIICHNE HECAHKLIIMOHUPOBAHHOI'O JJOCTYTIA
k [I11 v (wnu) nepenayu Ux JUIaM, HE UMEIOLIUM MpaBa JOCTyIa K TaKoi HHPOpMaIuy;

— HemomyleHue Bo3aencTusa Ha TexHnyeckue cpeacrtsa MCII/IH, B pe3yapTaTe KOTOPOTO MOKET
OBITh HAPYILIEHO UX (PYHKIIHOHUPOBAHUE;

~ KOHTpOJIb 00ecIieYeH s YPOBHS 3alUIIIEHHOCTH IEPCOHANIBHBIX TaHHBIX.

B Mogenu yrpo3 nano o6o6menHoe onucanne UCIIJIH kak 00bEKTOB 3a1IUThI, BO3MOXKHBIX

MCTOYHUKOB YIpO3bl 0€30MaCHOCTH MepcoHaIbHbIX JaHHBIX (YBII/{H), OCHOBHBIX KJ1acCOB



ysizBumocTeit UCIT/{H, BO3MOXKHBIX BUJIOB I€CTPYKTUBHBIX Bo3jelcTBUil Ha [1/1H, a Tak:ke OCHOBHBIX
croco0O0B UX pean3aliu.

Yrpo3st 6e3onacHocTu [1/1H, o6pabdateiBaembix B MCIIJIH, comepkamnuecs B HacTosie Moienu
yIrpo3, MOTYT YTOUHSTBCS U JONOJIHATHCS [10 MEPE BBISIBJICHUS! HOBBIX UCTOYHUKOB YIpO3, pPa3BUTHUSA
crioco0oB u cpencts peanuzanuu Y bI1Ia B UCII/]H.

3. Kitaccudukanus yrpo3 0€300aCHOCTH IIEPCOHAIIBHBIX JAHHBIX
CoctaB u cogepxanue YBII/IH onpenensieTcss COBOKYIMHOCTBIO YCIOBHH U (DaKTOPOB, CO3JAIOLITNX
OIMACHOCTh HECAHKIIMOHUPOBAHHOT'O, B TOM YHCJIE CAy4aiHOro, goctymna K [T/IH.

CoOBOKYMHOCTh TaKUX yclIoBHUH U hakTopoB popmupyercs ¢ yuetom xapakrepuctuk UCII/IH, cBoiicTB
cpenbl (IyTH) pacupocTpaHeHus MHOOPMATUBHBIX CUTHAJIOB, COJEPIKAIIUX 3aIUIIACM YO
MH(POPMAIIHIO, 1 BO3MOKHOCTEH HCTOYHUKOB YIPO3BI.

K xapakrepuctukam UCII/{H, oOycnoBnuBatonum BosHuKHOBeHHEe Y BITJH, MOXHO OTHECTH

Kateroputo u 06beM oopadateiBaeMbix B UCII/IH nepconanbHbIX qaHHbIX, cTpyKTYpy MCII/H,

Hanuuue nojxiaoyeHuit MCIIJIH k ceTsim cBs3M 0011ero nojap30BaHus U (UIM) CETAM

MEXTYHApOIHOTO HH(POPMAIIMOHHOTO 0OMEHa, XapaKTePUCTUKH MoIcucTeMbl Oe3onacHocTu [1/1H,

obpabateiBaembix B ICII/IH, peskumMbl 00pabOTKH MEPCOHANBHBIX TaHHBIX, PEKUMBI Pa3TpaHUICHUS

npaB pocrtyna noias3oBateneid UCII/IH, MECTOHAX0XKI€HUE U YCIOBUS Pa3MENIEHUS] TEXHUYECKHUX
cpeacts UCIIT/In.

Nudopmannonnsie cuctems! [1/[H npeacTaBiasioT co00i COBOKYIMTHOCTh HH(OPMAIIHOHHBIX U

MIPOrPaMMHO-AMIAPATHBIX AJIEMEHTOB, a TaKkKe WH(OPMALIMOHHBIX TEXHOJIOTUH, IPUMEHIEMBIX TPU

obpabotke I1/1H.

OcnoBubiMU diemeHTaMu VCII/H sBisiroTCS:

— IepcoHaJIbHbIE JaHHBIE, COJepIKalIecs B 0a3ax JTaHHbIX, KAK COBOKYITHOCTh HH(OpMAIINU U €€
Hocurenel, ucnonb3yeMbix B UCII/IH;

— UH(pOpPMAIMOHHbIE TEXHOJIOTUH, IpUMeHsieMble Tpu 00padoTke [1/1H;

— TEXHUYECKHE CPEACTBA, ocyliecTrisionue o0padorky [1/Ix (cpencTBa BEIUMCIUTETHHOM TEXHUKH,
MH(POPMAIMOHHO-BBIUNCIIUTENIbHBIE KOMILJIEKCHI U CETH, CPEJICTBA U CUCTEMBI IIEpeayn, mpuemMa 1
obpabotku I1/]H, cpencTBa 1 CUCTEMBI 3BYKO3aIHCH, 3BYKOYCHIICHHS, 3BYKOBOCIIPOU3BEICHHUS,
MIEPErOBOPHBIE U TEJIEBU3MOHHBIE YCTPOICTBA, CPEACTBA U3TOTOBIICHUS, TUPAKUPOBAHMS
JIOKYMEHTOB U JpyTrue TEXHUYECKUE CpeicTBA 00pabOTKU peueBoii, rpaduueckoit, BUaeo- u
OykBeHHO-TIPpoBOM nHPOpMarmw) (manee - Texandeckue cpeactea MUCII/Ix);

— HporpaMMHBIE Cpe/icTBa (ONepallMOHHbIE CUCTEMBI, CUCTEMBI YIIPaBIIEHUs 0a3aMU JAHHBIX U T.I1.);

— CpeICTBa 3alIUThl HHPOpMAIHH;

BcIioMoraTteibHble TexHuueckue cpeacta u cuctembl (BTCC) - TexHuueckue cpecTBa U CUCTEMBI,

X KOMMYHHKAIMH, HE MTpeHa3HaueHHbIe 711 00paboTku [1/1H, HO pa3MelieHHbIe B TOMEIIEHUSIX

(manee - cimy>xeOHBIE TTOMEITICHHS ), B KOTOpBIX pacnonoxensl UCII/H, nx TeXHUYeCKHe cpeacTBa

(paznuyHOro poja TeneOHHbIE CPEACTBA U CUCTEMBI, CPEACTBA BHIYMCIUTENBHON TEXHUKH, CPEJICTBA

U CUCTEMBI IIepelaul JaHHBIX B CUCTEME PaJUOCBsI3U, CPEACTBA U CUCTEMBI OXPAHHOM U M0KApHOM

CUTHAJIM3AaLluH, CPEACTBA U CUCTEMBI OIOBEIICHNS U CUTHAJIN3ALlUU, KOHTPOJIBbHO-U3MEPUTENbHAS

amnmnaparypa, CpeJICTBa U CUCTEMbl KOHIULIMOHUPOBAHMSI, CPEJICTBA U CUCTEMBI ITPOBOHOM

PaauOTPAHCISILUOHHOM CETH U IPpUEMa MPOrpaMM paJiMOBEILIaHNsl U TEJIEBUICHHUS, CPEICTBA

AIEKTPOHHON OPITEXHUKHU, CPEJCTBA U CUCTEMBI AIEKTPOYacO(UKALINN).

CBoiicTBa cpefpl (MyTH) pacpocTpaHeHus] HHOOPMATHBHBIX CUTHAJIOB, COICPIKAIINX 3aIUIAEMYIO

MHPOPMAIINIO, XapaKTEPU3YIOTCS BUIOM (PU3HUECKOM cpefibl, B KOTOpol pacnpoctpanstores [1/IH, u

ONpEIENAI0TCS NPU OLEHKE BO3MOXKHOCTHU peasnn3auuu Y BII/IH.



Bosmosxknoctu uctounukoB YBII/[H 00ycnoBiIeHBI COBOKYITHOCTBIO CITIOCOOOB
HECAHKIIMOHUPOBAHHOTO U (MJIM) ciydailHoro noctyna K [1/{H, B pe3ynbpTaTe KOTOPOTO BO3ZMOXKHO
HapyleHne KOHPHUIESHIIMATFHOCTH (KOIMMPOBAaHUE, HEIIPABOMEPHOE PACIIPOCTPAHEHHUE), IIEIIOCTHOCTH
(YyHUYTOXXEHHE, U3MEHEHHE) U AoCcTynHOCTH (O0kupoBanue) [1/1H.

VYrpo3za 6e3omacHoctu [1/1H peanusyercs B pe3yiabTaTe oOpa3oBaHus KaHana peanmsanuu Y BITIa

MEXIy UCTOYHHUKOM yrpo3bl U HOocuTeaeM (uctounukoM) [1/1H, 4To co3gaeT ycaoBus st HApyIICHUS

6e3onacHocTy [1/]H (HeCaHKIIMOHUPOBAHHBIN WM CITy4alHBIA JOCTYI).

OcCHOBHBIMU 3JIeMEHTaMu KaHana peanuzanuu Y BII/[H sBnstoTcs:

— ucroyHuk YBII/IH - cyObekT, MaTepuaibHbIi 00BEKT WU (PU3HUECKOE SBJICHHUE, CO3IAI0IINe
VYBIIH;

— cpena (mytb) pacnpoctpanenus [1/{x wiu Bo3neicTBul, B KOTOPOil PU3NYECKOe MoJie, CUTHAT,
JAHHBIE WJIA TPOTPAMMBI MOTYT PaCIpOCTPAHATHCS M BO3JCHCTBOBAThH HA 3AIUIIAEMbIC CBOMCTBA
(kOH(UICHIINATHHOCTB, IIETIOCTHOCTD, JOCTYIHOCTH) [1/1H;

— Hocurenb [1/1H - puznyeckoe U0 WU MaTepualbHbI OOBEKT, B TOM YUCiIe (PU3NUECKoe oJie, B
koTopoMm [1/IH HaXOmAT CBOE OTpakeHHE B BUE CUMBOJIOB, 00pa30B, CHTHAJIOB, TEXHUYECKHIX
pElIeHU U MPOIIECCOB, KOJIMYECTBEHHBIX XapAKTEPUCTUK (DU3UUECKHUX BEITHUUH.

Hocurenu I1/Tn moryt conepxath nH(GOpMaINIO, IPEICTABICHHYIO B CIEIYIOIINX BUAX:

— akycruueckas (peueBas) undopmanus (PN), cogeprkammascs HEmoCpeaCTBEHHO B TPOU3HOCUMOM
peun nonws3oBarens UCIIn npu ocymectiennn uMm Qynkiuu rojgocosoro seoja [1/{n 8 UCIIdn
0o BocnpousBoauMast akyctudeckumu cpeacrsamu MUCII/H (ecnu Takue GyHKIMu
Mpe1yCMOTpPEHbI TexHoNorueit oopadotku I1/1H), a Takke coaepskaniasics B 2JIEKTPOMarHUTHBIX
MOJISAX U DJIEKTPUUYECKUX CUTHANAX, KOTOPble BOSHUKAIOT 32 CUYET MPeoOpa30BaHUN aKyCTUYECKOM
nHpOpMAIHH;

— Buposasg uadopmanus (BUN), npeacrapnenHas B BUie TEKCTa U N300paXeHUH pa3InuHbIX
YCTPOHCTB 0TOOpakeHUsI HH)OPMAITUH CPEJICTB BHIYUCIUTEIBHON TEXHUKU, UH()OPMAITTOHHO-
BBIYUCIIUTENBHBIX KOMIUIEKCOB, TEXHUYECKHX CPeACTB 00padoTKU rpaduuecKoil, Buieo- u
OykBeHHO-TIpoBO nHPOopManuu, Bxoasmux B coctaB UCII/IH;

— wuHpopmanus, oopadateiBaeMas (nupkymupytomas) B UCIT/IH, B BUAE 2JIEKTPHUUECKHUX,
AJEKTPOMAarHUTHBIX, ONTHYECKUX CUTHAJIOB;

— wuHdpopmanus, oopadateiBaemas B UCI1/IH, npencrasnenHas B Buje our, 0aiT, GpailyioB u Apyrux
JIOTUYECKUX CTPYKTYP.

B nensix ¢popmupoBanus cucremaruzupoanHoro nepeuns YbBII/Ix npu ux o6padotke B UCIT/IH n

pa3paboTKe Ha UX OCHOBE YaCTHBIX MOJIEJeH MPUMEHUTEIbHO K KoHKpeTHOMY Buay VCII/IH yrpo3bt

KJIacCU(UIUPYIOTCS B COOTBETCTBUH CO CJIECIYIOIIMMU PU3HAKAMU!

— 1o BuAy 3ammmaemoit ot YBII[Ix undopmanuu, conepxaei [1/x;

— 10 BHAAaM BO3MOXKHBIX HCTOUHHKOB Y BIIJIH;

— no tuny MCII/In, Ha koTOpble HanpaBieHa peanu3auus Y bI1/IH;

— 1o cnoco0y peanuzanuu Y BI1/H;

~ TI0 BUJY HapylIaeMoro CBOMCTBa HHPpOpMAIUH (BUIY HECAHKIIMOHUPOBAHHBIX JIEHCTBUH,
ocymiecTBisieMbix ¢ [1/1n);

~ IO UCHOJIb3yEMOH YSI3BUMOCTH;

— 110 O0OBEKTY BO3JCHUCTBHSI.

[To Bunam BO3MOKHBIX UCTOYHUKOB Y BII/IH BBIIEIIAIOTCS CIEAYIOIIMUE KIIACChI YTPO3:

—  YIpO3bl, CBSI3aHHBIE C IPETHAMEPEHHBIMH UM HETIPEAHAMEPEHHBIMU AEUCTBUSIMU JIULI, UMEIOLIUX
noctyn k MUCIIT/IH, Bkimtouas nosbs3oBareneit UCII/IH, peanu3yrommx yrpo3bl HEIOCPEACTBEHHO B
NCTI/Ix (BHYTpeHHUN HAPYIIUTETD);



~  yIpo3bl, CBA3aHHBIE C IPEAHAMEPEHHBIMU UJIM HENIPEJHAMEPEHHBIMU AEHCTBUSAMM JIHII, HE
umeronux gocryna Kk MCITIH, peanu3yronmx yrpo3sl 3 BHEIIHUX CETEH CBsI3U OOIIETOo
MOJIb30BaHUA U (MJIM) CETeW MEXKTyHApOAHOTO MHGOPMAIITMOHHOTO0 OOMEHa (BHEITHUHN
HapYLIUTENh).

Kpome Toro, yrpo3sl MOTyT BO3HUKATh B pe3yJIbTaTe BHEAPEHHS alllapaTHbIX 3aKJIal0K U

BPEJIOHOCHBIX IIPOTPaMM.

ITo Tuny MCIT[IH, Ha KoTOpble HanpaBieHa peanu3anus Y BII/IH, BeIIeas0TCS Clieayomue Kiacchl

yIpo3:

— yrpo3ssl 0ezonacuoctu [1/]H, o6pabareiBaembix B ICII/IH Ha 6a3e aBTOHOMHOTO
aBTOMAaTHU3MPOBaHHOTO paboyero mecta (APM);

— yrpo3sbl 0ezonacuoctu I1/{H, o6pabareiBaembix B MICIIIH Ha 6a3e APM, MOAKIIOYEHHOTO K CETH
00111ero MoIb30BaHusl (K CETH MEXKIYHAPOIHOTO HH(OPMAITMOHHOTO OOMEHa);

— yrpo3sbl 0ezonacHocTH I1/]H, o6pabateiBaembix B MCII/IH Ha 0a3e J0KaIbHBIX HHPOPMALIMOHHBIX
cucTeM 0e3 MOAKIIIOUEHUS K CeTH 00ILEero Nojb30BaHus (K CETH MEKAYHApOIHOTO
MH(POPMALIMOHHOTO 0OMEHA);

— yrpo3sl 6ezonacuoctu [1/]H, o6padareiBaembix B MCII/IH Ha 6a3e J0KaIbHBIX HHPOPMALMOHHBIX
CHCTEM C MOJKIIOYECHHUEM K CETH OOILETo MOJIb30BaHMs (K CETH MEXTyHAPOIHOTO
nH(popManoHHOTO 0OMEHA);

— yrpo3sbl 0e3onacHoctu I1/{H, o6pabateiBaembix B ICII/IH Ha 6a3e pacnpeneneHHbIX
MH(GOPMALIMOHHBIX CUCTEM 0€3 MOJKII0YEHUS K CETH 00LIeTo MoIb30BaHusl (K CeTn
MEXKIyHApOAHOTO HH(POPMAIITMIOHHOTO OOMEHA);

— yrpo3sl 6e3omacHocTH [1/]H, oOpabaTeiBacmbix B UCII/IH Ha Ga3e pacnpeneneHHbIX
MH(POPMALIMOHHBIX CHCTEM C MOJKIIOYCHUEM K CETH OOILEro MoJIb30BaHus (K CETH
MEXYHAPOAHOTO MH()OPMAITMOHHOT'O OOMEHA).

ITo cnioco6am peanuszaruu YBII/IH BeIAESIOTCS CIIETYIOIINE KIACCHI YTPO3:

— yrpo3bl, cBa3anHble ¢ HCJI x I1/1H (B ToM umciie yrpo3bl BHEIPEHUSI BPETOHOCHBIX POTPaMM);

— yrpo3sbl yreuku I1JIH Mo TexHMUECKUM KaHajaM yTeuku MH(OpMaIuuy;

— yrpo3sl cnenuaibHbIX Bo3aekcTBuit Ha UCIT/IH.

[1o Buy HECAaHKIIMOHUPOBAHHBIX IEUCTBUM, OcyliecTBIsAeMbIX ¢ [1/1H, BbIIEIAOTCS Cieayromue

KJIaCChl yTpo3:

—  YIpO3bl, IPUBOJAIINE K HAPYILIEHUIO KOHpuaeHuanbHocT [1/1H (KonupoBaHuio Uiu
HECAaHKLIMOHUPOBAaHHOMY PacIpOCTPAHEHHUIO), IIPU PEATIN3ALNN KOTOPBIX HE OCYIIECTBIIAETCA
HENOCPEICTBEHHOT'0 BO3/ICHCTBUS HA coAepKaHue HH(popManuuy;

~  yIpo3bl, IPUBOASIIUE K HECAHKIIUOHUPOBAHHOMY, B TOM YHCIIE CIy4aiiHOMY, BO3EHCTBHIO Ha
coJiepKaHue HHPOPMaLUK, B pe3yJIbTaTe KOTOPOro ocyecTsiseTcs u3menenue 111 nm nx
YHUYTOKCHUE;

~  yTpo3bl, IPUBOASIIUE K HECAHKIINOHUPOBAHHOMY, B TOM YHCJI€ CIIy4aiHOMY, BO3JICHCTBUIO Ha
IIPOrpaMMHBIE MJIU IporpaMMHo-annapartHsle aneMenTsl UCII/IH, B pe3yiabTaTe KOTOpPOro
ocyuectBisieTcs Onokupoanue I1/1H.

ITo ucnonb3yemoit yss3BUMOCTH BBIIEISIOTCS CAEIYIOLINE KIAacChl YTPo3:

~  yTpo3bl, peau3yeMble ¢ UCIOJIb30BaHUEM yA3BUMOCTH cucteMHoro [10;

~  yIpo3bl, peau3yeMble ¢ UCIOJIb30BaHUEM YA3BUMOCTH MpukiIaaHoro I10;

~  yIpo3bl, BOHUKAIOIINE B PE3yJIbTaTe UCIOIB30BAHUS YA3BUMOCTH, BbI3BaHHOM HanuuneMm B AC
arnmapaTHOW 3aKIaIKy;

~  yIpo3bl, pealu3yeMble C UCII0JIb30BAaHUEM YA3BUMOCTEH IPOTOKOJIOB CETEBOIO B3aUMOIECHCTBHS U
KaHAaJIOB Mepeauu JaHHbIX;



—  yIpo3bl, BO3HUKAIOIINE B PE3YJIbTATE UCIIOIb30BAHUS YA3BUMOCTH, BEI3BAHHOW HEJJOCTATKAMHU
opranuzaruu T3U ot HC/I;

—  YIpO3bl, pealn3yeMble C UCIOJIb30BaHUEM YA3BUMOCTEN, 00YCIOBINBAIOIINX HATUUKE
TEXHUYECKHX KaHAJIOB YTEYKH UH(OpMAIIIH;

—  YIpO3bl, peannu3yeMble ¢ UCI0JIb30BaHueM ysa3Bumocteid C3U.

ITo 00BEeKTY BO3IEHCTBHSI BBIICTISIOTCS CIEAYIOUINE KIAcChl YTPo3:

— yrpo3sl 6ezonacuoctu I1/]H, o6pabaTeiBaembix Ha APM;

— yrpo3sl 6e3onacHoctu [1/1H, 00pabaThiBaeMBbIX B BBIJICIICHHBIX CPEICTBAX 00PaOOTKH (IPUHTEPAX,
BBIHECEHHBIX MOHUTOPAX, BUACOMPOCKTOPAX, CPEACTBAX 3BYKOBOCIIPOU3BEICHUS U T.11.);

— yrpo3ssl 0ezonacHoctu I1/]H, meperaBaeMbIX O CETSIM CBS3H;

~  yTpo3bl NPUKIATHBIM IPOrpaMMaM, ¢ IOMOIIbIO KOTOpBIX oOpabateiBatores [1/1H;

— yrpo3ssl cuctemHomy I10, obecneunBatomemy ¢ynkimonuposanue UCII/IH.

Peanuzanus ognoit u3 YBII/IH nepeunciieHHbIX KJIACCOB WM UX COBOKYITHOCTH MOET MPUBECTH K

CJICTYIOIINM THUTIAM TTOCIEeACTBUH i cyobekToB [1][H:

— 3HAYUTEJbHBIM HEraTHUBHBIM MOCIEACTBUIM IS cyobekToB [1/1H;

~ HeraTUBHBIM MOCJIEICTBUAM AJis cyObekToB [1/]H;

~ He3HAYUTEJIbHBIM HEraTUBHBIM MOCIEACTBUAM Uil cyObekToB I1/[H.

VYrpo3sl yreuku [1/1H Mo TeXHUYECKUM KaHaIaM OJHO3HAYHO ONMCHIBAIOTCS XapaKTePUCTUKaMHU

MCTOYHHKA HHPOPMALIUH, cpeibl (IIyTH) PAcpOCTPaHEHHs U MPUEMHHUKA HHPOPMATUBHOI'O CUTHAIA,

TO €CTh ONPEIEIAIOTCS XapaKTepUCTUKAMHM TEXHUYECKOro kKaHana yreuku [1/1H.

VYTrpo3sl, cBA3aHHbIE ¢ HecaHKIMOHUpoBaHHBIM nocTyrnoM (HCJI) (manee - yrpo3st HCJI 8 UCII/n),

IIPE/ICTABISAIOTCS B BUJE COBOKYITHOCTH 00OOIIEHHBIX KJIACCOB BO3MOYKHBIX UCTOUHHMKOB yrpo3 HC/I,

ySI3BUMOCTEH MporpaMmmHoro u anmnapatHoro ooecnedenuss UCI1/IH, ciocoboB peanuszanuu yrpos,

00BEKTOB BO3/ICUCTBHS (HOCUTENEH 3amumaeMoi HH(GpOpMaum, JTUPEKTOPUEB, KaTaJIoroB, (haiiioB c

[T11 wm camux [1/]H) 1 BO3MOXKHBIX IECTPYKTUBHBIX JAeHCTBUIN. Takoe mpeacTaBIeHHE OMMCHIBACTCS

ciemyromen (opMaarn30BaHHOMN 3aMHChHIO:

yrpoza HCJl: = <ucTOYHMK yrpo3br>, <ys3BUMOCTH IIPOrPAMMHOTIO HIJIH aNMapaTHOrO 00ECTICUeHHS™>,

<croco0 peanau3anuu yrpo3br>, <OOBEKT BO3JCHCTBUA™>, <HECAHKLIMOHUPOBAHHBII TOCTYIT>.

4. Yrpo3bl yTeuku MHGOPMAIUK 110 TEXHUYECKUM KaHaJdaM

OCHOBHBIMU 3JIEMEHTaMH OMUCAHUS YIpo3 yTeuku nHpopMaiuu no texundeckum kananam (TKYHN)

SIBJISIIOTCS: UICTOYHUK YTPO3bI, cpefia (IyTh) pacupocTpaHeHUs: MH(POPMATUBHOTO CUTHAJIA M HOCUTEITh
3amunaeMon HHPopMaIum.

HcTounukamu yrpo3 yTeuku HH(OOPMAIUH [0 TEXHUYECKUM KaHallaM SIBISIOTCS (PU3MYECKUe JIHIa, He
umetotue noctyna k UCII/IH, a Takke 3apyOekHbIe CTIeICTY>KObI WIIM OpraHU3alliy (B TOM YUCIIe
KOHKYPUPYIOIINE WIH TEPPOPUCTUUECKHE ), KpUMUHAJIbHBIE TPYIIHUPOBKH, OCYIIECTBIIAIOIINE
nepexsar (cbeM) HHPOPMAITUH C UCIIOJIb30BAHNEM TEXHUYECKUX CPEJICTB €€ PETUCTPAIlH, IpueMa
i pororpadupoBaHus.

Cpena pacnpocTpaneHUs] HHPOPMATUBHOTO CUTHAJIA - 3TO (hU3MUecKas cpesia, Mo KOTOPOi
MH(GOPMATHUBHBIN CUTHAJI MOXKET PACTIPOCTPAHITHCS U IPUHUMATHCS (PETUCTPUPOBATHCS )
npueMHUKOM. Cpea pacipoCTpaHEHUs] MOXKET ObITh KaK OJHOPOIHOM (HampuMep, TOJIbKO
BO3JIYIIHOM), TAaK ¥ HEOJHOPOJIHOM 3a CUET NEPEeX0/ia CUTHAJIA U3 OJTHOM Cpe/bl B IPYTYIO (HAmpumep,
B pe3yJbTaTe aKyCTOSIEKTPHUECKUX HIIM BUOPOAKYCTHUECKUX MPeoOpa3oBaHuit).

Hocurenewm I1/{n saBnsiercs nonb3oBatens UCII/IH, ocymecTeistomuii ronocoBoit BBog 11/1H B
UCIIH, akyctnueckas cuctema UCII/IH, BocipousBosias [1/1H, a Takke TEXHUYECKHE CPEACTBA
NCTIIn u BTCC, co3naromue pu3ndeckue mosis, B KOTOPbIX HHPOPMAIIUS HAXOIUT CBOE OTPAKEHUE
B BUJIE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHHUI U TIPOIECCOB, KOTHMUECTBEHHBIX
XapaKTePUCTUK (HU3HMUECKUX BEIUYHH.



[Tpu o6padotke [11n B UCII/IH 3a cueT peanu3anuy TEXHUYECKUX KaHAJIOB YyTeUKU MH(pOpMaLun

BO3MO’KHO BO3HUKHOBeHHE cienyromux Y bII/Ix:

— YIpO3 YTEUKH aKyCTHYECKOH (peueBoii) uHpopManuy;

— YIpo3 yT€UKU BUJOBON MHPOpMALUY;

~ YIpo3 yTeuku MH(pOpMallMU IO KaHajlaM OOOYHBIX 3JIEKTPOMATHUTHBIX U3JIyY€HUN U HABOJOK
(IISMUH).

4.1. YTpo3bl YTEUKH aKycTHUecKol (peueBoii) nHdopmarmu

Bo3HukHOBEHHE YyIpo3 YTEUKH aKyCTHUYECKOU (peueBoii) HH(GOpMAIH, COIePKAIICHCS

HETMOCPEACTBEHHO B Mpou3HOCUMOn peun nonb3oBarens UCIITx, mpu oopadotke [1[1n 8 UCII/IH,

obycnoriieHo HanmmareM Gyaknuii ronocooro Beoga [1/{n 8 UCTI/{x win GyHKIIUH BOCTIPOU3BEICHUS

[T1n akyctuueckumu cpeacrsamu MCII/IH.

[lepexBat akycTuueckoi (peueBoit) HHGpOpPMAIMK B JAHHBIX CIIy4asx BO3MOXKEH C HCIIOJIb30BAHUEM

amnmapaTyphbl, pETUCTPUPYIONICH aKkyCTHYeCKHE (B BO3/IyX€e) U BUOPOAKYCTHUECKHUE (B YIIPYTUX Cpeaax)

BOJIHBI, @ TAKXKE 3JIEKTPOMarHUTHbIE (B TOM YUCIIE ONTHYECKUE) U3IYUCHUS U AIEKTPUUECKUE

CUTHAJIbI, MOJTyJTHPOBaHHBIE HHPOPMATUBHBIM aKyCTUYECKUM CHUTHAJIOM, BO3HUKAIOIINE 32 CUET

npeodOpa3oBaHuil B TexHHYeckux cpeactBax oopadorku IT/Jn, BTCC u cTpouTenbHbIX KOHCTPYKIUSAX

1 MHKEHEPHO-TEXHUYECKUX KOMMYHHUKALIMX 110 BO3JAECHCTBUEM aKyCTUYECKHUX BOJIH.

Kpome storo, mepexBar akyctudeckou (peueBoii) nHGOpMaIiy BOZMOXKEH C UCTIOJIb30BaHUEM

CTELMATBHBIX 3JICKTPOHHBIX YCTPOMCTB CheMa peueBOr HHPOPMALIMH, BHEAPECHHBIX B TEXHUUECKUE

cpeactea oopabotku I1/In, BTCC 1 noMenienus niy NOJKIIOYEHHBIX K KaHAJIaM CBSI3H.

VYrpo3sl 6e3onacHocTu [1/]H, cBsi3aHHBIE ¢ IEPEXBATOM aKyCTHUECKON MH(POPMAIIUH C

HCIOJIb30BaHNEM CIEIHANIbHBIX JIEKTPOHHBIX YCTPOUCTB CheMa peueBoil nHpopmanuu

("3aKIa0YHBIX YCTPOUCTB"), ONIPEACIISIIOTCS B COOTBETCTBUM C HOPMATUBHBIMH JIOKYMEHTAMHU

denepanbHOl ciTy)ObI Oe30macHOCTH Poccuiickoit denepanyu B yCTaHOBICHHOM €10 TIOPSIIKE.

[lepexBat akycTrueckoi (peueBoii) HHPOPMAIIUTH MOKET BECTUCH:

~  CTalMOHApHOM anmapaTypoil, pa3MeniaeMoil B OIM3NeKalIMX CTPOSHUX (31aHUAX) C
HEKOHTPOJIUPYEMBIM NMPEObIBAaHNEM TOCTOPOHHUX JIHIL;

~ IOPTATUBHOW BO3UMOM anmapatrypoi, pa3MelaeMon B TPAHCIIOPTHBIX CPEJCTBAX,
OCYILIECTBIISIONIUX JBUKEHHE BOJIN3HU CIIYKEOHbBIX TOMEIEHUIN WU TIPU UX NMAPKOBKE PSAOM C
STUMHU [IOMELICHUSIMY;

— IMOPTaTHBHOM HOCHMOW anmapaTypoil - GU3NYECKUMHU JIUIAMH ITPH UX HEKOHTPOIUPYEMOM
npeObIBaHUM B CITY)KEOHBIX OMEIICHUAX UM B HEMOCPECTBEHHOM OJIN30CTH OT HHX;

~ aBTOHOMHOHM aBTOMAaTHYECKOH ammaparypoil, CKppITHO YCTaHABIMBAEMOH (PU3MUECKUMHU JTHLIAMU
HEMOCPECTBEHHO B CIIY>KEOHBIX TTOMEIICHHUSIX WIH B HEMTOCPEICTBEHHOW OJIM30CTH OT HUX.

4.2. Yrpo3bl yTeUKkd BUI0BON HHOpMAIIIT

VYrpo3bl yreuku BUI0OBOM HH(OpMaLIUK pean3yroTcs 3a cuet npocMoTtpa I/ ¢ moMorbio

ONTUYECKUX (OMTUKOAICKTPOHHBIX) CPEJICTB C IKPAHOB AWCILICEB U IPYTUX CPEICTB OTOOPAKECHHUS
CPEIICTB BRIYUCIUTEIHHON TEXHUKH, HH(OPMALIMOHHO-BBIYUCIUTEIHHBIX KOMILJIEKCOB, TEXHUYECKUX
cpeacTB 00paboTku rpaduuecKo, BUIEO- U OYKBEHHO-ITU(GPOBOM HHPOPMAIIMH, BXOSAIIUX B COCTAB
UCIIH.

Kpome storo, npocmoTtp (peructpanus) [1/IH Bo3MOkKEH C HCTIOIB30BaHUEM CIIEIIUATBHBIX
ANEKTPOHHBIX YCTPONCTB CheMa, BHEJAPEHHBIX B CIIY)KEOHBIX TIOMEIICHUSIX WA CKPBITHO
UCTOJNIb3YEMBIX (PU3NYECKUMHU JINLIAMHU TIPU TMOCEIIEHUN UMH CITYKEOHBIX TOMEIICHUH.

VYrpo3sl 6e3onacHocTu [1/]H, cBsi3aHHBIE ¢ UX MTEPEXBATOM MPU UCTIOIB30BAaHUH CIIEHUATBHBIX
ANIEKTPOHHBIX YCTPOMCTB CheMa BUI0BOM WH(MOpMaIH (BHIC03aKIIAIOK), OTIPEICIISTIOTCS B
COOTBETCTBUH C HOPMATUBHBIM JIoOKyMeHTaMu DeepanbHoit ciryk0b1 Oe3onacHocT Poccuiickoit
denepalu B yCTAHOBJICHHOM €10 MOPSIIKE.



HeoOxoaumbiM yciioBUEM ocylecTBIEHUs npocMoTpa (peructpauun) [1/1x sBasercs Hannyue

NPSMOI BUIUMOCTH MEXITy CPEJCTBOM HaOmroeHus 1 Hocutenem [1/1H.

[Tepexsat I1/IH MOXET BECTUCH:

— CTalMOHAPHOU ammapaTypou, pa3MeraeMoi B OIH3IIeKAIINX CTPOCHHSIX (3MaHUIX) C
HEKOHTPOJIUPYEMBIM NMPEObIBAaHNEM TOCTOPOHHUX JIHIL;

~ IIOpPTaTMBHOM BO3UMOM almnaparypoy, pa3MelaeMoi B TPAaHCIIOPTHBIX CPENICTBAX,
OCYILECTBISIONUX JBUKEHHE BOJIN3HU CIIYKEOHBIX MOMEILIEHUI WU IPU UX MAPKOBKE PSIAOM C
STUMHU NTOMEIICHUSIMY;

— TOPTaTUBHOM HOCHUMOI! anmapaTypoi - pU3n4ecKUMU JIMIAMU IPU UX HEKOHTPOJIUPYEMOM
npeOBIBaHUH B CITY)KEOHBIX TOMEIICHUSX WM B HETIOCPEICTBEHHOM OJIM30CTH OT HHX.

ITepexaat (mpocmotp) [1/IH MOXKET OCYIIECTBIATHCA HOCTOPOHHUMH JIMLIAMH ITYTEM UX

HEMOCPECTBEHHOT'0 HAOMIOICHUS B CIIY>)KEOHBIX TOMEIIEHUSIX TUO0 C paCCTOSHUS MPSIMON BUIUMOCTH

u3-3a npenenoB CII/IH ¢ ucrnonp3oBaHUEM ONTHYECKHUX (ONTUKOAIEKTPOHHBIX) CPEJICTB.

4.3. Yrpo3bl YTeUYKH HHPOPMAITUH 110 KaHATaM ITOO0YHBIX

QJICKTPOMArHUTHBIX HSHV‘{eHHﬁ 1 HABOJOK

Bo3nuknosenue yrpossl [1/1n no kananam [IISMUH Bo3M0kHO 3a cueT nepexBaTa TEXHUUYECKUMU

cpeacTBaMu OOOYHBIX (HE CBSA3aHHBIX C MPSIMBIM (PYHKITHOHAIBHBIM 3HaYeHHEM dyieMeHToB MCIT/IH)

MH()OPMATHUBHBIX JIEKTPOMATHUTHBIX TIOJIEH U AJIEKTPUIECKUX CUTHAJIOB, BOZHUKAIOIINX TPH

obpabotke I1]] Texunueckumu cpenctamu UCIT/H.

I'enepauus unpopmanum, conepxareit [1/11 u nupkynupyromei B rexunyeckux cpeacrsax MCI1/IH B

BUJIE DJIEKTPHUUECKIX HH(GOPMATUBHBIX CUTHAJIOB, 00paboTKa U nepeaada yKa3aHHBIX CUTHAJIOB B

aneKkTpudeckux Lemnsax rexuuueckux cpencts UCIIAn conpoBoxkaaeTcss HOOOUHBIMU

AJIEKTPOMArHUTHBIMH U3ITyYEHHUSMHU, KOTOPhIE MOTYT PACIPOCTPAHATHCS 32 TPEAEIIBI CIIYKEOHBIX

MOMEIIEHUH B 3aBUCUMOCTH OT MOIIHOCTHU M3iydeHuit u pazmepos UCII/H.

Peructpanus [IDMUH ocymectBasieTcs ¢ nenpio nepexsara nHGopMauu, HUPKYIUPYIOLIEH B

TEXHUUYECKUX CpeacTBax, oOpabateiBatonumx [1/{H (B cpeacTBax BEIYUCIUTENbHON TEXHUKH,

MH(OPMalIMOHHO-BBIYMCIIUTEIbHBIX KOMILIEKCAX U CEeTSX, CPEACTBaX U CUCTEMax Mepeaayu, npueMa u

o6pabotku I1/]H, B TOM 4ncie B CpeCTBAX M CUCTEMAaX 3BYKO3AMUCH, 3BYKOYCHIICHUS,

3BYKOBOCIIPOU3BEEHUS, IEPETOBOPHBIX U TEIIEBU3UOHHBIX YCTPONCTBAX, CPEACTBAX U3TOTOBJICHUS,

TUPAXKUPOBAHUS TOKYMEHTOB M IPYTUX TEXHUYECKUX CpeAcTBaX 00paboTKU peueBoid, rpaduyeckoil,

BHJI€0- 1 OYKBEHHO-IU(PpOBOI MHPOpMAIUN).

g peructpauuu [IDMUH ucnone3yetcs annapatypa B cocTaBe paJuoNpPUEMHBIX YCTPOICTB U

OKOHEYHBIX YCTPOWUCTB BOCCTAHOBJICHUS HHPOPMALINH.

Kpowme storo, nepexsar [ID9MIH Bo3MOXk€EH ¢ UCIIOIB30BAHUEM 3JIEKTPOHHBIX YCTPOMCTB MEpeXBaTa

nH(pOpMalH, MOJKIIOYSHHBIX K KaHallaM CBS3H UM TEXHUYECKUM cpeacTBaM oopabotku [1]1H.

Peructpanusa IIDMMH mMokeT BECTUCH ¢ UCTI0JIB30BAHUEM armnapaTyphl CICAYIONIUX BUJIOB:

— CTalMOHAPHOM ammapatypou, pa3MeniaeMoi B OJM3IIeKAIUX CTPOCHUAX (3AaHUAX) C
HEKOHTPOJIHMPYEMBIM MPEOBIBAHINEM TOCTOPOHHUX JIMIL;

~ IOPTaTMBHOW BO3MMOM ammaparypsl, pa3MeIaeMol B TPAaHCIIOPTHBIX CPEJICTBAX,
OCYIIECTBISIONIUX JBUKEHHIE BOIN3U CITYKEOHBIX TOMEIIEHUH WK TIPU UX MAPKOBKE PSIAOM C
3TUMU OMEIICHUSAMU;

— TOPTaTHBHOW HOCHMOM anmapaTypou - (U3n4ecKuMU JTUIaMU B HETIOCPEICTBEHHOW OIM30CTH OT
NCIIH;

— aBTOHOMHOW aBTOMAaTHYECKOW ammapaTypoi, CKPBITHO yCTaHABIUBaeMOW (PU3NIECKUMH JIUIIAMHU B
HernocpeacTBeHHoM O0nu3zoctu ot UCIIH.



Kanane! yreuku uapopmanuu, 00yciaoBiIeHHbIE HABOAKAMU, 00Pa3yOTCs 32 CUET COETUHUTEIbHBIX
nunuit Texauaeckux cpencts MCIAn u BTCC u mocTOpOHHUX MPOBOJHUKOB (B TOM YHUCJIE IeNeH
AJEKTPOIUTAHUS U 3a3€MJICHU ).

HaBogku snexkrpoMarHuTHbIX M3aydeHuid Texunyeckux cpeacts MCII/IH BO3HUKAIOT NpU U3ITy4eHUH

anemeHTaMu TexHuaeckux cpeacts UCIIJIH nHpOpMaTUBHBIX CUTHAJIOB ITPH HATMYUNA €MKOCTHOM,

WHIYKTUBHOW WJIM TaJIbBAHMUECKOM CBSI3€H COSTMHUTEIBHBIX TUHUHN TexHnueckux cpeacts UCII/IH,

muanii BTCC n noctopoHHMX IPOBOAHMKOB. B pe3ynbrare Ha ciyyaliHblx aHTeHHax (uensax BTCC

WJIHM TIOCTOPOHHUX MPOBOJHUKAX ) HABOAUTCS UH()DOPMATUBHBIN CUTHAI.

[TpoxoxaeHre nHGOOPMATUBHBIX CUTHAJIOB B IIETIH IEKTPONUTAHUS BO3MOXKHO IIPU HAJTMYUU

€MKOCTHOM, MHAYKTUBHOW WJIM TaIbBAHUYECKON CBSI3U MCTOYHHMKA WH()OPMATUBHBIX CUTHAJIOB B

coctaBe TexHuueckux cpeacts UCII/IH u neneit nutanus.

[Tpoxoxnenne nHHOPMATUBHBIX CUTHAJIOB B IIETIH 3a3€MJICHHS OOYCIIOBICHO HAIMYUEM €MKOCTHOM,

WHAYKTUBHOM WM TalbBAHUYECKOM CBSI3U UCTOYHHMKA HHPOPMATHUBHBIX CUTHAJIOB B COCTABE

anmaparypsl TCIIN u neneit 3a3emiieHusl.

Jlnst cbeMa nHGOpPMAIUH ¢ TIPOBOAHBIX JIMHUH MOTYT UCTIOJIb30BaThCS:

— CpeICTBa ChbeMa CUTHAJIOB, COJIEpPKAILUX 3allUIIaeMyI0 HHPOPMALIUIO, C eIl TEXHUYECKUX
cpeacts UCII/In u BTCC, nunuii CBsA3M U niepe/iaun JaHHBIX, BBIXOISIINX 32 MPEIEbl
CITY>kKeOHBIX TIOMEIIEHUH (IKBUBAJIEHTHI CETH, TOKOBBIE TPAHCHOPMATOPHI, TPOOHUKH);

— CpeICTBa CheMa HaBEJCHHBIX MH()OPMATUBHBIX CUTHAJIOB C IIETIeH AJIEKTPOITUTAHUS;

— CpeICTBa CheMa HaBEJCHHBIX MH()OPMATUBHBIX CUTHAJIOB C IITUH 3a3eMJICHHUS;

— CpeICcTBa ChbeMa HaBEJCHHBIX NH()OPMATUBHBIX CUTHAJIOB C MPOBOISIINX WHXCHEPHBIX
KOMMYHUKAIUH.

J1J1s BOJIOKOHHO-ONITUYECKOM CHCTEMBI Nepelauu JaHHBIX YIPO30H YTeUKH HHPOPMAIUH SIBIISIETCS

yTeUKa ONTUYECKOT0 U3IyUEHHUsI, COAEpIKAILEro 3alluaeMyt0 HHPOpMaLUIo, ¢ OOKOBOW MOBEPXHOCTU

ONITUYECKOT0 BOJIOKHA.

[osiBieHrE HOBBIX KAHAJIOB CBSI3H - COTOBOM CBSI3U, MEUHKUHTOBBIX COOOIIIEHUH, CITyTHUKOBBIX U

OecrpoOBOIHBIX CeTel Mepeayn JaHHBIX - IPUBEJIO K Pa3BUTHIO CIIEIIMATU3UPOBAHHBIX CUCTEM U

CPE/ICTB KOHTPOJISI M TIepexBaTa nH(pOpMaIlii, OpUeHTUPOBAHHBIX HA UCIIOJIH3YEMbIE B HUX

MH(POPMAIIMOHHBIE TEXHOJIOTHUH, B TOM YHCJIE CPEICTB:

— HepexBaTa MEeUJKUHTOBBIX COOOILEHUI U COTOBOH CBSI3H;

— mepexBaTta HH(GOpPMAIMK B KaHAJIAX IEPEIaul TaHHBIX BEIYUCITUTEIBHBIX CETCH.

5. YTpo3bl HECAaHKIMOHUPOBAHHOTO I0CTYNA K HHQOpMAIUH

B MHGOPMaIIMOHHON CHUCTEME MEePCOHATbHBIX TAHHBIX

Yrpo3et HCJI B UCII/IH ¢ mpuMeHeHneM NpOorpaMMHBIX U MPOTPAMMHO-AIIAPATHBIX CPEJICTB
peanu3yloTcs IpU OCYIIECTBICHHH HECAHKIIMOHUPOBAHHOTO, B TOM YHUCIIE CIIy4aifHOTO, IOCTYTIa, B
pe3yabTaTe KOTOPOrO OCYIIECTBISETCS HApyIIeHHE KOHPUACHIINATLHOCTH (KOIUPOBAHHE,
HECAaHKIIMOHUPOBAHHOE PACTIPOCTPAHEHHE), IIETIOCTHOCTH (YHHUTOKEHUE, U3MEHEHHE) U IOCTYITHOCTH
(6moxuposanue) I1/IH, 1 BKIIFOYArOT B ceOs:

—  YIpO3bI IOCTyNa (MPOHUKHOBEHHUS) B OTIEPAIIMOHHYIO Cpely KOMITBIOTEPA C UCIIOJIb30BAHUEM
IITATHOTO TIPOTPAMMHOTO 00eCTIeueHUS (CPEICTB ONICPAIMOHHON CUCTEMBI FITH TIPUKIIATHBIX
porpamMm 0oOIIero MPUMEHEHHS );

—  YIPO3bI CO3/IaHUS HEIITATHBIX PEKUMOB pA0OTHI MPOTPAMMHBIX (ITPOTPaMMHO-AIIAPATHBIX )
CPEIICTB 3a CYET MPeIHAMEPEHHBIX U3MEHEHUH CITY)KeOHBIX JTaHHBIX, ITHOPUPOBAHHUS
MPEIYCMOTPEHHBIX B MITATHBIX YCIOBUSAX OIPaHUYCHHM HA COCTAB U XapaKTEPUCTUKU
oOpabaTeiBacMOi1 HHPOPMAIIHH, UCKAXEHHS (MOIU(DUKAIINN) CAMUX TaHHBIX | T.IL.;

~  YIpo3bl BHEIPEHUS BPEIOHOCHBIX IPOrpamMM (MporpaMMHO-MaTEMAaTHYECKOTO BO3ACHCTBUSA).



Kpome 310r0, BO3MOKHBI KOMOMHHPOBAHHBIC YIPO3bI, PEACTABIISAIONINE COOOH COYeTaHHE YKa3aHHBIX

yrpos. Hanpumep, 3a cueT BHeAPEHHUS BPETOHOCHBIX IPOTPaMM MOTYT co3faBaThest yenoBust aist HCJL

B OIIEPALIMOHHYIO Cpely KOMIBIOTEpa, B TOM YHCIIe MyTeM (OPMHUPOBAHUS HETPAIUIIHOHHBIX

MH(GOPMALIMOHHBIX KAaHAJIOB JIOCTYTIA.

VYrpo3sl goctyna (mpoHUKHOBEHHS ) B onepanronnyto cpeay UCII/IH ¢ ucmoab30BaHNEM ITATHOTO

MIPOTPAMMHOTO 00€CIIEYEeHUS Pa3/IeIIIOTCS Ha YIPO3bl HETIOCPECTBEHHOTO U YAAJIEHHOTO JIOCTYIIA.

YTpo3bl HEMOCPEACTBEHHOT'O JIOCTYIA OCYIIECTBISIOTCS C UCIIOIB30BaHUEM POTPAMMHBIX U

IIpOTrpaMMHO-aINapaTHBIX CPEICTB BBOA/BBIBOJIA KOMITBIOTEPA. YTPO3bl YIAJIEHHOTO JOCTYIa

peanu3yroTcs ¢ UCTIOIb30BAaHUEM MPOTOKOJIOB CETEBOTO B3aUMOACHCTBHUS.

Otu yrpo3sl peanusytotcst otHocutenbHo UCII/IH kak Ha 6a3e aBTOMaTU3UPOBAHHOTO paboyero

MECTa, He BKIIFOUYCHHOTO B CETH CBS3H OOIIETO MOJIB30BAHMSA, TAK U IPpUMEHHUTEIbHO KO BceM MCTI/H,

MMEIOIINM MOAKIIOUEHHE K CETSIM CBA3M OOIIETO MOJIB30BAHUS U CETAM MEKIYHAPOTHOTO

nH(pOpMaMOHHOTO OOMEHa.

Omnwucanue yrpo3 AocTyna (IPOHUKHOBEHMSI) B ONIEPALIMOHHYIO Cpely KOMITbIoTepa (opMaIbHO MOKET

OBITH MPEJICTABJICHO CJICAYIONUM 00Pa3oM:

yrpoza HCJI B UCIIIH: = <ucTo4yHHK yrpo3sr>, <yszsumoctb UCIIIn>, <croco0 peanuzanuu

yrpo3b>, <OOBEKT BO3JIEHCTBHS (IpOrpaMma, MPOTOKOJ, JAHHBIE U JIp.)>, <IEeCTPYKTHUBHOE

JIEUCTBUE™>.

YTpo3bl coO3aHMs HEMITATHBIX PEXUMOB pa0OTHI POTPAMMHBIX (ITPOTPaMMHO-AIAPATHBIX) CPEACTB -

310 yrpo3sl "OTka3za B o0ciyxuBanuu". Kak npaBuiio, 1aHHbIE yTPO3bl PACCMATPUBAIOTCS

npumenutenbHo K MCIT/IH Ha 6a3e ToKalbHBIX U pactpeiesIeHHbIX HH(POPMAIMOHHBIX CUCTEM BHE

3aBHCUMOCTH OT MOJKIIIOYEHHs HHPOPMaLMOHHOro oOMeHa. VX peanu3arust o0yciaoBieHa TeM, YTO

pu pa3paboTKe CUCTEMHOTO WM MPHUKIAIHOTO MPOTPaMMHOI0 00ecrieYeH s He yYUThIBAeTCs

BO3MOKHOCTB IPETHAMEPEHHBIX JICHCTBUH 110 IIeJICHANIPaBICHHOMY H3MEHEHHUIO:

—  cojiep)KaHus ciy)keOHOW MH(POPMAaIMK B IaKeTaxX COOOIICHUH, TepelaBaeMbIX O CETH;

ycIoBUiA 00pabOTKU JAHHBIX (HAIPUMEP, HITHOPHUPOBAHKE OTPAaHUYCHUI HA JJMHY MTaKeTa

COOOIIICHU );

— (opmaroB mpeacTaBIeHUs JaHHBIX (C HECOOTBETCTBHEM U3MEHEHHBIX ()OPMATOB, YCTAHOBIICHHBIX
11 00pabOTKU MO MPOTOKOJIAM CETEBOTO B3aUMOJICHCTBHSA);

~ IpOorpaMMHOro obecrneyeHus 00padOTKU TaHHBIX.

B pesynwraTte peanmzaiuu yrpo3 "OTkaza B 00CTy)KUBaHUH" TTPOUCXOAUT MepenoaHeHue 0yhepoB u

0JIOKHpOBaHUE MPOIeAYp 00paboTKH, "3anMKIBaHue" mporeayp o0paboTku U "3aBucanue"

KOMITBIOTEPa, OTOpAChIBAHHE MTAKETOB COOOIIEeHUH 1 qp. OnucaHue Takux yrpo3 (GopMarbHO MOXKET

OBITh MIPEJICTABICHO CIEAYIOIINM 00pa3oM:

yrpo3a "OTtka3a B 00cIyXuBaHUU'": = <UCTOYHHUK yrpo3br>, <ys3BuMocTh UCITJIH>, <crmocob

peanu3anyu yrpo3br>, <00beKT Bo3ecTBus (Hocutens [1J[H)>, <HemocpenCcTBEeHHBIN PE3yIbTaT

peanm3aruu yrpo3ssl (mepemnoiHenue oydepa, OJI0KupoBaHHEe MPOLEyphl 00paboTKH, "3anukiInBanue"

00paboTKU U T.I.)>.

VYTpo3bl BHEAPEHUS BPEJOHOCHBIX MPOrpaMM (IIPOrpaMMHO-MAaTEMaTHYECKOTO BO3ICHCTBHSI) MOTYT

OBITH MTPEACTABJICHBI CISAYIOMNUM 00pa3oM:

yrpo3a I[IMB B UCII/In: = <kiacc BpeJOHOCHOM IpOrpaMMsbl (C yKa3aHUEM CpeJibl OOUTaHUs)>,

<HCTOYHHK Yrpo3bl (HOCUTENb BPEJOHOCHOM MPOrpaMMBbl)>, <CItocod WHPUIUPOBAHUSL>, <OOBEKT

BO3/CHCTBUSA (3arpy304HbIi CEKTOP, (aill 1 T.11.)>, <OIUCaHHE BO3MOXHBIX AECTPYKTUBHBIX

NEeHCTBUIT>, <pomoaHuTeNbHas nHdopmalus o0 yrpose (pe3uaeHTHOCTb, CKOPOCTh PAaCIPOCTPAHECHHUS,

MOJTMMOP(OUIHOCT | JIP. )>.

5.1. Obuas xapakTepUCTUKA HCTOYHUKOB YIPO3 HECAHKIIMOHUPOBAHHOTO JOCTYNA B

MHPOPMALIMOHHOM CUCTEME NePCOHATbHBIX JIAHHBIX

Hcrounnkamu yrpo3z HCJI B UCII/I# MoryT OBITH:




~ HapyLIUTEINb;

~ HOCHTENb BPEJJOHOCHOU ITPOrPaMMBI;

~ anmapaTtHas 3aKJajKa.

VYrpo3ssl 0e3onacHoctu I1/1H, cBA3aHHBIE C BHEAPEHUEM alllapaTHBIX 3aKJIaJ10K, ONPEEIIIOTCS B

COOTBETCTBUH C HOPMATUBHBIMU TIOKyMeHTamMu DenepanbHoi ciryxO0bl 6e3omacHocti Poccuiickoit

®enepal B yCTAaHOBJIEHHOM €10 TIOPSIKE.

ITo Hanmuuuio MpaBa MOCTOSIHHOTO WJIM Pa30BOro J10CTyMa B KOHTpoiupyemyto 30ny (K3) UCITx

HapYLIUTEIU OAPA3AEIIAI0TCA Ha 1Ba THIA!

— Hapywmurenu, He uMmeromue nocryna k UCIT/IH, peanusyroniyue yrpo3sl U3 BHEIIHUX CETEH CBA3H
00mIeTo MOJIK30BaHUS U (MIIH) CETEH MEXKTYHAPOIHOTO HH(OPMAIIMOHHOTO 0OMEHA, - BHEIITHHE
HapyLIUTENH;

— Hapywmutenu, umerouie noctyn k MCII/IH, Britouast nons3oBareneit UCIIH, peanusyromiue
yrpo3sl HenocpeacTseHHo B ICII/IH, - BHyTpeHHHE HapYyLIUTENH.

BHemHuMyu HapymuTeIsIMU MOTYT OBITh:

~  pa3BelbIBaTeNIbHBIE CIIYXKObI FOCYIapCTB;

~ KPUMHHAJIBHBIE CTPYKTYPBI;

~  KOHKYPEHTHI (KOHKYpUPYIOIIHE OPTaHUu3aIiH);

~ HeJoOPOCOBECTHbIE MAPTHEPHI;

— BHEIIHHUE CYOBEKTHI ((hU3HUECKHe JUIIQ).

BremHuii HapyImuTeNb HMEET CIEAYIOIMINE BO3MOKHOCTH

~  OCYILECTBJIATh HECAHKIIMOHUPOBAHHBIM JOCTYI K KaHAJIaM CBSI3U, BBIXOIAIIUM 32 IIPEEIIbI
CITYXEOHBIX TTOMEIICHU;

~  OCYILECTBJISATh HECAHKIIMOHUPOBAHHBIM JOCTYN Yepe3 aBTOMATU3UpPOBaHHbIE padoune MecTa,
MOJKIIIOYEHHBIE K CETSAM CBSI3U OOIIETr0 MOIb30BaHUS U (HITH) CETSIM MEXITYHAPOIHOTO
MH(POPMAIIMOHHOTO OOMEHa;

~  OCYIIECTBJISTh HECAHKIIMOHUPOBAHHBIN TOCTYN K UH(OPMAIMU C HCIIOJIb30BaHUEM CIEIIHATbHBIX
IIPOrPaMMHBIX BO3JEHCTBUI MOCPEICTBOM IIPOrPAMMHBIX BUPYCOB, BPEIOHOCHBIX IIPOIPaMM,
AITOPUTMUYECKUX WM MPOTPAMMHBIX 3aKJIa10K;

~  OCYIIECTBJISITh HECAHKIIMOHUPOBAHHBIN TOCTYI Yepe3 NEMEHTb HH()OPMaIMOHHON
undppactpykTypsl UCII/IH, KOTOpBIE B Mpoliecce CBOETO JKU3HEHHOTO IHKIIA (MOJIEPHU3ALINH,
COIPOBOXACHMSI, PEMOHTA, YTHJIN3ALMN) OKa3bIBAIOTCS 3a IIpeieIaMu KOHTPOJIUPYEMON 30HBI;

~  OCYIIECTBJISTh HECAHKIIMOHUPOBAHHBIN TOCTYH yepe3 HHPOPMAIIMOHHbIE CUCTEMbI
B3aMMO/ICCTBYIOIIMNX BEJOMCTB, OpraHU3allui U yUpekIeHui npu ux noakiaouennu Kk UCITIH.

B03MOHOCTH BHYTPEHHETO HapyILIUTENS CYIIECTBEHHBIM 00pa30M 3aBHUCAT OT JAECHCTBYIOIIMX B

npeneaax KOHTPOIUPYEMOI 30HbI PEXUMHBIX U OPraHU3allMOHHO-TEXHUYECKUX MEp 3aIIUThI, B TOM

qHCIIe 1Mo J0MycKy ¢u3nueckux aui K [1J[H u KOHTpOITIo mopsiKa mpoBeeHus pador.

BHyTpeHHNE NOTeHIMaIBHBIE HAPYILIUTENH TOAPA3IEISIIOTCS HA BOCEMb KaTETOPHUM B 3aBUCUMOCTH OT

crioco0a J1ocTymna 1 nojHoMouuit nocryna k I1J1H.

K nepBoii kareropuu oTHOCSTCS JMla, UMEOIIKME caHKUMOHUpoBaHHbIN gocTyn kK UCII/IH, HO He

nMeronue nocryna K IT/[a. K atomy Tuny Hapymmresnei OTHOCATCS JOJKHOCTHBIE JIULIA,

obecnieunBaromue HopmaiabHoe GpyHkironupoBanue UCIIH.

JIM1o 3TOM KaTEropuu MOXKET:

~ HMEeTh JIOCTYI K (pparmeHTaM uHpopmanuu, coaepxkaieit [1/11 u pacnpoctpanstoeiics mno
BHYTpeHHUM KaHajaM cBsizu UCIIH;

— pacnosiarath ¢pparmeHTamu uHbopmaruu o Tonojoruu MCIIH (KOMMyHHUKAIIMOHHON YacTH
MOJICETU) U 00 UCII0JIb3YEMBIX KOMMYHUKAIIMOHHBIX MPOTOKOIAX U UX CEPBHUCAX;

— pacmosiaraThb UMEHaMHU U BECTH BBISIBJICHUE MMapoJiel 3aperuCTPUPOBAHHBIX [TOJIb30BATENEH;



—  U3MeHATh KoHurypauuto texuudeckux cpencts UCII/H, BHOCUTH B HE€ TPOrpaMMHO-
anmnapaTHble 3aKIaJIKU U 00ecreunBaTh CheM HHPOPMAIUH, UCII0JIb3YsI HEMOCPEICTBEHHOE
MOJIKJIIOUeHue K TexHndeckuM cpeactsam UCIT/IH.

Ko BTOpOI1 Kateropuu oTHOCSTCS 3aperucrpupoBannble nosub3osarenu UCII/IH, ocymecTBisomue

orpaHu4eHHBIN 1ocTym K pecypcam UCIIJIH ¢ pabouero mecra.

JIuio sToi kaTeropum:

— o0nanaet BCeMU BO3MOKHOCTSMH JIUI] IEPBOM KaTErOpUY;

— 3HaeT, 0 MEHbIIIEeH Mepe, OJTHO JIeralbHOEe UM TOCTYIIA;

— oOyamaeT BceMH HEOOXOIMMBIMU aTprOyTaMu (HampuMep, mapoJieM), 00eCIIeYnBaOIIMMHK JTOCTYIT
K HEKOTOpOMY IToAMHOkecTBY [1/1H;

— pacrnosaraeT KOHQUIECHIMAIbHBIMHU JAaHHBIMU, K KOTOPBIM UMEET TOCTYII.

Ero nocrym, ayreHTH(UKAIUS U TIpaBa MO JOCTYIY K HEKOTOpOMY oAMHOXKecTBY [1/[H HOmKHBI

pErIaMEHTUPOBATHCS COOTBETCTBYIOLIMMU NPAaBUIaMH pa3rpaHUUYEHUs 1OCTyIa.

K TpeThelt kaTeropuu OTHOCSTCA 3aperucTprupoBanHbie nonb3oBatenu UCIIH, ocymecTBisaonme

yaaneHHslid goctyn K [1/1H no nokanbHeIM U (WIK) pacipeaeaeHHbIM HHPOPMALMOHHBIM CUCTEMaM.

JIuno stoit kareropuu:

— 00nazaeT BCeMH BO3MOXXHOCTSIMH JIMII IEPBOW U BTOPOI KaTEropHii;

— pacnomnaraet uHpopmanueit o ronoxorun MCIT/{x Ha 6a3e nmokanbHON U (WIIH) pacpeieTIeHHOM
MH(POPMAIIMOHHOM CUCTEMBI, Yepe3 KOTOPYIO OCYIIECTBISIETCS JOCTYII, U O COCTaBEe TEXHUYECKHX
cpeacts UCII/IH;

~  HMMeeT BO3MOXKHOCTB MPSAMOro ((pU3NUECKOro) A0CTyna K (pparMeHTaM TEXHUYECKHX CPE/ICTB
NCTIdn.

K geTBepToit KaTeropun OTHOCSTCS 3aperucTpupoBanubie moias3oBarenu UCIIIH ¢ momHOMOUMSIMHE

aaMUHHECTpaTopa Oe3onacHoctu cermenTa (pparmenta) UCIIAH.

JIuno stoit kareropuu:

— 005a1aeT BceMU BO3MOXHOCTSIMM JIMI IPEABLIYIINX KaTerOpuii;

— o0nagaeT MoNHOM nHpoOpMaIMel O CUCTEMHOM H MPHUKIIATHOM IIPOrPaMMHOM 00ECIIEYEeHHUH,
ucnonszyemMoM B cermenTte (pparmente) UCIIIH;

— o0nanaet moaHoU nHGOpMaLKel 0 TEXHUYECKUX CPEACTBAX U KOH(PUTypalui CeTMEHTa
(bparmenTa) UCIIH;

— HMMeeT JOCTYI K CpeACTBaM 3alIUThl HH(POpPMAIMK U TPOTOKOJIUPOBAHUS, a TAKXKE K OT/IEJIbHBIM
AJIEMEHTaM, UCTIONb3yeMbIM B cermente (¢pparmente) UCII/H;

— MMeeT JOCTYN KO BCEM TeXHHUYECKUM cpencTBaM cermenta (pparmenta) UCII/H;

— o0nanaer npaBaMy KOH(GUTYPUPOBAHUS U aIMUHUCTPATUBHON HACTPOUKH HEKOTOPOTO
MOJIMHO’KECTBA TEXHHUECKUX CpeACcTB cermeHTa ((hparmenra) UCII/IH.

K nAToil kaTeropun OTHOCATCS 3apETUCTPUPOBAHHBIE M10JIB30BATENN C TOJTHOMOYHUSAMH CUCTEMHOTO

agmunuctpatopa UCII/IH.

JInno sToit kareropuu:

— o0nazaer BCeMHU BO3MOKHOCTSMH JIUI] MPEABIAYIINX KaTEeTOPHIA;

— obsamaet moyiHOM MHGOpMaIel 0 CHCTEMHOM U TTPUKJIATHOM MPOTPaMMHOM 00ECTICUCHUH
NCTIH;

— obnanaer nojaHoW uHGopManuei o TeXHUYeCKuX cpenctax u koHpurypanuu UCI1H;

— HMMEEeT JOCTYN KO BCEM TEXHUUYECKUM cpesicTBaM o0paboTku uHpopmaruu u ganasiM UCTI/IH;

— o0nanaer npaBaMy KOH(UTYPUPOBAHUS U aIMUHUCTPATUBHON HACTPOUKH TEXHUUECKUX CPEJCTB
NCII/n.

CucTeMHbI aAMMHUCTPATOP BHINOIHAET KOHQUTYPUPOBAaHUE U YIIPABIEHUE IPOrPAMMHBIM

obecnieuenuem (I10) u obopynoBanueM, BKIFOYas 000pyA0BaHUE, OTBEYAOIIee 3a 0€30MaCHOCTh



3alMIIaeMOro 00bEKTa: CPeJICTBA KpUNTOrpaduuecKoi 3amuThl HHGOPMaLUi, MOHUTOPUHTA,

peructpainuu, apxusanuu, 3amutsl ot HCJI.

K mecToii kaTeropum OTHOCATCS 3apErUCTPUPOBAHHBIE TIOJIB30BATENH € TOJHOMOYMSIMHU

aamuHucTpaTopa 6ezonacuoctu UCII/IH.

JIuio sToi KaTeropuu:

— o0nanaer BCEMU BO3MOKHOCTSMH JIUI] MPEABIAYIINX KaTETOPHIA;

— obmamaer nosiHOM nHpopmanmer 06 MCITdH;

— HMMeeT JOCTYI K CpeACTBaM 3alIUThl HHPOPMAIMK U TPOTOKOIUPOBAHUS U K YaCTH KITFOUEBBIX
anementoB UCTI/IH;

— He UMEeT MpaB JIOCTyNa K KOHPUTypUPOBAHUIO TEXHUYECKUX CPENICTB CETH, 3a UCKIIIOUEHUEM
KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

AamuHHECTpaTOp 0€30MaCHOCTH OTBEYAET 3a COOTIOACHHE MPABUII Pa3rpaHUdYCHUS JOCTYIIA, 32

reHepaLHIO KIIFOUEBBIX 2JIEMEHTOB, CMEHY Mapojeil. ATMUHUCTPATOP O€30MACHOCTH OCYIIECTBIISET

ayJIuT TeX K€ CPEJICTB 3alUThl 00BEKTa, YTO U CUCTEMHBIN aJIMUHUCTPATOP.

K cenpMoii kaTeropuu OTHOCSITCSI POrPAMMHUCTBI-Pa3pabOTUUKH (IOCTABIIUKHN ) PUKIIATHOTO

IIPOTPaAaMMHOT0 00€CIICYEeHUS U JIHIIa, 00ECIICUHBAIOIINE €r0 COMPOBOXKICHUE HA 3aIIUIIIAEMOM

00BEKTE.

JIuuo »Toit KaTeropuu:

— obmamaet nHpopmarmei 00 anropuTMax u nmporpammax oopadotku uHpopmarmu Ha MCII/IH;

— o0nazaet BO3MOKHOCTSIMH BHECEHHUS OIIMOOK, HEJIEKJIapUPOBAHHBIX BO3MOXKHOCTEHH,
MIPOrpaMMHBIX 3aKJIaJI0K, BPEJOHOCHBIX Mporpamm B nporpammuoe odecneuenne UCII/Ix Ha
CTaJIuu ee pa3paboTKH, BHEAPEHHS U COMIPOBOXKICHUS;

— MOXET pacroiararh Jo0bMu pparmenTamu uHbopmaruu o Tonojgorun MCIIIH u TexHnueckux
cpenctBax oopabotku u 3auuThl [1/{H, o6padareiBaembix B UCIT/IH.

K BoceMoii kaTeropun OTHOCSTCS pa3pabOTUUKH U JIHIIA, 00eCTIeYuBAIOIIUE TOCTABKY,

COIIPOBOXKJICHUE U PEMOHT TeXHHUeCcKux cpeacts Ha UCIT/IH.

JInno sToi kareropuu:

— 00JiajaeT BO3MOXKHOCTSIMU BHECEHHUS 3aKJIaioK B TexHuueckue cpeacrsa MCII/In Ha cTaguu ux
pa3paboTKH, BHEIPEHUS U COMPOBOXKIICHUS;

— MOXET pacroiiarath Jo0sMu pparmentamu uaGopmarmu o Tornonorud UCTIIH u TexHugecKux
cpenctBax 0opabotku u 3auuThl HHGopmaruu B UCII/H.

VYka3aHHbIE KaTETOPUH HAPYIIUTENCH T0JKHBI YUUTHIBATHCS MPU OLIEHKE BOZMOXKHOCTEN peanu3alnuu

YBIIdH.

Hocurenem Bpe10HOCHOM MpOrpaMMbl MOXKET OBITH allllapaTHBIM 3JIEMEHT KOMIIBIOTEpA WIIN

NpOTrpaMMHBIN KOHTelHep. Eciu BpegoHOCHAas MporpaMma He acCOLMUPYETCs ¢ KaKOH-1nbo

MPUKJIAHON MPOTpaMMOM, TO B KAYECTBE €€ HOCUTEIIS paCCMaTPUBAIOTCS:

~  OTYYXJaeMbIil HOCUTENb, TO €CTh AucKeTa, ontudeckuit auck (CD-R, CD-RW), ¢usur-namars,
OTUYK/Ia€MbIii BHHUECTEP U T.I1.;

— BCTpOEHHbIE HOCUTEIN UH(OpMALK (BUHYECTEPBI, MUKPOCXEMBI OTIEPATUBHOM MMaMsTH,
MIPOLIECCOP, MUKPOCXEMBI CUCTEMHOM TIaThl, MUKPOCXEMBI YCTPONUCTB, BCTPAUBAEMBIX B
CUCTEMHBIH OJIOK, - BUAE€0aJaNTePA, CETEBOM IUIAThI, 3BYKOBOH IJIAThl, MOJIEMA, YCTPOUCTB
BBOJIa/BBIBOJIa MATHUTHBIX JKECTKUX M ONTUYECKUX JUCKOB, OJ0KA MUTAHUS U T.II., MUKPOCXEMBI
MPSIMOTO TOCTYTA K MaMsITH, IIMH Nepe/ladll JaHHBIX, IOPTOB BBO/A/BBIBOA);

—  MHKPOCXEMbI BHEIIHUX YCTPONUCTB (MOHUTOPA, KJIaBUATYpPbI, IPUHTEPA, MOJIEMa, CKaHEPA U T.IL.).

Ecnu BpenoHOCHas mporpamMma acCOIMUPYETCs ¢ KaKON-THO0 MPUKIIATHON MPOrpaMMo, ¢ daiiiaMu,

MMEIOIIMMH ONPE/IeIICHHBIE PACIIMPEHNUS T UHBIE aTPUOYTHI, C COOOLICHUAMH, TTepPe1aBaeMbIMU 110

CETH, TO €€ HOCUTEIISIMU SIBIISIFOTCSL:



— MaKeThl NepejaBaeMbIX TI0 KOMITBIOTEPHOM CETH COOOIICHUIA;
—  (baitnbl (TEKCTOBBIC, TPAaPUUCCKHUE, UCTIOTHIEMBIC U T.1.).
5.2. O6m1as xapakTepUCTUKa ya3BUMOCTel HHGOpMallMOHHON

CHUCTCMbI IICPCOHAJIBHBIX JAHHBIX

VYs13BUMOCTh MH(POPMALTMOHHON CUCTEMBI IEPCOHATBHBIX JAHHBIX - HEIOCTATOK UJIH c1a00e MECTO B
CHUCTEMHOM WJIM TIPUKJIATHOM POTPAMMHOM (TIPOTPpaMMHO-AIIapaTHOM) 00ECTICYCHUN
aBTOMATH3MPOBAHHOW WH(POPMAIIMOHHOHN CUCTEMBI, KOTOPBIE MOTYT OBITh HCITOJB30BAHBI JIJIS
peanu3anum yrpo3bl 0€30MacHOCTH TTEPCOHATBHBIX TAHHBIM.

[TpuurHAMU BO3HUKHOBEHHSI YI3BUMOCTEH SBIISIOTCS:

—  OIMOKY NPH MPOEKTUPOBAHUU U pa3pabOTKe MPOrpaMMHOTO (IIPOTPaMMHO-aIIapaTHOTO)
o0OecrieueHus;

~ IpeIHaMepeHHbIC EHCTBUS M0 BHECCHHIO YA3BUMOCTEH B X0/ MPOSKTUPOBAHUSA U pa3pabOTKH
MPOTPaMMHOTO (ITPOTPAMMHO-ANTIAPATHOT0) 00eCTeUeHS;

—  HENpPaBWJIbHBIC HACTPOMKH MPOrPAMMHOT0 00ECIICYCHHUS, HEITPABOMEPHOE U3MEHEHUE PEKMMOB
paboTHI YCTPOMCTB U MIPOTPAMM;

— HECaHKIIMOHUPOBAHHOE BHEJPEHHUE M UCIIOJIIb30BaHUE HEYYTCHHBIX MPOTPAMM C MOCIIETYIOIIIM
HEO0OOCHOBAHHBIM PACXOJ0BaHUEM PECYPCOB (3arpy3Ka Mporeccopa, 3aXBaT ONepaTHBHON MaMsITH
Y TIaMSITH Ha BHEUTHUX HOCHUTENSX);

— BHEJPEHHUE BPEIOHOCHBIX MPOrPaMM, CO3/IAIONINX YA3BUMOCTH B IPOTPAMMHOM U TIPOTPAMMHO-
anmapaTHOM 00eCIICUCHUH;

— HECAHKIMOHHWPOBAHHBIC HEYMBIIUICHHbIEC IEUCTBUS MOJIb30BaTENCH, MPUBOISIINE K
BO3HUKHOBEHUIO YS3BHMOCTEH;

— c0Oowu B paboTe anmapaTHOTO U MPOrpaMMHOTO obOecrieueHus (BbI3BaHHBIE COOSIMHU B
AJIEKTPOITUTAHNH, BEIXOJIOM U3 CTPOS allapaTHBIX AJIEMEHTOB B Pe3yJIbTaTe CTAPEHUS U CHIDKEHHS
HAJC)KHOCTH, BHEITHUMH BO3JICHCTBUSMHU DJICKTPOMATHUTHBIX MOJIEH TEXHUYECKHUX YCTPOUCTB H
Ap.).

5.3. Obu1as xapakTepUCTUKA YTPO3 HENOCPEICTBEHHOT'O JIOCTYIA B ONEPALMOHHYIO Cpely

MHGbOPMalMOHHON CUCTEMbI IEPCOHANBHBIX JaHHbBIX
VYrpo3sl goctyna (MpOHUKHOBEHHS ) B OTIEPANIMOHHYIO CPEAY KOMITBIOTEPA M HECAHKIIMOHUPOBAHHOTO

nocryna K [IJIH cBsi3aHbI ¢ JOCTYIIOM:

— K uH(pOpMaIMH U KOMaHAaM, XpaHsmumcs B 6a30Boii cucteme BBoaa/BeiBoa (BIOS) UCTIH, ¢
BO3MOKHOCTBIO I€peXBaTa YIpaBJICHUS 3arpy3KOH ONEpallMOHHON CUCTEMBbI U TIOJIYUYEHHEM MpaB
JIOBEPEHHOTO 10JIb30BaTEIIS;

~ B ONEpalMOHHYIO Cpey, TO €CTh B cpelly (pyHKIIMOHUPOBAHHUS JIOKAIbHOM OnepaliMoHHON
CUCTEMBI OTIENBHOrO TeXHU4YeCKOro cpeactsa MCII/IH ¢ BO3MOKHOCTBIO BBIITOJIHEHUS
HECAHKIIMOHMUPOBAHHOTO JIOCTYIA ITyTEM BbI30Ba IITATHBIX MIPOTPaMM OTIEPAIIHOHHON CHCTEMBI
WJIX 3aITyCKa CHeIHMaIbHO pa3pab0TaHHBIX IPOrPaMM, PEaTU3yIOUINX TaKHe JeHCTBUS;

— B cpeny QyHKIMOHHPOBAHUS MPUKIIAIHBIX IPOrpaMM (HaIpuUMep, K JIOKAIbHOW CUCTEME
yIpaBiieHUs 0a3aMu TaHHbIX);

~  HEIOCPEACTBEHHO K MH(opMaIuu mnoyas3oBaTens (K (aiiaam, TEKCTOBOH, ayino- U rpaduyeckon
MH(pOPMaLNY, NTOJIIM U 3alUCAM B 3JIEKTPOHHBIX 0a3ax JaHHBIX) U 00YCIOBICHBI BO3MOXHOCTBIO
HapyIeHUs ee KOH(PpHUIECHIIMATIbHOCTH, IIETIOCTHOCTH U JTOCTYITHOCTH.

OTH yrpo3bl MOTYT OBITH peain30BaHbl B ciiydae noinyueHus ¢puznyeckoro goctyna k UCIIAx nim, mo

KpaiiHeil Mepe, k cpenctBam BBoAa nHpopmanuu B UCII/IH. X MOXHO 00BEAMHUTD MO YCIOBUAM

peanu3aluy Ha TPU TPYIIIbL.

[epBas rpymma BKIIOYAET B ce0st yTpO3bl, peaanu3yeMbie B X0JI€ 3arpy3KH OTIEPAIIHOHHON CHCTEMBI.

OTH yrpo3bl 0€30MacHOCTH HH(POPMAIIMU HATIPABJICHBI HAa TIEpeXBaT NapoJiei Wik HACHTUPUKATOPOB,



Moau(UKAIMIO IporpaMMHOro obecrieueHust 0a30Boi cucteMsl BBojia/BbiBosa (BIOS), nepexsar

YIPABJICHUS 3arpy3K0il C K3MEHEHHEM HEO0OXO0IMMON TEXHOJIOTHUECKOM HH(OpMALIUKU [T TIOTyYEHHUS

HC/I B onepanmonnyto cpeny UCIIJIH. Yamie Bcero Takue yrpo3bl peaau3yroTcs C UCIIOIb30BaHUEM

OTYYXJaeMbIX HOCUTENIeH HH(OpMALUH.

Bropas rpynmna - yrpossl, peaanu3yeMble IOCIe 3arpy3Ku ONEPAlMOHHON CPeibl HE3aBUCUMO OT TOTO,

Kakasi IpUKJIaJHas IporpamMma 3ammyckaercs MoJjib30BaTeseM. DTH yrpo3bl, Kak MPaBUIlo, HaIpaBiIeHb

Ha BBITIOJTHEHUE HETIOCPEACTBEHHO HECAHKIIMOHUPOBAHHOTO 1OCTyIa K nHpopMmauuu. [Ipu nomyueHnn

JI0CTYTIa B ONIEPALIMOHHYIO CPENY HAPYIIUTENDb MOXKET BOCIIOJIb30BaTHCS KaK CTaHJapTHBIMU

(GYHKUIMSAMU ONEPAMOHHON CHCTEMBbI WM KaKOH-1100 MPUKIaAHOM MporpaMMbl OOILEro MOIb30BaHUS

(Hampumep, CUCTEMBI yIpaBiIeHUs 60a3aMU JaHHbBIX), TAK U CTIELUAIbHO CO3AaHHBIMHU /ISl BBIITOJIHEHUS

HECAaHKLMOHUPOBAHHOIO JOCTYIIA IPOrpaMMaMHU, HAalIpUMeEp:

— mporpamMmaMu IpocMoTpa U MOAU(UKAIIU peecTpa;

— IporpaMMaMu MOHCKa TEKCTOB B TEKCTOBBIX (haiiax Mo KJIFOUEBHIM CJIOBaM M KOIMPOBAHUS;

~  CHelHaJbHBIMH IIPOrpPaMMaMHM IIPOCMOTPA M KOIMPOBAHMS 3aNMcell B 0a3ax JaHHBIX;

~ mporpamMmaMu ObICTPOro MpocMoTpa rpaduyueckux QailyioB, X peJaKTUPOBAHUS WU
KOIIUPOBAHUS;

— IporpaMMamH MOJACPKKH BO3MOKHOCTEH peKOH(UTYpalIiu MPOrpaMMHON Cpeibl (HACTPOUKH
NCII/Ix B uHTEpECaX HAPYLIUTENSA) U IP.

Haxonen, TpeTbs rpyniia BKIIOYAET B ¢e€0sl yTpO3bl, peau3alisl KOTOPBIX ONpeAessaeTcs TeM, Kakas U3

MIPUKIJIAJIHBIX IPOrpaMM 3aIlyCKaeTcsl MOJIb30BaTeieM, WK (GaKkToOM 3aycKa JH00M U3 MPUKIAaIHbIX

nporpaMM. bosbiias 4acTe TakuxX yrpo3 - 3TO yrpo3bl BHEJPEHUS BPEAOHOCHBIX MPOrPAMM.

5.4. O0u1as xapakTepUCTUKa YTPo3 6€30MacCHOCTH MEPCOHAIBHBIX TAHHbIX,

peaNM3yeMBIX C UCIOIb30BAHUEM NIPOTOKOJIOB MEXKCETEBOIO B3aMMOJACHCTBUS

Ecnu UCII/In peann3oBana Ha 6a3e JOKATBHOW WU pacTpeiesieHHON HHPOPMAIITMOHHONW CUCTEMBI, TO

B HEil MOTYT OBITh PEATM30BaHbI YTPO3bl 0€30MaCHOCTH MH(POPMALIUH ITYTEM UCTIOIb30BAHUS
MIPOTOKOJIOB MEKCETEBOT0 B3auMoeicTBus. [Ipu aTom mosxker obecnieunBathest HCJI k [1/1H nmu
peanu30BBIBaThCS Yrpo3a 0TKa3a B o0cayxuBaHus. Oco0eHHO onacHbl yrpo3bl, koraa UCITx
MpeACTaBIseT OO0 pacnpeneacHHYI0 HHOPMAITMOHHYIO CHCTEMY, TTOAKITIOYCHHYIO K CETSIM O0IIETO
M10JIb30BaHUSA U (MJIM) CETAM MEXAyHapOaHOro HHGOpMallMOHHOro oOMeHa. B ee 0CHOBY MOJI0KEHO
CeMb CJIEIYIOUINX TEPBUYHBIX MPU3HAKOB KJIACCU(PHUKAIHH.

1. Xapaxkrep yrpo3sl. [1o 3TomMy npu3Haky yrpo3sl MOT'YT OBITh TACCUBHBIE M akTHBHBIE. [laccuBHas
yrpo3a - 3T0 yrpo3a, IpH peaju3aliy KOTOpoil He OKa3bIBaeTCsl HEOCPEICTBEHHOE BIMSIHUE Ha
paboty UCIIJIH, HO MOTYT OBITh HApPYIIEHBI YCTAHOBJICHHBIC MPaBHIIa pa3rpanndeHus gocryna K [11x
WJIN CETEBBIM pecypcam. [IpuMepoM Takux yrpo3s siBisieTcst yrposa "AHanus ceteBoro tpaduka',
HaTpaBJICHHAs Ha MPOCIyIIMBaHUE KaHAJIOB CBSI3U U MIEpeXBaT NnepeaaBaeMoil nHpopMaIuu.
AKTHBHas yrposa - 3TO yrpo3sa, CBsi3aHHasi ¢ Bo3zaelcTBueM Ha pecypebl MUCIIIH, npu peanu3anuu
KOTOPOH OKa3bIBaeTCs HEMOCPEICTBEHHOE BIMSIHNE HAa pabOTy CUCTEMBI (M3MEHEHHE KOH(UTrypanuuy,
HapylieHue paboToCcrnocoOHOCTH U T.[1.), U C HAPYIIEHUEM YCTAaHOBJIEHHBIX MPABUJI pa3rpaHUUEHUS
noctyna K [1/Tn unu ceteBsiM pecypcam. [Ipumepom Takux yrpos ssisercs yrposa "OTka3 B
obciyxuBanuu", peanusyemas kak "mropm TCP-3ampocos”.

2. llens peanuzanuuu yrpossl. [1o 3ToMy npu3HaKy yrpo3bl MOTYT ObITh HaIllpaBJICHBI HA HApyLLICHHUE
KOH(HIEHIIMAILHOCTH, LIEJIOCTHOCTU U JJOCTYIHOCTH HH(pOpMalUH (B TOM YHCIIe Ha HapyLIEeHUE
pabotocniocooHocTr UCII/IH i ee 311€MEeHTOB).

3. YcioBue Hayana OCyLIECTBIECHHUS ITpoLiecca peaau3auuu yrpo3sl. [1o sToMmy npusHaKy MOXeT
peanu30BBIBATHCS yIrpo3a:



~  TIO 3ampocy OT 00BbEKTa, OTHOCUTEIHHO KOTOPOTO peann3yercs yrposa. B aTom ciydae
HapyYLIUTEIh OKUAAET MIEpeiadn 3anpoca ONpeIeICHHOTO TUIIA, KOTOPBINA U Oy/AET yCIIOBUEM
HayaJla OCYILECTBICHHSI HECAHKIIMOHUPOBAHHOTO JI0CTYIIA;

~ TI0 HACTYIUIEHHUIO 0XH/1aeMOro COObITHS Ha 00BEKTE, OTHOCUTEIBLHO KOTOPOTO pean3yeTcs
yrpo3a. B aToM citydae Hapymmrenb OCyIIeCTBISIET HOCTOSHHOE HAOIOIEHUE 32 COCTOSITHUEM
onepanonHoi cucteMbl UCII/IH 1 pu BOZHUKHOBEHUU OIPEIeICHHOTO COOBITHSI B 3TOM CUCTEME
HAaYMHAET HECAaHKIIMOHUPOBAHHBIN JOCTYII;

— 0e3ycioBHOE Bo3zeicTBHEe. B 3TOM ciydae Hayano ocyiiecTBICHHs] HECAHKIIHOHUPOBAHHOTO
n0cTyna 0€3yCcIIOBHO 10 OTHOIICHHUIO K IIEJIN IOCTYTIA, TO €CTh yrpo3a peann3yeTcs HEMEIJICHHO U
0€30THOCUTENBFHO K COCTOSIHUIO CHCTEMBI.

4. Hanuuune o6patHoi cesi3u ¢ UCIT/IH. 1o aTOMy npu3HaKy npouecc pealn3alud yrpo3bl MOXKET

OBITH C 00paTHOM CBSI3bI0 U 06€3 00paTHOM CBsI3U. YTpo3a, ocyllecTBIsIeMas IPU HAJIMYUU 0OPaTHOI

cesi3u ¢ UCIT/IH, XxapakTepusyercst TeM, YTO Ha HEKOTOpbIE 3anpockl, epenannsie Ha MCI1/IH,

HapyILIUTE0 TpebyeTcs nonyduTs orBeT. CieaoBatenbHo, Mexay Hapymutenem u UCI/x

CYIIECTBYET 00paTHast CBA3b, KOTOPAsl MO3BOJISAET HAPYILIUTEIIO a/IeKBATHO pearupoBaTh Ha BCe

u3MeHeHus, npoucxozsaimue B UCIIIH. B otnuuue ot yrpos, peaau3yeMsbIx MpH HATMYUH 00paTHOM

cBs3u ¢ UCII/IH, mpu peanuzanuu yrpo3 0e3 oOpaTHOM CBsI3U HE TpeOyeTCsl pearupoBaTh Ha KaKue-

60 u3menenus, npoucxoxasiue B UCIT/n.

5. Pacnonoxxenue Hapymutenst otHocutenbHo UCII/IH. B cooTBeTCTBUM € 3TUM NIPU3HAKOM yrpo3a

peanu3yercsi Kak BHyTPUCEIMEHTHO, TaK U MEKCEerMeHTHO. CerMeHT ceTH - pusnueckoe o0beTMHEHHE

xocToB (TexHuueckux cpeacts MCII/H nam KoMMyHUKallMOHHBIX 3JIEMEHTOB, HMEIOIINX CETeBOU

aapec). Hampumep, cerment UCIIIH 06pa3yeT COBOKYITHOCTh XOCTOB, TOJKIIOYEHHBIX K CEPBEPY MO
cxeme "obOmas muHa". B ciiydae, Korjia UMEeT MECTO BHYTPUCETMEHTHAsI yTp0o3a, HAPYLIUTENIb UMEET
¢dusnueckuii 1ocTyn K annapatHeM 31ementaMm MCII/IxH. Ecnu nMeer MecTo MexXcerMeHTHas yrposa,

TO HapymuTenb pacnonaraerca Bue UCIIH, peanusys yrpo3y U3 Ipyroi CeTH WK U3 IPyroro

cermenta UCIIH.

6. YpoBeHb 3TaJIOHHON MOJIEIH B3aUMOJIEHCTBUS OTKPBIThIX cucteM <*> (ISO/OSI), Ha koTOpoM

peanu3zyercs yrposa. [1o aTomy npu3Haky yrpo3a MOXKET pealn30BbIBATHCS HA (PU3UYECKOM,

KaHaJIbHOM, CETEBOM, TPAHCIIOPTHOM, CEAHCOBOM, IIPEICTAaBUTEIILHOM U NIPUKJIAJHOM YPOBHE MOJEIN
ISO/OSI.

<*> MexayHaponsas Oprannzanus no Crangaprusanuu (ISO) npunsina crannapt ISO 7498, onuckiBaromuii B3auMoaencTBue oTKpeIThIX cucteM (OSI).

7. CooTHoIIeHUE KoaruecTBa HapymuTenei u anemMenToB UCII/IH, OTHOCUTENBHO KOTOPBIX
peanusyetcs yrpo3sa. [lo aToMy npusHaky yrpo3a MOXeT ObITh OTHECEHA K KJIacCy yrpos,
peanu3yeMbIX OJJHUM HapyIIUTEIEM OTHOCUTENBHO 0JIHOro TexHuueckoro cpencrsa UCIIn (yrposa
"oMH K 0JTHOMY"), Cpa3y OTHOCUTEIBHO HeCKOIbKUX TexHuueckux cpeacts UCII/In (yrposa "oaun
KO MHOTUM") HJIM HECKOJIBKUMH HAPYIIUTEISIMU C Pa3HBIX KOMIIBIOTEPOB OTHOCUTEIHHO OJHOTO WIIH
Heckonbkux Texunueckux cpeacts UCII/H (pacnipeneneHHble WM KOMOMHHUPOBAHHBIE YTPO3bI).

C yueToM mpoBeIeHHOM Kilaccu(UKAIMU MOXKHO BBIJIEIUTH CEMb HaboJIee YacTo Peau3yeMbIX B
HACTOsIILIEE BPEMsI YTPO3.

Dta yrpo3a peanusyeTcs ¢ MOMOIIBI0 CIIEIUAIBHOM MPOrpaMMbl-aHAIN3aTopa MakeToB (sniffer),
MepeXBaThIBAIOIICH BCE MaKeThI, IepeIaBaeMble M0 CETMEHTY CETH, U BBIACIAIONIEH Cpelu HUX T€, B
KOTOPBIX MepealoTcsl HACHTU(DUKATOP MMOJIb30BATENS U €r0 Mapoiib. B xone peannzanuu yrpo3sl
HApPYIIUTEh H3yYaeT JIOTUKY pabOTHI CETH - TO €CTh CTPEMUTCS MTOJTYYUTh OJTHO3HAYHOE COOTBETCTBHUE
COOBITHI, TPOUCXOIAIINX B CUCTEME, U KOMaH/I, IEPECHUTAEMBIX ITPU ATOM XOCTaMH, B MOMEHT
MOSIBIICHUSI TAaHHBIX COOBITHH. B nanbpHelieM 3To M03BOJISIET 37I0yMBIIIUIEHHUKY HAa OCHOBE 33JIaHUS
COOTBETCTBYIOIIUX KOMAaH]| IOTYyYUTh, HAIPUMED, IPUBUICTUPOBAHHbIC TIPaBa Ha JACUCTBUS B CUCTEME
WA PaCIIMPUTH CBOM MOJTHOMOYHSI B HEH, MEPEXBATHTh NIOTOK MEPEIaBAEMBIX TAHHBIX, KOTOPBIMHU



00OMEHHUBAIOTCSI KOMIIOHEHTHI CETEBOM OINEPAIMOHHON CUCTEMBI, /1JIs1 U3BJICYEHUS KOH(UICHIINATBHOM
WM UIEHTU(PUKAIMOHHON UHPOpMaLK (HallpUMep, CTAaTUYECKUX MapoJieil nonb3oBarenei s
J0CTyna K yaajeHHsIM xoctam 1o nporokonaM FTP u TELNET, e npexycmaTpuBaromum
muppoBaHue), €€ MO MEHbI, MOIU(DHUKAIIAN U T.II.

2. CKaHUpPOBAHUE CETH.

Cy1HoCTb npoliecca peain3aluy yrpo3bl 3aK/IF0YaeTcs B Iepeayue 3alpocoB CETEBBIM CIIyK0aM
xoctoB MCII/IH 1 aHanu3e oTBETOB OT HUX. Llenb - BBIABIEHUE UCIONIb3YEMBIX ITPOTOKOJIOB,
JOCTYIHBIX TOPTOB CETEBBIX CITYXK0, 3aKOHOB (POPMUPOBAHUS UIECHTU()UKATOPOB COETMHEHUH,
OIpeJIeIeHNE AKTUBHBIX CETEBBIX CEPBUCOB, 0A00p UIEHTHU(PHUKATOPOB U MapoJiel MMoJib30BaTeNeH.
3. Yrpo3a BeISIBIEHUS ApOJIs.

Hens peanuzaruu yrpo3sl coctouT B noaydernnu HCJl mytem npeoaosieHus nmapoibHON 3alIUTHI.
3JI0yMBIIIJIEHHUK MOKET PEaIn30BbIBATh YTPO3Y C MOMOILBIO LIEJIOr0 psila METOAOB, TAKUX KaK
pocToii nepedop, nepedop ¢ UCHOIb30BAHUEM CIIELUATIBHBIX CIIOBAapEl, YCTaHOBKA BPEJOHOCHOM
IIporpamMmBl JUIsl IepexBaTa napoJis, oaMeHa JoBepeHHoro oobekra cetu (IP-spoofing) u nepexsat
nakeToB (sniffing). B ocHOBHOM Ju1s peanu3aiyu yrpo3bl UCTIONB3YIOTCS CIIEUAIbHBIC IPOTPAMMBEI,
KOTOPBIE MBITAIOTCS MOIYYUTh TOCTYII K XOCTY IyTeM IOCIIeA0BaTeIHOr0 o100pa maposeii. B
cilyyae ycrexa, 3I0yMBIIIJICHHUK MOKET co37aTh st ceOs "mpoxoa” mis Oyaymiero qocTyna,
KOTODBIH OyneT neiicTBoBaTh, AaKe €CIIM Ha XOCTE€ U3MEHHUTh IapoJib 1OCTYIA.

4. [lonMeHa 1OBEpEHHOr0 0OBEKTA CETH U Mepeiaya 1Mo KaHajlaM CBsI3U COOOIEHUI OT ero UMEHHU C
MIPUCBOEHUEM €r0 IpaB JOCTYIA .

Taxas yrposa 3¢(eKTUBHO peanusyeTcs B CUCTEMax, IJe MPUMEHSIOTCS HECTOWKHE aJlrOPUTMBI
UACHTUDUKAIMY U ayTeHTU(UKAILIMHM XOCTOB, ToJIb30BaTenel u T.4. [log 1oBepeHHBIM 00bEKTOM
MIOHUMAaeTCcs OOBEKT CeTH (KOMIBIOTEP, MEXKCETEBON IKPaH, MAPIIPYTU3ATOP U T.I1.), JIETAILHO
MOJKJIFOYEHHBIN K CEPBEPY.

MoryT OBITH BBIJIEJIEHBI ABE PA3HOBUIHOCTH MPOIECCa PeaTn3aluy YKa3aHHOU yrpO3bl: €
YCTAQHOBJICHUEM U 0€3 YCTAaHOBJICHUSI BUPTYaJIbHOI'O COSAMHEHUS.

IIponecc peanuzanuu ¢ yCTAaHOBICHUEM BUPTYaJIbHOTO COEAMHEHNS COCTOUT B IIPUCBOCHUH ITPaB
JIOBEPEHHOT0 CyOBEKTA B3aMMOIEHUCTBHSL, YTO [T03BOJISIET HAPYIIUTEIIIO0 BECTH CEaHC paboThI ¢
00BEKTOM CETU OT UMEHU JIOBEPEHHOI 0 CyObeKTa. Peannzanus yrpo3sl JaHHOTO THIIAa TpeOyeT
MIPEOJIOJICEHUS] CUCTEMBI HIICHTU()HUKALIMU U ayTeHTU(UKALMU coo0IIeHui (Hanpumep, ataka rsh-
ciyx661 UNIX-xocTa).

Ipouecc peanuszanuu yrpo3sl 6€3 yCTaHOBIEHHUS] BUPTYAJIIbHOTO COEIUHEHUS MOYKET UMETh MECTO B
CETSX, OCYILIECTBISIOIMUX NACHTU(PHUKAIUIO IEPEIaBaEMbIX COOOIIEHUH TOIBKO 10 CETEBOMY apecy
otrnpaBuTelid. CylIHOCTb 3aKIH0YAETCs B IIEPeAaUe CIy>KEOHBIX COOOLIEHUM OT UMEHU CETEBBIX
YIIPABISAIOUINX YCTPOMCTB (HarpuMep, OT UMEHH MapIIpyTU3aTOPOB) 00 U3MEHEHUH MapIIPyTHO-
a/ipecHbIX JaHHbIX. [Ipn 3TOM HEOOXOAMMO UMETh B BUY, UTO €JMHCTBEHHBIMHU UJCHTU(UKATOPAMU
aboneHTOB U coeauHeHus (1o nmpotokony TCP) sBnsrorcs aBa 32-6uTHBIX apameTpa Initial Sequence
Number - ISS (Homep nocnenoBarensHocTr) 1 Acknowledgment Number - ACK (Homep
noaTBepxaeHus). CiuenoBarenabHo, i GopmupoBanus j1oxHoro TCP-nakeTa HapymuTento
HE00X0AMMO 3HATh TEKYIIUE HIeHTU()UKATOPHI 1 AaHHOTO coequHeHus - ISSa u ISSb, rae:

ISSa - HekoTOpOE uncIeHHOe 3HaUeHne, XapaKTepu3ylollee NOpsIKOBbI HoMep oTnpasisiemoro TCP-
naketa, yctanaBnuaemoro TCP-coennHeHMS, THUITUUPOBAHHOTO XOCTOM A

ISSb - HekoTOpoe UKCIIeHHOE 3HAYCHHUE, XapaKTepU3YIOIee MOPAAKOBbIA HoMep oTmpasisiemoro TCP-
nakera, ycranasnuBaemoro TCP-coennHeHus, ”THULIMUPOBAHHOIO XOCTOM B.

3nayenue ACK (Homepa noarepxeHus ycranosineHnust TCP-coequaenus) onpeaenseTcs Kak
3HaYeHHEe HOMEPA, MOJIyY€HHOI 0 OT pecnioHaeHTa ISS (Homep nocine10BaTenbHOCTH) IUIHOC €IMHHULA
ACKb = 1SSa + 1.



B pe3ynbraTe peanuzanuu yrpo3bl HApYLUIUTENb OJy4YaeT paBa J0CTYyIa, yCTAaHOBJIEHHbBIE €T0
MOJIL30BATEJIEM JIJISl IOBEPSHHOTO ab0oHEeHTa, K TexHundeckomy cpenctBy MCII/IH - menu yrpos.

5. HaBs3p1BaHME JI05KHOT'O MapILIPYyTa CETH.

JlanHast yrposa peajan3yercs OJHUM U3 JBYX CIOCOOOB: MyTeM BHYTPUCETMEHTHOTO WIIH
MEXCETMEHTHOT0 HaBsI3bIBaHUsI. BO3MOXHOCTH HaBsA3bIBAHUS JIOKHOT'O MapIIpyTa o0yclIOBIeHa
HeJ0CTaTKaMU, IPUCYLIUMH aJIFOPUTMaM MapUIpyTU3aIUH (B YACTHOCTH, U3-3a MPOOIIEMBI
UACHTU(DUKAIIMH CETEBBIX YIIPABISAIONUINX YCTPOUCTB), B pPe3yIbTAaTE YEr0 MOXKHO IONIACTh, HATIPHUMED,
Ha XOCT WJIU B CETh 3JIOYMBIIIJIEHHHUKA, 1€ MOXKHO BOMTH B ONIEPALIMOHHYIO CPENY TEXHUYECKOTO
cpenctsa B coctaBe CII/IH. Peanu3zanus yrpo3sl OCHOBBIBA€TCSI HA HECAHKIIMOHHUPOBAHHOM
UCIOJIb30BaHUU NpoTokoioB Mapuipytuzanuu (RIP, OSPF, LSP) u ynpasnenus cersio (ICMP,
SNMP) 11t BHECEHHS U3MEHEHUI B MapIIpyTHO-aApecHble Tabnuibl. [Ipy 3TOM HapyuTeNto
HE00X0AMMO MOCTaTh OT UMEHH CETEBOT'0 YIPABIISIIOIIEr0 YCTPOcTBa (HalIpUMep, MapLIpyTH3aTopa)
yTpasJsioliee cooOeHHe.

6. BHenpeHue 105KHOTO 00BEKTa CETH.

Ota yrpo3a OCHOBaHa Ha MCMOJIb30BaHUM HEJOCTATKOB aJITOPUTMOB YAAJIEHHOTO Noucka. B ciydae,
€clIi 00BEKTHI CeTH N3HAYAILHO HE UMEIOT aIpeCHOM MH(POPMALIUU IPYT O JPYre, HCTIOIB3YIOTCS
pas3IMyHbIe IPOTOKOJIBI YAaIeHHOTo nmoucka (Hanpumep, SAP B ceTsix Novell NetWare; ARP, DNS,
WINS B cetsix co crekom npotokosioB TCP/IP), 3akmouaromuecs B mepegaye mo CeTy CrenalibHbIX
3aMpoCcoOB U MOJYYEHUH Ha HUX OTBETOB ¢ MCKOMOI nHpopmanuei. [lpu sTom cymectByer
BO3MOXKHOCTb IIepexBaTa HapyLUIUTeIeM TOMCKOBOI0 3alpoca U BbIIaYl Ha HETO JIOXKHOT'O OTBETA,
MCIOJIb30BAaHUE KOTOPOTO MPUBEJET K TPeOYEeMOMY N3MEHEHHIO MapIIPYTHO-aIPECHBIX TaHHBIX. B
JanpHeieM Bech NOTOK UH(OpMAIMH, aCCOLMUPOBAHHBIN ¢ 00BEKTOM-KEPTBOM, OyIeT MPOXOAUTh
4yepe3 JIOKHBIM 00bEKT CeTH.

7. OTKa3 B 00CI1y’)KHBaHUU.

OTH yrpo3bl OCHOBAaHBI HA HEJOCTAaTKaX CETEBOTO MPOTPAMMHOTO 00€CTIEUeHUs, €T0 YSI3BUMOCTSX,
MO3BOJIAIOIIMX HAPYLIUTEINO CO3/1aBaTh yCIOBHS, KOTa ONEPallMOHHAsI CUCTEMA OKa3bIBAETCS HE B
COCTOSTHUM 00pabaThIBaTh MOCTYMAIOIINE MAKETHI.

Moryt ObITh BbII€JIEHBI HECKOJIBKO PA3HOBUIHOCTEH TaKUX yrpo3:

a) CKpBITHIN OTKa3 B 00CIIy>KMBaHWHU, BbI3BAHHBIN npuBieueHueM yactu pecypcoB UCII/IH Ha
00paboTKy MMAaKeTOB, epeAaBaeMbIX 3J0yMBIIUIEHHUKOM CO CHIDKEHHEM MPOMYCKHOM CrIocOOHOCTH
KaHaJIOB CBSI3U, IPOU3BOAUTEIBHOCTH CETEBBIX YCTPOMCTB, HAPYIIEHHEM TpeOOBaHU KO BpEMEHH
o0paboTku 3ampocoB. [Ipumepamu peanusanuu yrpo3 mogo0HOro poja MOTYT CIY>KHUTh:
HaIpaBJIEHHBIN MTOPM 3X0-3anpocoB 1o npotokory ICMP (Ping flooding), mropm 3anpocos Ha
ycranoBieHue TCP-coenunaenuii (SYN-flooding), mropwm 3ampocos k FTP-cepepy;

0) SIBHBII OTKa3 B 00CITy’)KMBaHUH, BhI3BaHHBIN ucueprnanuem pecypcos MCII/Iu nmpu o6paboTke
MAKETOB, MepeaBaCMbIX 3JI0YMBIIIICHHUKOM (3aHATHE BCEH MOJIOCH MPOMyCKaHMsI KaHAJIOB CBS3H,
MEepeToIHeHUE Ouepeiel 3apocoB Ha 0OCIYKUBaHUE), IPU KOTOPOM JIETaIbHbIE 3aIIPOCHI HE MOTYT
OBITh MepejaHbl Yepe3 CEeTh U3-3a HEJOCTYITHOCTH CpeJibl epeaaydu 00 MoTydaloT 0TKa3 B
00CITy’)KUBaHHH BBU]Y NIEPENIOTHEHUSI OUepeIei 3aIIpoCcoB, AUCKOBOTO MMPOCTPAHCTBA MAMSITH U T.1.
IIpumepamu yrpo3 JaHHOTO THIIA MOTYT CIIYKMTh IITOpM IKpokoBematenbHbix ICMP-3x0-3anpocos
(Smurf), Hanpasnennsiit mropMm (SYN-flooding), mTopm coobiieHnit moyToBOMY cepBepy (Spam);
B) SIBHBIM OTKa3 B 00CITy>KUBAaHUH, BbI3BAaHHBIA HAPYIIEHUEM JIOTHUECKON CBA3HOCTH MEXKIY
texuuyeckumu cpeactsamu UCII/IH npu nepegade HapymuTeneM yIpaBIsiOIUX COOOIEHUH OT
HUMEHU CETEBBIX YCTPOMICTB, MPUBOIALINX K U3MEHEHUIO MapLIPYTHO-aIPECHBIX TAHHBIX (HAIIpUMED,
ICMP Redirect Host, DNS-flooding) niu uaeHTH(GUKAIMOHHON U ayTeHTH()UKAITHOHHOM
nHpopManuu;

I') ABHBIM OTKa3 B 00CIIY>KMBaHWUH, BbI3BAHHBIN Mepeiayeii 3710yMbIIIJIECHHUKOM ITaKETOB C
HecTaHxapTHeIMU atpuOyTamu (yrpo3sl Tuma "Land", "TearDrop", "Bonk", "Nuke", "UDP-bomb")



WM UMEIOIUX JUTUHY, PEBBIIIAOLTYI0 MAaKCUMaIbHO AOIYCTUMBIHN pa3mep (yrposa tuma "Ping

Death"), 4T0 MOET NMPHUBECTH K COOIO CETEBBIX YCTPOMCTB, yUAaCTBYIOUINX B 00pabOTKE 3aIpOCOB, IPU

YCIIOBUY HAJIM4HMs OIIHOOK B MPOrpaMMax, peaau3yIouX MPOTOKOJIBI CETEBOr0 0OMEHa.

PesynpTaTom peannzanuu JaHHON Yyrpo3bl MOXKET CTaTh HapyLIeHHE paboTOCIIOCOOHOCTH

COOTBETCTBYIOIIEH CITyXObI ipenocTaBienus yaaneHHoro nocrymna k [1JIa B UCII/Ix, mepenaya ¢

OJIHOTO aJipeca TaKOro KOJIMYECTBA 3alIPOCOB Ha MOJKIIIOUEHUE K TEXHUYECKOMY CPEJICTBY B COCTABE

NCTI/IH, kakoe MaKCUMATbHO MOXKET "BMECTUTH" TpaduK (HampaBIeHHBIN "IITOPM 3arpocoB'), 4To

BJIEUET 3a cO00M MepenosHeHne ouepean 3alpoCOB U OTKA3 OJHOM U3 CETEBBIX CIIY>KO MM MOJTHYIO

OCTaHOBKY KOMITBIOTEPA U3-32 HEBO3MOKHOCTH CUCTEMBI 3aHUMATHCSI HUYEM JPYTUM, KpOMeE

00paboTKH 3aMpoCoB.

8. Y naneHHbIN 3aIlyCK MPUIOKEHHH.

VYrpo3sa 3akitoyaercs: B CTpeMiIeHHH 3amycTiTh Ha xocte MICII/IH pa3znuuHble npeaBapUTeIbHO

BHE/IPEHHbIE BPEJAOHOCHBIE IPOTrPAMMBI: IPOTPaMMBbI-3aKJIaJIK1, BUPYCHI, ""CETEBbIE IIMTHUOHBI",

OCHOBHas 11eJIb KOTOPBIX - HapyIlIeHHe KOH(PUAESHIUAIBHOCTH, LEIOCTHOCTH, 1I0CTYITHOCTH

MH(OPMAIIMY | TTOTHBIA KOHTPOJIB 32 paboToii xocTa. KpoMe Toro, BO3MOKeH HECAaHKIIHOHHUPOBAHHBIN

3aIlyCK IPUKIIAJHBIX IPOrpaMM I0JIb30BaTeNIEH )11 HECAHKLIMOHUPOBAHHOIO MTOJIyYEHUS

HEOOXOAMMBIX HAPYIIUTEIO JaHHBIX, JUIs 3aIycKa YIpaBIsieMbIX IPUKIIaIHOW IPOrpaMMOi

IIPOLIECCOB U AP.

Boizenstor Tpu noakiiacca JaHHbBIX YIpo3:

1) pacnpoctpanenue (aiisioB, copepxKaluX HECAHKIIMOHUPOBAHHBINA UCTIOIHSAEMBIN KOJI;

2) ynalieHHBIH 3alyCK IPUIIOKEHUS IyTeM MepenoiHeHus Oydepa npuiiokeHuii-cepBepos;

3) yaaneHHbIH 3aIycK NPUIIOKEHUs yTeM UCIIOIb30BAHUS BO3MOXHOCTEH yJaJIEHHOT'O YIIPABICHHUS

CHCTEMOM, PEAOCTABIAEMBIX CKPBITBIMU IPOTPAMMHBIMU U allIapAaTHBIMU 3aKJIaKaMH 100

WCTIOJIb3yEeMBIMH ITATHBIMH CPECTBAMH.

Tunosble yrpo3bl IEpBOro U3 yKa3aHHBIX MOJKIACCOB OCHOBBIBAIOTCS HA aKTUBU3ALIUU

pacnpocTpaHseMbIX (paiioB npu ciydaitHoM obpaiieHuu K HuM. [Ipumepamu Takux ¢aitioB MoryT

CILY’KUTh: (Dailiibl, cozleprKaliye UCTIOIHAEMBbIN KO B BUJIe MAaKpOKOMaH/ (10KyMeHThl Microsoft

Word, Excel u 1.11.); html-goxymMeHTBI, coeprKalue UCIOIHIEMBbINA KOJT B BUJIE 3JIeMeHTOB ActiveX,

Java-anmnneToB, HHTEPIIPETUPYEMBIX CKPUIITOB (HaIIpUMep, TEKCThI Ha JavaScript); dailibl,

coJiep Kallie UCIOMHsIeMble Kobl mporpamm. s pacripoctpaneHus (ailioB MOTYT UCIIOIb30BATHCS

CILY’KOBI 3JICKTPOHHOM MOYTHI, nepeayun (aiiioB, ceTeBoil (ailIoBoi CUCTEMBI.

IIpu yrpo3ax BToporo nojkiacca UCHOIb3YIOTCS HEJOCTATKHU MPOrPaMM, peaTu3yoIUX CETEBbIE

CEPBUCHI (B YaCTHOCTH, OTCYTCTBUE KOHTPOJIA nepenoiaHeHus 0ydepa). Hactpoiikoil cucteMHbIX

PEruCcTPOB MHOT 1A YAAETCs MEPEKIIOYUTD MTPOLIECCOP MOCIIE PEPhIBAHNS, BEI3BAHHOTO

nepernoiHeHneM Oydepa, Ha UCTIOIHEHHE KO/1a, CoAepKalierocs 3a rpanuieit Oydepa. [Ipumepom

peanu3aluy Takoi yrpo3bl MOXKET CIYKHUTh BHEIPEHHE IMIUPOKO U3BECTHOrO "BUpyca Moppuca".

IIpu yrpo3ax TpeThero nojakjIacca HapymuTelb UCIOIb3YeT BO3SMOXKHOCTH Y1aJ€HHOTO YIIpaBJIECHUS

CUCTEMOM, MPEOCTaBIsIEMbIE CKPBITHIMU KOMIIOHEHTaMH (HaIpUMep, "TpOsTHCKUMU'"' TporpaMmMamMu

tuna Back Orifice, Net Bus) 1100 mratHeIMu cpeicTBaMu YIPABICHUS M aIMUHUCTPUPOBAHUS

kommnbloTepHbIX ceTe (Landesk Management Suite, Managewise, Back Orifice u T.11.). B pe3ynbraTe

UX UCIOJb30BAHUS yAA€TCs JOOUTHCS YAAJCHHOTO KOHTPOJIS Ha/l CTAHLUEH B CETH.

CxemMaTHYHO OCHOBHBIE 3TAIbl pa0OThI 3TUX MPOTPAMM BBITJISIAT CAEAYIOLIMM 00pa3oM:

~  MHCTAJULSILMA B IAMSITH;

—  OXHJaHME 3aIpoca ¢ yJaJIEHHOI0 XOCTa, Ha KOTOPOM 3allyllleHa KINEeHT-IporpaMma, 1 0OMeH ¢
HEH COOOIIEHUSIMU O TOTOBHOCTH;

— §epenaya nepexBayeHHON MHPOpPMALMHU KIMEHTY WU MPEAOCTaBICHUE €My KOHTPOJIS Hal
aTaKyeMbIM KOMITBIOTEPOM.

Bo3MorkHBIE OCIEACTBHS OT peau3alii yrpo3 pa3INuHbIX KJIACCOB MIPUBECHBI B TAOIUIIE.



Tabnura:

Bo3MoxHEBIE TOCIIEACTBHSA peajin3aliui yrpo3 pas3JIM4HbIX KJIaCCOB

IIyreM wucnonb3oBaHus
YIaJI€HHOTO YIPaBICHUS
CHUCTEMO, peocTanJsie
MBIX CKPBITBIMHU
IIPOTrpaMMHBIMU
3aKiIajkaMu 00

IOTaTHBIMU CPEACTBAMU

N Tun atakn Bo3MmoskHBIE TTOCTIEACTBUS
n/n
1 Amnanu3 ceTeBoro Tpaduka HccnenoBanue XapaKTEPUCTHK CETEBOro Tpaduka, IMepexBar
MepeaBaeMbIX TAHHBIX, B TOM YHCJIC HACHTU()UKATOPOB U MMapoJiei
[10JIb30BaTeNeN
2 CKaHHUpOBaHUE CETH OmnpeneneHre TMPOTOKOJIOB, HOCTYITHBIX IIOPTOB CETEBBIX  CIIYXKO,
3aKOHOB (JOPMHUPOBAHHS MAECHTH(UKATOPOB COEANHEHUH,  aKTUBHBIX
CETEBBIX CEPBHCOB, HACHTU(HUKATOPOB U MapoJiei MoJb30BaTeIeH
3 "[NaponbHas" aTaka BrimonHenne o60ro  AECTPYKTHBHOTO ACHCTBUS, CBSI3aHHOTO C
MIOJIy4YeHUEM HECaHKIIMOHHPOBAHHOTO JIOCTYIIA
4 [Mogmena noBepeHHOTo 0ObEKTa V3meHeHne Tpacchl — MPOXOXKAEHHS COOOIIEHNH, HECAHKIIMOHUPOBAH-
ceTh HOE U3MEHEHNE MAPIIPYTHO-aIPECHBIX AAaHHbIX. HecaHKIIMOHUPOBAaHHBIN
JOCTYII K CETEBBIM pecypcaM, HaBs3bIBaHHE  JIOKHOW MH(pOPMAIMH
5 Hassi3p1Banme noxuOro Mapmpyra | HecanknumonupoBanHOe HN3MEHEHHE MapIIPyTHO-aAPECHBIX TaHHBIX,
aHaIM3 ¥ MOTU(UKAIMA MEpPEeIaBaeMbIX JTaHHbIX, HAaBSI3BIBAHNE JIOXKHBIX
cooOmeHni
6 Buenpenue noxxHoro oobekra cetu | [lepexBar m  mpocmotp Tpaduka. HecaHKIMOHMPOBAaHHBIN JOCTYI K
CETEBBIM pecypcaM, HaBs3bIBAHWE  JIOXKHOM MH(D
7 Otka3 |Yactuunoe ucueprnanue | CHIDKEHHE MPOMYCKHOW CIOCOOHOCTH KaHAJIOB CBSA3H,
B pecypcoB MIPOU3BOIUTENBHOCTH CETEBBIX  yCcTpoicTB.  CHMXKEHUE
obciry MPOU3BOAUTEIBHOCTH CEepBEPHBIX MPHIIOKESHHI
KU~ [lonnoe wucuepnanue HeBo3MoXHOCTH Iepesadu COOOIMEHN M3-32 OTCYTCTBHSA JIOCTyNa K
BaHUH | pecypcoB cpene mepefayn, OTKa3 B YCTaHOBIECHWH coeamHeHus. OTkas B
TIPEIOCTABICHNH CepBHCa (IEKTPOHHON NOYTHI, (haitioBOTO H T.1.)
Hapymenue noru- HeBo3M0oKHOCTB Tiepeaun, COOOMIEHU N3-3a OTCYTCTBUSI KOPPEKTHBIX
YECKOH CBSIZHOCTH MapIIpyTHO-aIpECHbIX JAHHBIX. HEeBO3MO>KHOCTBIIOIyYECHUS yeiyr
MEXIy aTpuOyTamH, BBU/ly HECAHKIIMOHWPOBAaHHOH  MOJM(HKAIMH HICHTH(PHUKATOPOB,
JTaHHBIMH,00BEKTAMH napoJjen u T.1I.
HUcnonb3oBanue ommbox | Hapymenne paGoTOCIOCOOHOCTH CETEBBIX
B IIpOrpamMmax YCTPOICTB
8 Vaane |Ilyrem pacchuIKH Hapymenwne KOH(HUICHIIHATHHOCTH,
H- ¢aiinoB, colepKamUX | IETOCTHOCTH, IOCTYITHOCTH HH(OPMAINN
HBII BUPYCHOE 3apakKeHUE
3anyck |[lyrem mnepenosHeHus
npuno | Oycgepa cepBepHOTO
xKe- TIPUIIOKEHHUS
HUHI

CkprITO€ yIIpaBlieHHE CUCTEMOM

Hpouecc peain3aii YIrpo3bl B O6H.[€M CJIydac COCTOUT U3 UCTBIPECX ITAIIOB:

cbopa uHdopmanumy;

BTOpKEHUS (MIPOHUKHOBEHUS B OTIEPALIMOHHYIO CPENY);

OCYHICCTBJICHHUA HCCAHKIIMOHUPOBAHHOI'O JOCTYIIA,

JIMKBUJAAIUU CJIICJOB HCCAHKIUOHUPOBAHHOI'O JOCTYIIA.

Ha »Tane c6opa nnpopmaimy HapyImmuTesi MOTYT HHTepecoBaTh pasnuunbie cBeaeHus o0 UCII/IH, B
TOM YHCIIE:




a) O TOTIOJIOTUH CE€TH, B KOTOPOU (DYHKIIMOHUPYET cuctema. [Ipu 3ToM MOKeT ucciaenoBaThesi 00J1acTh
BOKpPYT' CETH (HampuMep, HapyLIMTENs. MOTYT HHTEPECOBATh a/ipeca JI0BEPEHHbIX, HO MEHEe
3alMIICHHBIX XOCTOB). I onpeesieHns JOCTYITHOCTH X0CTa MOTYT UCII0JIb30BAThCSI MPOCTEUIIINE
KoMaHbl (Hanpumep, komauaa ping ans noceuiku ICMP-3anpocoB ECHO REQUEST c¢ oxunanuem
Ha HUX [CMP-otBeToB ECHO REPLY). CymiecTByrOT YTUIUTHI, OCYIIECTBIISIIONTUE TapaILIETHbHOE
oTpejieNieHUe TOCTYITHOCTH XOCTOB (Takue Kak fping), KOTOpble CIIOCOOHBI TPOCKAHUPOBATH OOJIBIITYIO
00J1aCTh aAPECHOr0 MPOCTPAHCTBA HA MPEIMET JOCTYITHOCTH XOCTOB 32 KOPOTKHM MPOMEKYTOK
BpeMeHH. TOMOJIOrus CETH 4acTO ONPENEISAETCS HA OCHOBAHUH ""CUETUNKA Y3J10B" (IMCTAaHLIUU MEXKITY
xoctamu). [Ipu 5TOM MOTYT MPUMEHSTHCS TaKue MeTObl, Kak "Monynsuuu TTL" u 3anucu mapuipyra.
Merton "monymnsumu TTL" peanuzoBan mporpammoit traceroute (mmst Windows NT - tracert.exe) u
3akmouaercs B Monyisnuu nosst TTL IP-nmakeToB. [[ns 3anucu mapmpyra MOTYT MCIIOJIB30BAThCS
ICMP-nakeTs1, co3gaBaemMble KOMaHA0H ping.
CO6op undopMaiuu MOXKET ObITh TAK)KE OCHOBAH Ha 3ampocax:
— k DNS-cepBepy 0 criicke 3aperucTpupoBaHHbIX (M, BEPOSITHO, AaKTUBHBIX ) XOCTOB;
~ K MapIIpyTH3aTtopy Ha ocHoBe mpoTokosa RIP 06 n3BecTHbIX MapuipyTax (MH(pOpMAIHs O
TOTIOJIOTHH CETH);
~ K HEKOPPEKTHO CKOH(UTypUPOBAHHBIM YCTPONCTBAM, MOAAECPKUBAIOIINM ITpoToKos SNMP
(uH@OpMAaIHS O TOMIOJIOTHH CETH).
Ecnmu UCTI/IH HaxXoauTes 3a MEeKCETeBBIM dKpaHoM (M), Bo3MoxkeH cOop nHPOpMAITUHU O
koHpurypamu M3 u o tonosioruu UCII/Ix 3a M3, B TOM 4ncIie MyTeM MOCBUIKH ITAaKETOB Ha BCE
MOPTHI BCEX MPEINOoaraeéMbIX XOCTOB BHYTPEHHEH (3allUIlaeMoii) ceTu;
0) o Tune onepannonHoi cuctemsl (OC) B UCIIIn. Camplii H3BECTHBIN CIIOCOO ONPEACIICHHS THITA
OC xocTa OCHOBaH Ha TOM, 4TO pa3iuuHble TUIbl OC Mo-pa3zHOMY pean3yroT TpeOOBaHUS
crangaptoB RFC k crexy TCP/IP. DT0 n0o3BoIS€T HAPYIIUTENIO YAAJCHHO HASHTU(DUITUPOBATD THIT
OC, ycranosnennoit Ha xocte MCII/IH myTem NOCHUIKH ClieuaIbHBIM 00pa3oM c(hOpMUPOBAHHBIX
3alpOCOB M aHAJIN3a MTOJIYYEHHBIX OTBETOB.
CymiecTBYIOT CrielMagbHbIE CPENICTBA, PEATH3YIONTNE JaHHBIE METOIbI, B yacTHOCTH, Nmap u QueSO.
Mo>XHO OTMETHUTH TakKe Takoi MeToa onpeaenenus Tuna OC, Kak MpOoCTEUIINI 3arpoc Ha
YCTaHOBJICHHE COEIMHEHUS 10 IPOTOKOIY yJalleHHOro AocTymna telnet (telnet-coeaunenust), B
pe3ynbTaTe KOTOPOro Mo "BHEIIHEMY BUAY" 0TBeTa MOkHO onpeaenuts Tunt OC xocrta. Hannuune
OTIPE/ICNIEHHBIX CEPBUCOB TaKKe MOXKET CIYXKUTb JOMOIHUTEIbHBIM IPU3HAKOM JJIsl OTIpEIeNICHNUS
tumna OC xocTa;
B) 0 GYHKIMOHUPYIOUIMX HA XOCTax cepBucax. OnpeneneHne cepBUCOB, HCIIOMHAEMBIX Ha XOCTE,
OCHOBAHO Ha METO/I€ BBISBICHUS "OTKPBITHIX MOPTOB", HAMPaBIEHHOM Ha cOOp MH(OpMAaLIUU O
JOCTYMHOCTH XocTa. Hanpumep, 11 onpenenenus noctynHoctd UDP-nopta Heo6X0AMMO NOTYyYUTh
OTKJIMK B OTBET Ha nocbliky UDP-makera COOTBETCTBYIOIIEMY TOPTY:
— ecnu B otBeT npunuio coodmenue ICMP PORT UNREACHEBLE, Tto cooTBeTcTBYOIINI CEPBUC
HEJOCTYTIEH;
—  €CJIM IaHHOE€ COOOIIEHUE HE TTOCTYITUIIO, TO MOPT "OTKPHIT".
Ha stamne BropxeHMs HccaeayeTcsl HAIMYUE TUIIOBBIX YA3BUMOCTEN B CUCTEMHBIX CEPBUCAX MIIU
OIIMOOK B aIMUHUCTPUPOBAHUN CUCTEMBI. Y CTICITHBIM PE3yIbTATOM UCIOIB30BaHUS YSI3BUMOCTEH
OOBIUHO SIBIISIETCS MOJIy4YE€HUE MPOIIECCOM HAPYILIUTENS IPUBUIETUPOBAHHOTO PEKUMA BBIITOJIHEHUS
(mocTyna K NpUBUJIETMPOBAHHOMY PEXUMY BBIIIOJHEHHUS] KOMAaHIHOTO MPOIIECCOpa), BHECEHHE B
CHCTEMY YYETHOH 3aIKCH HE3aKOHHOTO MOJIb30BaTeIs, MojydyeHne ¢aitia nmaposeil nim HapyleHue
paboTOCIOCOOHOCTH aTaKyeMOro XOCTa.
DTOT 3Tan pa3BUTHS YTPO3bl, KaK MpaBuilo, sBisieTcss MHOrodasusiM. K dazam mpouecca peanuzanuu
yrpo3bl MOTYT OTHOCUTKCS, HAIIPUMED:



~ YCTaHOBIIEHHUE CBSI3H C XOCTOM, OTHOCUTEIIEHO KOTOPOTO peanu3yeTcs yrposa;

~  BBISBJICHUE YSI3BUMOCTH;

~ BHEJpPEHHUE BPEJOHOCHOW MpOrpaMMbl B HHTEpEcax pPacIIMpPEeHUs IpaB U JIp.

VYrpo3bl, peanuzyemMble Ha 3Tare BTOPKEHHUSI, TOAPA3EISAIOTCS 10 YPOBHAM CTEKa IPOTOKOJIOB

TCP/IP, mockonbKy (pOpMHUPYIOTCS Ha CETEBOM, TPAHCIIOPTHOM WITH MPUKJIAJTHOM YPOBHE B

3aBUCUMOCTH OT UCIIOJIb3YEMOI0 MEXaHU3Ma BTOPIKECHHUS.

K TunoBeIM yrpo3am, peainzyeMbIM Ha CETEBOM U TPAHCIIOPTHOM YPOBHSIX, OTHOCSITCS TaKUE KaK:

a) yrpo3a, HampaBJICHHAs Ha MIOJMEHY TOBEPEHHOTO OOBEKTa;

0) yrpo3a, HallpaBJIEHHAsl HA CO3/IaHUE B CETHU JIOXKHOI'O MapIIpyTa;

B) YI'pO3bl, HAaIlpaBJICHHbIE HA CO3/JaHUE JIOKHOTO 00BEKTA C UCII0JIb30BAHUEM HEJOCTATKOB

QJITOPUTMOB Y/IaJIEeHHOT'O ITOMCKa;

') yrpo3bl THIA "0TKa3 B 00CIyKMBaHUU'", OCHOBaHHBIE Ha [P-nedparmMenramnym, Ha GopMUpoBaHUN

HekoppekTHbIX ICMP-3anpocos (Hanmpumep, ataka "Ping of Death" u "Smurf"), Ha dopmupoBanun

HekoppekTHbIx TCP-3ampocos (ataka "Land"), Ha co3ganuu "mropma' makeToB ¢ 3apocaMu Ha

coenunenue (ataku "SYN Flood") u ap.

K TunoBeIM yrpo3am, peajinzyeMbIM Ha MPUKIaJHOM YPOBHE, OTHOCSTCS YTPO3bl, HAIIPABJICHHbIE HA

HECAaHKIMOHUPOBAHHBIN 3aITyCK MPUIIOKEHUHN, YTPO3bI, pean3alys KOTOPBIX CBA3aHa C BHEAPEHUEM

MIPOrpaMMHBIX 3aKJIAJ0K (TUMA "TPOSHCKUM KOHB'"), C BBIABIEHUEM IApOJIei JOCTyNa B CETh WM K

OIIPEAEIIEHHOMY XOCTY U T.1.

Ecnu peanuzanust yrpo3sl He IPUHECHIa HAPYLIUTEN0 HAUBBICIINX IPaB AOCTYIa B CUCTEME,

BO3MO>KHBI TOTMBITKH PACIIMPEHUS ITHX MPaB O MAKCUMAJIbHO BO3MOYKHOTO YpOBHs. J{Jis 3TOro Moryt

HCIIOJIb30BAThCS YSI3BUMOCTH HE TOJIBKO CETEBBIX CEPBUCOB, HO U YSI3BUMOCTH CUCTEMHOTO

nporpaMMmHoro obecneuenust xoctos UCIInH.

Ha stane peanu3anuy HECAaHKIIMOHUPOBAHHOTO JOCTYIA OCYIIECTBISIETCS COOCTBEHHO JJOCTH)KEHUE

LEIH peanu3aiy yrpo3bl:

~ HapylleHue KOH(QUACHINAIBHOCTH (KONMPOBaHKUE, HETIPABOMEPHOE PacIpOCTpaHEHHE);

~ HapyILIEHHUE LEJIOCTHOCTHU (YHUUTOKEHNE, U3MEHEHNE);

~ HapyllIeHHUe JOCTYNHOCTHU (OJIOKUPOBaHHE).

Ha »Tom >xe aTarme, mociie ykazaHHBIX JE€HCTBUM, KaK IPaBUiIo, (GOPMUPYETCS TaK Ha3bIBAEMBIH

"yepHbIif BX01" B BU/I€ OAHOTO U3 CEPBUCOB (JIEMOHOB), 00CTYKUBAIOLINX HEKOTOPHIH MOPT U

BBIMOJIHAIOUINX KOMaHAbl HapymuTes. "UepHblil BXoA" 0CTaBIseTCs B CUCTEME B MHTEpECax

o0ecrieueHus:

~  BO3MOXXHOCTH TOJIYYUTh TOCTYI K XOCTY, AK€ €CIH aIMHUHUCTPATOP YCTPAHUT HCIIOIB30BAaHHYIO
JUTSI YCTICTITHOM pean3aliy yrpo3bl YSI3BUMOCTH;

~  BO3MOXXHOCTH IOJIYYUTh TOCTYII K XOCTY KaK MOKHO 00Jiee CKPBITHO;

~  BO3MOXXHOCTH IOJIYYUTh TOCTYII K XOCTY OBICTPO (HE MMOBTOPSS 3aHOBO IMPOLIECC pealn3aluu
YIpO3bl).

"YepHblil BX0" MO3BOJISIET HAPYIIUTEIIO BHEPUTD B CETh WM Ha OINPEIEICHHBIA XOCT BPEJOHOCHYIO

nporpammy, Hanpumep, "aHanuzatop napoiei” (password sniffer) - mporpammy, BBLIETISIONIYIO

M0JIb30BATEIbCKIE NACHTU(UKATOPHI M APOJIK U3 CETEBOro Tpaduka rnpu pabore MpOoTOKOIOB

BBICOKOTO ypoBHS (ftp, telnet, rlogin u T.1.). O0beKTaMM BHEAPESHUS BPEIOHOCHBIX TPOTPAMM MOTYT

OBITH TPOTPAMMBI AYTCHTU(DHUKAINH U HICHTH()HUKALINH, CETEBBIE CEPBHUCHI, SIPO ONEPAITIOHHON

cUcTeMBl, (aitnoBast cuctema, ONOIMOTEKU | T.JI.

Haxkomner, Ha 3Tane TUKBUJALUY CIEI0B peaIn3alliy YTPO3bl OCYILECTBISAETCS MOMbITKA YHUUTOXKEHUS

cleNloB AelcTBUN HapymuTes. [Ipy 3ToM yqansroTcsi COOTBETCTBYIOIIHE 3aMCH U3 BCEX BO3ZMOYKHBIX

YKypHAJIOB ayJIUTa, B TOM YHCIIe 3amucH o (pakTe cOopa nHpopMaIum.

5.5. O6mias XxapakTepUCTUKa YIrpo3 MPOrpaMMHO-MAaTEMAaTHYECKUX BO3/IEUCTBUN




[IporpamMHO-MaTeMaTUYECKOE BO3ICMCTBHE - 3TO BO3/ICHMCTBHE C TOMOIIBIO BPEIOHOCHBIX MTPOTPAMM.

IIporpamMmmMon ¢ NOTEHIIMAIBHO OMACHBIMHU ITOCIEACTBUSAMHU WU BPEAOHOCHOM IPOrPaMMOU Ha3bIBAIOT

HEKOTOPYIO CAMOCTOSATEILHYIO MPOrpaMmy (HaOop HHCTPYKIIUH), KOTOpasi CIOCOOHA BBITIONHSTh

M000€ HeIyCcToe MOAMHOXKECTBO CIACAYIOUINX (HYHKIIUI:

~ CKpbIBaTbh IPU3HAKU CBOETO IIPUCYTCTBUS B IPOIPAMMHOM Cpejie KOMIIBIOTEPA;

— 005a1aTh CIIOCOOHOCTHIO K CaMO1y0IMPOBAaHUIO, ACCOLIMUPOBAHUIO ce0s1 ¢ APYTrUMH IIPOrpaMMaMU
1 (WIK) IepEeHOCY CBOMX (PparMEeHTOB B MHBIC 00JIACTH ONIEPATUBHOM UJTM BHEIITHEH TTaMSITH;

—  pa3pymath (UCKakaThb MPOU3BOJILHBIM 00pa30M) KOJI IPOrpaMM B OllepaTUBHON NMaMSITH;

~  BBINOJIHATH 0€3 HHUIIMHUPOBAHUS CO CTOPOHBI MOJIB30BaTENA (II0JIB30BATEIBCKOM MPOTPaMMBI B
LITATHOM PEXHUME €€ BBIIIOJHEHUS) JECTPYKTUBHbIE (QYHKIUHU (KOTMPOBaHHUE, YHUUTOKEHUE,
OJIOKMPOBAHUE U T.IL.);

—  COXpaHATbH ()parMeHTHl MHPOPMAIIUY U3 ONIEPATUBHON MAMATH B HEKOTOPBIX 00JIaCTAX BHEUTHEH
MaMsITH MPSAMOTO TOCTYMa (JIOKAJIbHBIX WIH YAaJIeHHBIX);

~  HCKa)kaTb MPOU3BOJILHBIM 00pa3oM, OJIOKMPOBATh U (W) IOAMEHATH BBIBOJAUMBINA BO BHEIIHIOKO
MaMsTh WIK B KaHaJ CBSI3U MacCUB MH(pOpMaIui, 00pa30BaBIIUICS B pe3ynbTaTe paboThl
MIPUKIJIAIHBIX IPOTPaMM, WK yXKEe HAXOSIIUECs BO BHEIIHEH MaMsITH MacCUBbI JaHHBIX.

BpenonocHble porpaMMbl MOTYT OBITH BHECEHBI (BHEIPEHBI) KaK IPEJHAMEPEHHO, TaK U CIIy4aliHO B

nporpammHoe obecrnieuenue, ucnoibdyemoe B UCII/IH, B mporecce ero pa3paboTKH, COTPOBOKIACHHUSA,

MouUKaK U HacTpoiiku. Kpome 3Toro, Bpe1oHOCHbIE IPOTrPaMMbl MOTYT ObITh BHECEHBI B

npouecce 3kcrutyarannud UCII/Ix ¢ BHemHUX HOcuTenel nHhopMaluu Uik IOCPEACTBOM CETEBOTO

B3auMoeicTBus Kak B pesynbrare HCJI, Tak u cimygaitno nmons3zoBarensmu MCITH.

Hannune B UCII/IH BpeJOHOCHBIX IPOTPaMM MOXKET CIIOCOOCTBOBATH BOSHUKHOBEHHIO CKPBITHIX, B

TOM YHCJIe HETPAJUIIMOHHBIX KaHAJIOB JIOCTYyIa K HHPOPMALIH, TO3BOJSIONIMX BCKPHIBATh, 00XOAUTH

WK OJIOKUPOBATh 3aIIUTHBIE MEXaHU3MBI, IPETyCMOTPEHHBIE B CUCTEME, B TOM YHCJIE MAPOJIbHYIO U

KpUNITOTPaPUIECKYIO 3aITUTY.

OCHOBHBIMH BH/IAMH BPEOHOCHBIX MPOTPaMM SIBIISIFOTCSL:

~ TpOrpaMMHBIE 3aKJIaJIKH;

— KJIacCHYeCKHe IMPOrpaMMHBbIE (KOMIBIOTEPHBIE) BUPYCHI;

~  BPEIIOHOCHBIE MPOTPaMMBbl, PACIIPOCTPAHSIOLIUECS IO CETH (CETEBbIE YEPBH);

— JIpyrue BpeIOHOCHBIE TPOTPaMMBbI, peIHa3HaueHHbIE 11 ocyuiecTBiaeHuss HC/I.

K mporpamMMHBIM 3aKiIagKaM OTHOCSITCS IIPOTPaMMBbI, (PparMeHThl KoJja, MHCTPYKIUHU, POPMHUPYIOIIHE

HE/IeKJIapUpPOBaHHbIE BO3MOXKHOCTH IPOrpaMMHOro obecnieueHus. BpenoHocHble nmporpaMmMbl MOTYT

MEePEXOAUTh U3 OJIHOTO BUJA B IPYTOil, HapuMep, MPOrpaMMHasi 3aKJIaJJka MOKET CTeHEpHUPOBaTh

MIPOrpaMMHBII BUPYC, KOTOPBIH, B CBOIO OUEpE/ib, IIOTIAaB B YCIOBUS CETH, MOXKET C(HOPMUPOBATH

CETEBOT'0 YEPBS WU IPYI'yI0 BPEJOHOCHYIO NpOrpamMmmy, peaHa3HauYeHHYIO JJI OCYIIECTBICHUS

HC/.

KpaTkas xapakTepuCTHKa OCHOBHBIX BPEIOHOCHBIX MIPOTPaMM CBOJUTCS K CIEIYIOLIEMY.

3arpy304Hble BUPYCHI 3aITUCHIBAIOT ce0s1 MO0 B 3arpy304HbIi ceKTop nucka (boot-cextop), mbo B

CEKTOp, COJEPIKAINN CUCTEMHBIN 3arpy3unk BuHdectepa (Master Boot Record), mu6o mensitor

yKa3aTellb Ha aKTUBHBIN boot-cexTop. OHM BHEAPSIOTCS B TAMATH KOMITBIOTEPA TP 3arpy3Ke ¢

MHOHUIMPOBAHHOTO AKcKa. [Ipy 3TOM CUCTEMHBII 3arpy34nK CUUTHIBAET COJACPKUMOE IIEPBOTO

CEKTOpa AMCKA, C KOTOPOTO MPOU3BOAUTCS 3arpy3Kka, IOMENAET CUNTAaHHYIO0 HH(OPMAIIMIO B TAMSITh U

nepenaer Ha Hee (T.e. Ha BUpYcC) ynpasieHue. [locie 3Toro HauMHaIOT BBHIIOIHATHCS HHCTPYKIIUH

BHpYCa, KOTOPbIH, KaK [IPaBUJIO, yMEHbIIAeT 00beM CBOOOIHOM MaMsITH, KOMUPYET B OCBOOOAUBILIEECS

MECTO CBOM KOJ M CUUTHIBAET C AUCKA CBOE MPOJOJKEHUE (€CIH OHO €CTh), IEPEXBAThIBACT

Heo0XoauMble BekTopa npepbiBanuil (00b1uHO - INT 13H), cunThiBaeT B maMsTh OpUrHHAIBHBIN boot-

CEKTOp U MepeaeT Ha HEro YIpaBlieHUE.



B nanpHeliem 3arpy304HbIil BUPYC BEIET ce0s Tak ke, Kak (ailJIoBbIN: MepexBaThiBaeT 00paIeHUs

OIEpPalMOHHOM CUCTEMBI K IUCKaM U MH(UIUPYET UX, B 3aBUCUMOCTH OT HEKOTOPBIX YCIOBHM

COBEpILAET JECTPYKTUBHBIC ACHCTBUS, BHI3BIBAET 3BYKOBBIC () (DEKThI Wi BUACOIPPEKTHI.

OCHOBHBIMU J1€CTPYKTUBHBIMU J€HCTBUSAMHU, BBINOIHAEMBIMU 3TUMHU BUPYCaMHU, SBIISIOTCS:

~  YHMYTOXEHHE MH(OPMaLMH B CEKTOpax AUCKET U BUHYECTEPA;

~  HCKIIOYEHHE BO3MOXKHOCTHU 3arpy3KH ONEpallMOHHON CHCTEeMBbI (KOMITBIOTED "3aBHUcaeT");

~ HCKaXEHHE KOJa 3arpy3uuKa;

— (opmatupoBaHHe AUCKET WIN JIOTHYECKUX TUCKOB BUHYECTEPA;

— 3akpeitue gocryna k COM- u LPT-nopram;

~ 3aMeHa CHMBOJIOB IIpH I€YaTH TEKCTOB;

~ IOJAEPTUBaHUS dKpaHa;

~ W3MEHEHHUE METKHU JMCKA WIN JIUCKETHI,

~  CO3JaHHE TICEBIOCOOMHBIX KIIaCTEPOB;

~  CO3JaHKE 3BYKOBBIX M(WIH) BU3YyaJbHBIX 3(h(hEeKTOB (Hanmpumep, nmajaeHue OyKB Ha SKpaHe);

— mopya (paiiiIoB JaHHBIX;

— 1§epe3arpy3ka KOMIIbIOTEpA;

~  BBIBOJI Ha 9KpaH pa3HOOOPa3HBIX COOOIICHUIA;

~  OTKJIIOUEHHE Nepu(epHitHbIX YCTPOUCTB (HalIpuMep, KJIaBHATYpHI);

~ W3MEHEHHUE MaJIUTPhI IKPAHA;

~  3aroJIHeHUE dKpaHa MOCTOPOHHUMH CUMBOJIAMH WA N300paskeHUSIMI;

— TOramieHHe PKpaHa U NEPEBOJ] B PEKUM 0XKMJIaHUS BBOJA C KJIABUATYPHI;

— muQpoBaHUE CEKTOPOB BUHUECTEPA;

—  BBIOOPOYHOE YHUYTOKEHHE CUMBOJIOB, BEIBOJIMMBIX Ha 3KpaH MPHU HaOOpe ¢ KIaBHATYPHI;

— YMEHbUIEHHE 00beMa ONepaTUBHON MaMSTH;

~  BBI3OB [I€YATH COAEPKUMOTO IKPaHa;

— OJOKUpOBaHHE 3aIKMCH HA JUCK;

— yHuuTOXeHue Tabnuubl pazouenus (Disk Partition Table), mocne 3Toro KOMIbIOTEP MOKHO
3arpy3uTh TOJIBKO ¢ (IIONMIH-IHCKA,

—  OJIOKMpOBaHHE 3aITyCcKa HCHOJIHIEMbIX (aiiyioB;

— OIOKMpOBaHUE AOCTYIA K BUHYECTEPY.

BoJIBIIIMHCTBO 3arpy30YHBIX BUPYCOB ME€PE3aNMChIBAIOT ce0sl Ha (IIONNHU-TUCKH.

®aiinoBble BUPYCHI IIPU CBOEM PAa3MHOKEHUH TEM MJIM UHBIM CIIOCOOOM HCHOIb3YIOT (ailoByro

CUCTEMY KaKOH-In0o onepalnoHHoM cucteMbl. [Io cnocoOy 3apakeHus (aiiiioB BUPYCHI ESATCS Ha

3amentaromue ("overwriting"), mapasutuueckue ("parasitic'), komrnanroH-BUpYCHI ("'companion"),

"link"-BUpyCHI, BUPYCHI-YEPBHU U BUPYCHI, 3apaxaroiiue o0bekTHbie Moayau (OBJ), 6ubnuorexu

koMrmuiATopoB (LIB) m ucXoHbIe TEKCTHI MPOTpaMM.

Merton 3apakenus "overwriting" siBisieTcs HanboJiee MPOCTHIM: BUPYC 3alIMChIBAET CBOM KOJ] BMECTO

KO/1a 3apakaeMoro Qaiisa, yHudroxkas ero cogepxumoe. EcrecTBeHHO, 4TO IpH 3TOM (ailsl nepectaer

paboTaTh U He BoccTaHaBIUBaeTCA. Takue BUPYChl OUEHb OBICTPO 0OHAPYKUBAIOT ce0sl, TaK KaKk

OTepallMOHHAs CUCTEMa U MIPUIIOKEHHUS JOBOJIBHO OBICTPO MEepecTaroT paboTaTh.

K mapasutunueckum oTHocsTCS Bee (DailioBble BUPYCHI, KOTOPBIE MPU paclpOCTPaHEHUH CBOMX KOMUI

00s3aTeNIbHO U3MEHSIOT COAep)KUMoe (paiiiioB, ocTaBisAs caMu (ailyibl PU 3TOM MOJTHOCTBIO WIH

YaCTUYHO paboTOCTIOCOOHBIMU. OCHOBHBIMH THITAMHU TaKHX BHPYCOB SIBISIOTCS BUPYCHI,

3aMMChIBAIOIIMECS B HAUaJIO0, CepeIuHy Ui KoHell (aiinoB. OTAeNbHO ciielyeT OTMETUTD I0BOJIBHO

HE3HAYMTENIBHYIO TPYIITY NMapa3uTHIECKUX BUPYCOB, HE nMeromuX "Touku Bxoaa" (EPO-Bupyckr -

Entry Point Obscuring viruses). K HIM OTHOCATCSI BUPYCHI, HE 3aITUCHIBAIONINE KOMAaH/y Mepelaun



ynpasieHus B 3arojoBok COM-¢aiinos (JMP) u He u3meHstomme ajipec TOUKH CTapTa B 3ar0JIOBKE
EXE-¢aiinos. Takue BUpYyCHI 3aUCHIBAIOT KOMaH/y IEpeXoa Ha CBOW KOJI B KAaKOE-JINOO MECTO B
cepeauHy (haiiia U MoNydaroT YIpaBieHHe He HETIOCPEICTBEHHO TPH 3aIyCKe 3apaXeHHOro (aiina, a
IIPU BBI30BE MPOLIETYPHI, COEPIKAIeH KO Iepeayuy yrpaBieHus Ha Teso Bupyca. [Ipuuem
BBINOJIHATHCS 3Ta MPOLEAYpa MOXKET KpaiiHe peJIko (Halpumep, PHU BBIBOJE COOOIIEHHS O KaKOH-
6o cnenuduueckoi omunodke). B pe3ynpraTe BUpyc MOXKET JoJTrHe rojbl 'ciath" BHYTpH Qaitia u
IIPOSIBUTH C€051 TOJIBKO NMPU HEKOTOPHIX OTPAHUYEHHBIX YCIOBHSIX.

K kareropun "KOMIaHbOH" OTHOCSITCSI BUPYCHI, HE H3MEHSIOLIHNE 3apakaeMble (ailiibl. AIropuTM
paboThI 3TUX BUPYCOB COCTOUT B TOM, UTO JJIs 3apaxkaeMoro (aiina co3naercs (aiii-1BOHHUK,
MIpUYEM IIPHU 3aIycKe 3apa)KeHHOTro (haiiia yrnpaBieHHe MM0Iy4aeT UMEHHO 3TOT ABOMHHUK, TO €CTh
Bupyc. Hanbosee pacnpocTpaHeHbl KOMIIAaHLOH-BUPYCHI, HCIIOB3YIONTHE 0c00eHHOCTh DOS nepBhiM
BBINOJIHATH (Paiiisl ¢ pacmupenuem .COM, eciau B 0JHOM KaTaJlore MpUCYTCTBYIOT JiBa (aiisia ¢
OJIHMM M TE€M K€ UMEHEM, HO pa3In4HbIMU paciupeHusamMu umenu - .COM u .EXE. Takue Bupycol
coznarot 11 EXE-daitnos (aityibl-ciyTHUKH, IMEIOIIKE TO K€ caMoe UMs, HO ¢ pactuperuem .COM,
Hanpumep, 1 ¢aitna XCOPY.EXE co3naercs ¢daitn XCOPY.COM. Bupyc 3anucsiBaerca B COM-
¢aitn u Hukak He m3mensier EXE-daiin. [Ipu 3amycke takoro daiina DOS nepBsiM 00HApY)HUT U
BbInosIHUT COM-aiin, To ecTh BUpyc, KOTOPbI 3ateM 3anycTut U EXE-(aiin. Bropyro rpynmy
COCTaBJIAIOT BUPYCHI, KOTOPBIE MPH 3apa)KCHUH EPEUMEHOBBIBAIOT (Paiil B Kakoe-InOo Apyroe ums,
3alIOMHUHAIOT €ro (U151 TIOCIEAYIONIEro 3amycka (haiyia-xo3siMHa) ¥ 3alUChIBAIOT CBOM KOJT HA JTUCK TT0]T
“MeHeM 3apakaemoro ¢aiina. Hanpumep, daiin XCOPY.EXE nepeumenossiBaetcsi B XCOPY .EXD, a
Bupyc 3anucbiBaetcs nog umeHem XCOPY.EXE. Ilpu 3anycke ynpaBieHHe 10JIy4aeT Koj BUpyca,
KOTOpBIN 3aTeM 3amyckaeT opuruHanbiblii XCOPY, xpansaumiicst nog umeneM XCOPY.EXD.
HuTepeceH TOT GakT, YTO JaHHBINA METOJ paboTaeT, HO-BUIUMOMY, BO BCEX ONEPALMIOHHBIX CUCTEMAX.
B Tpetbio rpymmy BXoasT Tak HazbiBaeMble 'Path-companion" Bupycel. OHu 1100 3anKMCHIBAIOT CBOM
KOJI ITOJT IMEHEM 3apakaeMoro (aiina, Ho "Bbiie" Ha OAMH yPOBEHB B MPOMUCHIBaeMbIX myTsx (DOS,
TaKUM 00pa3oM, EPBBIM OOHAPYKUT U 3aIyCTUT (aili-Bupyc), 1100 nepeHocsT (haili-kepTBy Ha
OJIUH OJIKATAJIOT BBIIIE U T.JI.

Bo3MokHO cyniecTBOBaHME U IPYTUX TUIIOB KOMIIAHBOH-BUPYCOB, HCHOJIb3YIOIUX HHBIE
OpPUTHHAJIbHBIE UEH UM OCOOEHHOCTH JPYTUX ONEPALMOHHBIX CUCTEM.

@ailsioBble YEPBU (WOrms) SIBJISIFOTCS, B HEKOTOPOM CMBICJIE, Pa3HOBUIHOCTHIO KOMIIAHBOH-BUPYCOB,
HO IIPU ATOM HUKOUM 00pa30oM He CBSI3bIBAIOT CBOE MPUCYTCTBHE C KAKUM-TTHOO BBIIOJIHIEMbIM
¢aitiom. [1pu pa3MHOKEHHM OHU BCETO JIUILb KOMMUPYIOT CBOM KOJI B KaKUe-IT1M0O0 KaTaJloru TUCKOB B
HaJIeK/I€, UTO 3TH HOBbIE KOMUHU OYAYT KOT1a-110o0 3alylieHbl oib3oBaTeneM. MiHoraa 3t BUpychl
JTAI0T CBOMM KOIHUSM "crieninasabHble" UMEHa, 4TOObI MOATOJIKHYTH [10JIb30BATENS Ha 3aIlyCK CBOEH
xonuu - Hanpumep, INSTALL.EXE win WINSTART.BAT. CymiecTByroT BUpYyChI-UEPBH,
UCTIOJIb3YIOLINE JOBOJBHO HEOOBIYHBIE TPUEMBI, HAIIPUMED, 3aIMChIBAIOIINE CBOU KOITUU B APXUBBI
(ARIJ, ZIP u mpoune). HekoTopbie BUPYCHI 3alMCHIBAIOT KOMaH Ty 3aIlycKa 3apakKeHHOTo (paiiyia B
BAT-¢aiinsl. He cnenqyer nytaTh ¢aitioBble BUpyChI-U€pBU C CETEBBIMU UepBsiMU. [lepBbie
UCTIONIB3YIOT TOJIBKO (hailioBble PYHKIIUN KaKOW-INOO ONEepallnOHHOM CUCTEMBI, BTOPBIE )K€ TpU
CBOEM Pa3MHOXKEHHH IOJIb3YIOTCS CETEBBIMU TPOTOKOJIAMH.

Link-Bupychl, Kak U KOMIIAHBOH-BHPYCHI, HE U3MEHSIOT (DH3HMIECKOTO COJACPIKUMOTO (hailiioB, OTHAKO
IpH 3ammycke 3apaxeHHoro ¢aiia "3actapistor" OC BBIIOJHUTH CBOW KOJ. DTOM 1€JIM OHU JJOCTUTAIOT
Mo audHKaIe HeOOXOIUMBIX TIOJICH (ailyIOBOM CHCTEMBI.

Bupycsl, 3apaxaromue OnOIM0OTeKH KOMIMIATOPOB, 00BEKTHBIE MOAYIU U UCXOAHbIE TEKCTHI
porpamm, AOCTaTOYHO HK30THYHBI M IPAKTUYECKH HE pacipocTpaHeHbl. Bupycsl, 3apaxaromue OBJ-
u LIB-dalinel, 3anMChIBalOT B HUX CBOM KO B hopMaTe 0OOBEKTHOTO MOAYIIS WIIH OUOITMOTEKH.
3apaxxeHHBIN (aiiir, TakuM 00pa3oM, He SBISICTCS BHIITOJIHSEMBIM H HE CIIOCOOCH Ha JajbHeiIee



pacrpocTpaHeHHEe BHpyca B CBOEM TeKyleM cocTosHuu. Hocuresnem ke "KUBOT0" BUpyca CTAaHOBUTCS

COM- wm EXE-aiin.

[Tony4uB ynpasienue, (paiaoBblii BUPYC COBEpIIAET CIIEAYIONINE O0IINe AeHCTBUS:

~ TPOBEpSIET ONEPATUBHYIO NMAaMATh HAa HAJTMYKE CBOSH KOMUU U MHPHUIHUPYET MaMATh KOMITBIOTEPA,
€CJI KoMK BUpYyca He HalifieHa (B Ciydae, €ClId BUPYC SIBISETCS PE3UJCHTHBIM), UILET
He3apaKeHHbIE (Daiiibl B TEKYLEM U (M) KOPHEBOM KaTajore IyTeM CKaHUPOBAHUS J1epeBa
KaTaJoroB JIOTUYECKUX JUCKOB, a 3aTeM 3apa)kaeT OOHapyXeHHbIE (aiiibl;

~  BBINOJIHSAET JOTOJHUTENbHBIE (€CIIU OHU €CTh) (QYHKIMU: 1eCTPYKTUBHbBIE AeHCTBUS, Ipaduyeckue
WX 3BYKOBBIE 3(D(EKThI U T.1. (AONOTHUTEIbHBIE (PYHKIIMU PE3UAECHTHOTO BUPYCa MOT'YT
BBI3BIBATHCSI CITYCTS] HEKOTOPOE BPEMsI I1OCIIE aKTUBU3ALMHU B 3aBUCUMOCTH OT TEKYILETO BPEMEHH,
KOH(Urypaluy CUCTEMBbl, BHYTPEHHUX CUETYMKOB BUPYyCa WIM APYTUX YCIOBUM, B 3TOM CIIydae
BUPYC IIPU aKTUBHU3ALUN 00pabaThIBAET COCTOSTHUE CUCTEMHBIX YaCcOB, YCTAaHABIMBAET CBOU
CUYCTYUKH U T.].);

— BO3BpalllaeT yIpaBJIeHHe OCHOBHOI nporpamme (eciu oHa ecTh). [lapazutuueckue BUpyChl Ipu
3TOM JIM0OO Jievat ¢ailsl, BBIIOIHSIIOT €0, a 3aTEM CHOBA 3apakaloT, TMO0 BOCCTAHABIMBAIOT
nporpammy (Ho He (aiin) B ucxonHom Buje (Hanpumep, y COM-niporpaMMbl BOCCTaHABIMBAETCS
HECKOJIbKO TepBbIX 0aiT, y EXE-miporpaMMbl BEIYKCIISETCS UCTUHHBIN CTAPTOBBIN ajapec, y
IpaiiBepa BOCCTaHABIMBAIOTCS 3HAYCHUS aJ[pECOB MIPOrPaMM CTPATETHH U MIPEPHIBAHUSA).

Heo6xon1umMo 0TMETHUTB, 4TO YeM OBICTpEe pacpOCTPaHIETCsl BUPYC, TEM BEpOsITHEE BOSHUKHOBEHHE

SMHJIEMHUH 3TOT'0 BUPYyCa, YeM MEJIJICHHEE pacpOCTPAHAETCS BUPYC, TEM CIIOKHEE ero OOHAPYKUTh

(ecny, KOHEUHO ke, 3TOT BUPYC Heu3BecTeH). Hepe3uneHTHbIe BUPYChI YacTO SIBIISIOTCS

"MeJIeHHBIMH" - OOJBITMHCTBO M3 HUX MPH 3aITyCKe 3apakaeT OJIUH WU JBa-TpH (aiiyia u He

YCIEBAET 3al0JOHUTh KOMIIBIOTED J10 3aIlyCKa aHTUBUPYCHOM MPOrpaMMbl (MU MOSBJICHUS HOBOM

BEpPCUM AHTUBUPYCA, HACTPOCHHOM Ha JaHHBIN BUPYC). CyLIECTBYIOT, KOHEYHO )K€, HEPE3UACHTHBIE

"ObICTpBIE" BUPYCHI, KOTOPBIE MIPU 3aITyCKe UIIYT U 3apa’katoT BCE BBINOJIHAEMbIE (ailiibl, 0OJJHAKO

TaKue BUPYChl OUYEHb 3aMETHBI: IIPH 3aITyCKe KaXKIO0ro 3apaKeHHOT o (aiiyia KOMIBIOTEP HEKOTOPOE

(MHOTIA TOCTATOYHO JI0JITO€) BpEMSI aKTUBHO pab0TaeT C BUHYECTEPOM, UTO JEMACKUPYET BUPYC.

CkopocTb pacripocTpaHeHus (MHPHUIMPOBAHUS) Yy PE3UACHTHBIX BUPYCOB OOBIYHO BBILIE, YEM Y

HEPE3HUJCHTHBIX - OHU 3apa)xatoT (hailiibl MpH KakKUX-Tu00 oOpalleHusXx K HuM. B pe3ynbrare Ha gqucke

OKa3bIBAIOTCS 3apPAXKEHHBIMU BCE WJIU MOYTH Bce (hailiibl, KOTOPbIE TOCTOSTHHO MCTIOJIB3YIOTCS B

pabote. CKOpOCTh pacrpocTpaHeHus (MHPUIMPOBAHUS) PE3UIECHTHBIX (ailloBBIX BUPYCOB,

3apaxkaroiux (aiibl TOJIBKO MPHU UX 3allyCKe Ha BBINIOJIHEHUE, Oy/IeT HIDKE, YEM Y BUPYCOB,

3apakarouux (aiiel ¥ IPH UX OTKPHITUH, IEPEUMEHOBAHNH, NU3MEHEHUH aTpUOyTOB (hailna u T.1.

Taxum 00pa3oM, OCHOBHBIE J€CTPYKTHUBHBIE 1€HCTBHSI, BBINOJIHAEMbIE (ailIOBBIMU BUPYCAMH,

CBSI3aHBI C MOpakKeHUEM (aiilyioB (Jale CIONHAEMBIX WU (PaiiIoB JaHHBIX ), HECAHKLIMOHUPOBAHHBIM

3aIlyCKOM pa3IM4YHbIX KOMaH/ (B TOM 4yHclie, KOMaH[A (pOpMaTUPOBAHUS, YHUUTOXKEHHS, KOITUPOBAHUS

U T.I1.), I3MEHEHNEM Ta0JIMIBI BEKTOPOB MPEPBIBaHUi 1 1p. BMecTe ¢ TeM, MOTYT BBINOJIHATHCS U

MHOTHE AECTPYKTUBHBIE AEUCTBUSI, CXOHBIE C TEMH, KOTOPBIE YKa3bIBAINUCH ISl 3aTPy30UHBIX

BHUPYCOB.

MakpoBupycsl (macro viruses) sSBJISIOTCS MpOrpaMMaMy Ha s3bIKaxX (MaKpOs3bIKax ), BETPOSHHBIX B

HEKOTOpbIE CUCTEMBI 00PaOOTKU JaHHBIX (TEKCTOBBIE PEJAKTOPHI, IEKTPOHHbIE TaOIUIbI U T.1.). s

CBOET0 Pa3MHOXKEHMSI TAKME BUPYCHI UCIIOJIb3YIOT BO3MOKHOCTH MaKpOS3bIKOB U MPU UX TOMOILIHU

HepeHocAT ce0sl U3 OJJHOT0 3apa)KeHHOro (aiia (oKyMeHTa win Tabnuiel) B apyrue. Hanbombiee

pacnpocTpaHeHue MOJyYHIIM MaKpOBUPYCHI JUIs IakeTa NpHUKIaaHbIX nporpamMM Microsoft Office.

Jl1s1 CyIecTBOBaHUS BUPYCOB B KOHKPETHOM cHcTeMe (peJakTope) HE0OX0IMMO HaJlnune

BCTPOEHHOT'0 B CUCTEMY MaKpOSI3bIKa C BO3MOKHOCTSMM:

1) mpuBS3KH IPOrpaMMBbl HA MAaKPOSI3bIKE K KOHKPETHOMY (aiiy;

2) KOMMPOBAaHUS MAKPOIIPOIPaMM M3 OHOTO (aiisa B Jpyrou;



3) mosrydeHus yIpaBJICHUs] MAaKPOTIPOrpaMMOi 0€3 BMEIIaTeNIbCTBA MOJIb30BaTeNs (ABTOMAaTHIECKHE

WIM CTaHIApTHBIE MaKpOCHI).

JIaHHBIM YCJIOBUSIM YAOBJIETBOPSIOT MpUKIIAAHBIE Tporpammbl Microsoft Word, Excel u Microsoft

Access. Onu comepskat B cebe makposi3siku: Word Basic, Visual Basic for Applications. Ipu stowm:

1) MmakpomporpamMmsbl IPUBSI3aHbl K KOHKPETHOMY (Gaiily WM HaXOJSATCS BHYTpH (aiina;

2) MaKpOsI3bIK TIO3BOJISIET KOMUPOBATh (Pailiibl WM MEepeMeIaTh MaKpOIIporpaMMbl B CITy:KeOHbIE

(ailsibl CUCTEMBI U peJaKTHpyeMble (ailiibr;

3) npu pabote ¢ ¢ailioM pu ONpeIeIeHHBIX YCIOBUAX (OTKPBITHE, 3aKPHITHE U T.J.) BHI3BIBAIOTCS

MaKpOMpOrpaMMBbI (€CJIH TAKOBBIE €CTh), KOTOPBIE OMPEEICHBI CeaIbHbIM 00Pa30M U HUMEIOT

CTaH/IapTHbIE UMEHA.

JlanHast 0COOEHHOCTh MAaKpOSI3BIKOB MPeIHA3HAYCHA JIJIsl aBTOMATHYECKOH 00pabOTKH TaHHBIX B

OOJBLINX OPraHU3aMIX WK B II100AJIBHBIX CETAX U MO3BOJISIET OPraHN30BaTh TaK Ha3bIBa€MbIN

"aBTOMaTH3UPOBAHHBIN JOKYyMEeHT0000poT". C Ipyroif CTOPOHBI, BO3MOKHOCTH MaKpPOS3bIKOB TAKUX

CUCTEM I03BOJISIIOT BUPYCY IEPEHOCUTH CBOM KO/ B Apyrue (haiiipl U TakuM 00pa3oM 3apaxaTh UX.

BosbIMHCTBO MaKpOBHUPYCOB aKTUBHBI HE TOJILKO B MOMEHT OTKPBITHS (3aKphITHS) (haiina, HO 10 Tex

1op, MOKa aKTUBEH caM penaktop. OHU copepkaT Bce CBOM (DYHKIMHU B BUJI€ CTAHJAPTHBIX MAaKPOCOB

Word/Excel/Office. CymecTBytoT, OAHAKO, BUPYCHI, UCTIOJIb3YIOLINE TPUEMBbI CKPBITHS CBOETO KOJa U

XpaHsIe cBOU KOJ B BUJIe HE MaKpocoB. VI3BeCTHO Tpu MOJOOHBIX IpUeMa, BCE OHU UCTIOIB3YIOT

BO3MO>XHOCTh MaKpOCOB CO3/1aBaTh, PEITAKTUPOBAThH M UCIIONHATH Jpyrue Makpochl. Kak npasuio,

MO00HBIE BUPYCHI UMEIOT HEOOBINON (MHOT/AA - MOTUMOP(HBIN) MaKpOC-3arpy3urK BUPYCa,

KOTOPBIH BBI3bIBAET BCTPOEHHBIN PEJAKTOP MAaKpOCOB, CO3/1a€T HOBBIM MaKpoC, 3aIl0JIHAET €TI0

OCHOBHBIM KOJIOM BHpYCa, BBIIIOJHSET U 3aTeM, KaK [IPABUIIO, YHUUTOXKAET (UTOOBI CKPBITH CJE/IbI

npuUCyYTCTBHS BUpyca). OCHOBHON KO/ TaKMX BUPYCOB MPUCYTCTBYET JINOO B CAMOM MaKpoce BUpyca B

BU/JIE TEKCTOBBIX CTPOK (MHOT/A - 3alIM(POBAHHBIX), TUOO XpaHUTCS B 00J1aCTH EPEMEHHBIX

JIOKYMEHTA.

K cereBbIM OTHOCATCS BUPYCHI, KOTOPBIE ISl CBOET'O PACIPOCTPAHEHUS AKTUBHO UCIIOIB3YIOT

MIPOTOKOJIBI ¥ BO3MOKHOCTH JIOKQJIBHBIX U TJI00aNbHBIX ceTeil. OCHOBHBIM MPUHILIUIIOM PaOOTHI

CETEeBOTr'0 BHpYcCa SBISETCS BO3MOXKHOCTh CAMOCTOATEIBHO NIEPEIaTh CBOM KOJ Ha yAaJIEHHBINA cepBep

uu padouyro crannumio. "[lomHOIIEHHBIE" CETEBBIE BUPYCHI IPHU ATOM 00JAJAI0T €1e M BO3MOKHOCTHIO

3aIlyCTUTh Ha BBINOJHEHUE CBOM KOJ Ha YIAJICHHOM KOMIIBIOTEPE WIIH, [0 KpalHEN Mepe,

"HOATONKHYTH" MOJB30BATENS K 3aIIYCKy 3apakeHHOro (aiiia.

BpenonocHsiMu nporpammamu, obecrneunBatomumu ocymectsienrne HCJI, MmoryTt ObITh:

— TporpaMMBbI 0A00pa U BCKPBITUS MapoJiei;

~  TPOTpaMMBI, PEaU3yIOIINE YTPO3bL;

~ IpOrpaMMBbl, JEMOHCTPUPYIOIINE UCIIOIb30BAHUE HENECKIAPUPOBAHHBIX BO3MOXHOCTEN
MIPOrpaMMHOTO U TIporpaMMHo-anmapatoro ooecnedenuss UCIT/x;

~ TpOrpaMMbI-T€HEpaTOPbl KOMIIBIOTEPHBIX BUPYCOB;

~  NpOTrpaMMbl, JEMOHCTPUPYIOIINE YI3BUMOCTH CPEACTB 3aIUThl HH(GOPMALIUU U JIp.

5.6. O6m1ast XxapakTepUCTUKA HETPAAUIIMOHHBIX HHPOPMAIIMOHHBIX KaHAJIOB

Hetpaauumonsslit ”HPOPMALIMOHHBINA KaHAN - 3TO KaHAJ CKPBITHOM Mepenayu nHpOopMaluu ¢

MCIOJIb30BAaHUEM TPAJIUIMOHHBIX KaHAJIOB CBSI3U M CIIELMAJIBHBIX TPe0Opa30oBaHuii epeiaBaeMoi

nH(pOpMaInU, HE OTHOCAIIUXCS K KPUMTOTPAPUISCKUM.

Jnist hopMHUpOBaHUS HETPAIUIIMOHHBIX KAHAJIOB MOT'YT HCITOJIb30BATHCS METOIBI:

~ KOMIIBIOTEpHOI cTeraHorpaduu;

— OCHOBaHHBIC Ha MAHUITYJISIIUH pa3inuHbIX XapakTtepucTuk MCIIIH, KOTOpble MOKHO MOTy4aTh
CaHKIIMOHHPOBAHHO (HANpUMep, BpeMEHH 00pabOTKU Pa3TUUHBIX 3aIPOCOB, 00BEMOB JOCTYITHOM
HNaMATH WIKA AOCTYMHBIX Ui YT€HUs] UCHTU(UKATOPOB (hAIOB MU POLIECCOB U T.I1.).



MeTo bl KOMITBIOTEPHOMN cTeraHorpaduu npegHa3HaueHbl AJ1s CKPBITUS (aKkTa nepetadr CooOUIeHUS

IyTEM BCTPaMBaHUs CKPbIBaeMOi MH(OpMAIK BO BHEITHE O€300MIHBIC JaHHBIE (TEKCTOBBIE,

rpaduueckue, ayano- Wiv BUaeo(aiisl) U BKIFOYAIOT B ¢e0s1 ABE TPYIIIBI METOI0B, OCHOBAHHBIX

~ Ha UCTIOJIb30BAaHUH CIIEIIMATBHBIX CBOMCTB KOMITBIOTEPHBIX ()OPMATOB XpAHEHUS U NIEpeaun

JaHHBIX,

— Ha U30BITOYHOCTH ayauno-, anyaanoﬁ HJIM TEKCTOBOM HH(bOpMaLIHI/I C IIO3HUIIMH

NCUX0(U3HOIOrHUECKIX OCOOCHHOCTEH BOCIIPUSITHS YEIOBEKA.

CpaBHUTENBbHAS XapaKTEPUCTUKA CTETaHOTpahUUECKUX METOI0B
npeodpa3oBaHus HHPOPMALUU

Creranorpadu- Kparkast ~ xapakrepucTHKa Henocratku [IpenmymecTBa
YECKHUI METOJT MeTo1a

Metompl COKpBITHS HHGOPMAIIUU B ayTHOKOHTEIHEpax

Mertona coKphITUS OCHOBaH Ha 3aIIUCH  COOOLIEHUS B Hesricokas CKPBITHOCTH JloctaTtouHo

B HAUMCHBIINX

HaAaMMCHBIINEC 3HAYAIIHUC OUTHI

nepenauu coobmenns. Huzkas

BBICOKAass CMKOCTb

3HayaIMXx OuTax HUCXOJIHOTO curHana. B xauectse YCTOMYUBOCTh K MCKaXEHUSIM. KOHTelHepa (10
KOHTelHepa UCIIOJIB3YyeTCsl, Kak | Mcrob3yeTcst TOJIBKO st 25%)
MIPaBHUJIO, HECXKATBIM  ayJHOCUTHAT ornpeneseHHbIX (hopMaToB
ayarodaition
Merton cCOKpHITHS OcHOBaH Ha TeHEPaIIH MICEBIO0 Huzkwii ko3 duruent CpaBHHTENBEHO
Ha OCHOBE CIlyqaifHOTO  ITyMa, SIBIISIOIIETOCS | MCIIOJIb30BaHHSA BBICOKAs
pacmpezeneHus (yHKIMEl BHEAPSIEMOTO COOOLIEHNUs, | KOHTEHHepa. CKPBITHOCTh
IO CIIEKTPY u MOJMEIIVBAaHUN 3HaYNTEIbHBIC cooOmeHus
MIOJIyYE€HHOTO IIyMa K OCHOBHOMY BBIUHCIIUTENIBHbIC
CUTHAy- KOHTEIHEpy B KauecTBe 3aTpaThl
AU TUBHON COCTAaBIISIIOIIIEH.
Konuposanue notokos uH(popManuu
IIyTEM  paccesHHs KOJIUPOBaH
HBIX JJAHHBIX TI0 CHEKTPY YacTOT
Merton cokpbITHS OcHoBaH Ha WCTONIb30BaHNK B | Huskuit koaddunuent CpaBHHTENBHO
Ha OCHOBE Ka4yecTBe LIyMOTI0100HOTO HCIIOJIb30BaHUS BBICOKAs
UCIIOJIb30BAHUS CHTHaJIacaMoT0 ayAnOCHUTHAIa, KOHTElHepa. CKPBITHOCTh
9X0-CHTHaJIa 3aJiep’KaHHOTO HA  Pa3iIMIHbIC 3HauNTEIbHBIC cooOmmeHus
MEPHOJBl  BPEMEHHM B 3aBHCUMOCTH | BEIUMCIIUTEIBHbIC
OT BHEJPSEMOTO  COOOIICHHS 3aTpaThl
("mo3BOHOUYHOTO 9Xa")
Merton cokpbITHS OcHoBaH Ha (pakTe  HEYYBCTBHUTENb | Maiblii KOS PUIIMEHT Ob6nanaer
B (ha3e curHaia HOCTH yXa 4elloBeKa K HCHOJIb30BAHUS 3HAYUTEIBHO
abCoI0THOMY 3HaYCHUIO (azbl KOHTeHHepa Gostee BEICOKOH
FapMOHHK.  AyIMOCUTHAN CKPBITHOCTBIO,
pasOuBaeTcst HA  IOCJIENOBaTENb 4eM METOJbI
HOCTh CErMEHTOB, COOOIIeHNE cokpeitus B H3b
BCTpauBaeTCs IyTeM MOAN(UKAINT
¢da3pl  MEepBOTO CErMeHTa
MeTo/1bl COKPBITHSI HH(POPMAIIUHU B TEKCTOBBIX KOHTEIHEpax
Merto/1 COKPBITHS OcHOBaH Ha BCTaBKE IPOOEIIOB B Mertost YyBCTBUTEIBHHEI K | JlocTaTouno
Ha OCHOBE KOHIIE  CTPOYEK, IIOCIIEC 3HAKOB MIEPEeHOCY TeKCTa U3 OJHOTO GosbIas
pooeos MIPENMHAHNUA, MEXIy ClIoBaMH IIpu | ¢opmara B IPYyrou. MIPOIYCKHAs
BBIPABHUBAHMU JUIMHBI CTPOK Bo3moxxHa moteps  cooOmIeHuS. CIIOCOOHOCTh

Hesricokas

CKPBITHOCTH




Merton coKphITUS OcHOBaH Ha TOM, YTO TIpaBUIIa OdeHb HU3KAS MPOITYCKHAasI CymecTByeT

Ha OCHOBE MyHKTYallluu JOIYCKAIOT CIIOCOOHOCTb. NOTEHIUATIbHAS

CHUHTaKCHYECKUX HEOJJTHO3HAYHOCTH IPU C110KHOCTD JIETEKTUPOBAHHUS | BO3MOIKHOCTb

ocoOeHHOCTEH paccTaHOBKE 3HAKOB cooO1eHus nojo0parh

TEKCTa MpenHaHUS TaKOW METOJI.

Merton cCOKpHITHS OcHoBaH Ha BcTaBke uHpopmanuu B | CiioxeH MPUMEHUTENbHO K | OnuH u3

HA OCHOBE TEKCT IPH MOMOIIH PYCCKOMY SI3BIKY B CBSI3H C Hauboee

CHHOHUMOB YepeTOBaHM CJIOB U3 KaKOU-IMO0 0OJBIIM  pa3HOOOpa3ueM TIePCIIEKTUBHBIX
TPYIITBI  CHHOHUMOB OTTEHKOB B Pa3HBIX CHHOHHMAaX METOJIOB.

Meton coxpbITUs
Ha OCHOBE
HCIOJIb30BAHUS
omuboK

OcHoBaH Ha MacKHPOBKE
nHGOPMAIMOHHBIX OUTOB MO
€CTECTBCHHBIE  OIIUOKH, OMEYaTKH,
HapYIICHUS MPABUJI  HAITMCAHUS
COYETaHUI TJIACHBIX U COTJIACHBIX,

Hesricokas
MPOITyCKHAS
CIIOCOOHOCTb.
BrIcTpo BCKphIBaeTCS
MIPH CTATHCTHYCCKOM

Becbma npoct B
MIPUMEHEHHH.
Bsicokas
CKPBITHOCTB NIPH
aHanmu3e

3aMeHe KUPUJUTULBI Ha aHAJIOTUYHbBIE | aHAIHU3e YEeJI0BEKOM
0  BHEUIHEMY BUJIY
JIATUHCKHE OYKBBI U JIp.
Mertona coKpbITUS OcHOBaH Ha reHepaIuu TEKCTOBOTO Hesrbicokas CKpBITHOCTD
Ha OCHOBE KOHTEHHepac UCI0JIb30BaHIEM MPOIyCKHAS OTIpe/IeNsIeTCst
reHepanuu Habopa mpaBuII MOCTPOCHHS CIIOCOOHOCTD. METOJaMU
KBa3UTEKCTa NIPEAJIOKEHUHN. Hcnonbp3yercs beccMBICIIEHHOCTD mnpoBaHus u,
CHMMETpHUYHAs Kpunrorpadus CO3/IaHHOI'0 TeKCTa Kak MPaBUIIO,

B€CbMa BbICOKA

MeTton coKpbITHS OcHoBaH Ha BCTaBKke HWHQopMaImn 3a | Jlerko BeIsABISACTCS Bricoknii
Ha OCHOBE CUeT W3MCEHEHWs THNa  mpudTau | Ipu mpeoOpa3oBaHUN KO3 PHUIHEHT
UCTIOJIb30BAHUS pasmepa  OykB, a TaKKe Ha MacmTaba JOKyMeHTa, WCTIONB30BAHUS
0coOeHHOCTEH BO3MOXKHOCTH BCTpaMBaHUS MIPY CTAaTUCTHYECKOM KOHTeHepa
mpudTa nH(popMaImu B OJIOKH CHEU3BECTHBIMH | CTETOAHAIIN3E

s OpaysepanIeHTU(DHKATOPaMU
MertoJ1 COKPBITHS OcHOBaH Ha pa3MeNIeHuH Hwuskas ckpbITHOCT Ipocr B
Ha OCHOBE HHpOpPMAIHH B IIPY U3BECTHOM TIPUMEHEHUH
UCIIOJIb30BAHUS 3ape3epBUPOBAHHBIX U ¢dopmare daitna
KO/1a IOKYMEHTa HEHCIOJIb3YEMBIX MOJISX
u ¢aiina MEPEMEHHOMN JUTUHBI
MertoJ1 COKpBITHS OcHOBaH Ha U3MEHEHNUHT Hwuskas nmpomycknas [pocr B
Ha OCHOBE 3Ha4YEHHH CIIOB CIIOCOOHOCTB. Y3KO MIPUMEHEHUH
UCIIOJIb30BaHUS CIeMaI3HUPOBaH.
KaproHa Hwuskas ckpbITHOCTB
Merto/1 COKPBITHS OcHOBaH Ha TeHepaluy TEKCTa - CrnoxHOCTB Hocratouno
Ha OCHOBE KOHTeltHepa ¢ (OpPMUPOBAHUEM CIOB | HOPMUPOBAHUS BBICOKasI
UCIIOJIb30BAHUS OTIPEJCTICHHOM UTHHbI KOHTEIHepa 1 CKPBITHOCTH IIPU
YepeoBaHMs 10 U3BECTHOMY cooO1ieHus aHayu3e
JJINHBI CJIOB paBuly KOOUPOBAaHUA YCIIOBCKOM
Merton cOKpHITHS OcHOBaH Ha BHEAPCHUU CH0XHOCTB Haer 6onpnryio
Ha OCHOBE COOOIICHHS B TIEPBHIC COCTaBJICHUS cBoboy BEIOOpa
UCTIOJIb30BAHUS OYKBBI CIIOB TEKCTA C cooOmenns. Huskas orepaTopy,
MIEPBBIX OYKB 0100pOM CIIOB CKPBITHOCTh MIPAAYMBIBAIOIIEMY

cooOmeHns cooOmenne

MeTo/161 COKPBITHS HHPOPMALMH B TpapuIecKUX KOHTeHHepax
Merton coxpbITUS OcHOBaH Ha 3aIUCH Hesbicokas JocrarouHo

B HAaUMEHBIINX
3HAYaInX OMTax

COOOIIIEHHS B
HaWMEHBIINE 3HAYAIIHE
OHMTEI KCXOJHOTO
HU300parKeHUS

CKpLITHOCTI) Hepe[[alm
coobmenns. Huskast
YCTOMYHUBOCTH K
HUCKAKEHUAM

BBICOKasi eMKOCTb
KOHTelHepa (10
25%)




Merton coKphITUS OcHOBaH Ha peAyKIIUU IIpumensiercs CpaBHUTENBHO
Ha OCHOBE (3ameHe) IBEeTOBOM IPEUMYIIECTBEHHO K BBICOKasi EMKOCTb
MOAUDUKAIHH TMAJIUTPBL U CKaThIM M300paKeHUSIM. KOHTeIHepa
HUHIACKCHOI'O ynopsaao4YrnBaHUM [IBETOB Hesricokas

¢dopmara B IIUKCENIAX C CKPBITHOCTB MEpeaa4Yu

MpeACTaBICHNUS COCETHUMHU HOMEpaMH cooOrieHus

MeTton COKpbITHS OcHoBaH Ha Ioucke ¢ TpuMeHeHneM | CII0)KHOCTB pacdeToB YeToitunBoCTh K
Ha OCHOBE ABTOKOPPEIIIINOHHON  (QYHKINN OOJIBIIMHCTBY
UCIIOJIb30BAHUS obnacteif, comepKalux CX0HbIE HEJTMHEHHBIX
ABTOKOPPEIIAIH- JaHHBIC npeoOpazoBaHui
OHHOH (yHKIIHH KOHTeiHepa
MertoJ1 COKPBITHS OcHOBaH Ha MOAYJISILIUA Hwuskas Touynocts Hocratouno
Ha OCHOBE TICEBJIOCITYYaHOTO JETEKTUPOBAHMS. BBICOKas
UCIIOJIb30BAHUS CUTHaJIa CUTHAJIOM, Uckaxenns CKPBITHOCTh
HEeJTMHEHHO ! COJIEp’KalM CKPHIBAEMYIO cooOmmeHus
MOLYJISIIH HHPOPMAIHIO

COOOIIEHNS

MertoJ1 COKpBITHS OcHOBaH Ha MOAYJISILIUU Hwuskas TouyHocts HocratouHo
Ha OCHOBE TICEBJIOCITYYaHOTO JETEKTHPOBAHHUS. BBICOKasI
UCIIOJIb30BaHUS CUTHaJIa OUIOJISIPHBIM Uckaxenns CKPBITHOCTh
3HaKOBOM CHUTHAJIOM, COAEPKaIIHM cooOIeHus
MOJTYJISIIIH CKpPBIBaEMYIO HH(POPMAIIHIO

cooOrieHus

MeTon COKpBITHS OcHoBaH Ha Cno>XKHOCTh pacieToB Bricokas

Ha OCHOBE 0COOCHHOCTSIX CKPBITHOCTh
BEHBIIET- BEHBIIET-

mpeobpa3oBaHus npeoOpa3oBaHUit

MeTton COKpBITHS OcHoBaH Ha C0>XHOCTb pacueToB Bricokas

Ha OCHOBE 0COOCHHOCTSIX CKPBITHOCTh
UCIIOJIb30BAHUS JMCKPETHOTO

JIMCKPETHOTO KOCHHYCHOTO

KOCHHYCHOTO mpeoOpa3oBaHUs

mpeoOpa3oBaHUs

B HETPAAULIUOHHBIX I/IH(l)OpMaIII/IOHHI)IX KaHallaX, OCHOBAHHBIX HAa MAHUITYJIALIUA PA3JIMIHBIX

xapakrepuctuk pecypcoB UCIIJIH, ucnonp3yroTes s epeaadyu JaHHBIX HEKOTOPbIE pa3iessieMble
pecypcesl. [Ipu 3ToM B KaHanax, UCHIOIB3YIOUINX BPEMEHHbBIE XapaKTEPUCTUKH, OCYIIIECTBIISCTCS
MOJYJISALIMSA [0 BPEMEHH 3aHATOCTH pa3/esiIeMoro pecypca (Hanpumep, MOIyIupysl BpeMs 3aHATOCTH

rpoliieccopa, IPUJIOKEHUSI MOTYT OOMEHUBATHCS JAHHBIMHU).

B xananax naMsiTH pecypc UCIONIb3yeTcs Kak MPOMEeXYTOUHbIN Oydep (Hanpumep, IpUII0KEeHUs
MOTYT OOMEHMBATHCS TaHHBIMU ITyT€M IIOMEIICHUS X B UIMEHA CO3/1aBaeMbIX (DaiJIOB U AUPEKTOPHIA).

B xanamax 0a3 JaHHBIX U 3HAHWI HCIIOJIB3YIOT 3aBUCHUMOCTU MEXKAY JaHHBIMU, BOSHUKAIOIIHNMU B

PEIAOMOHHBIX Oasax JaHHBIX U 3HAHUH.

Hetpanunmonnsie nHpOpMallMOHHbIE KaHAIBI MOTYT OBITH C(hOPMHUPOBAHBI HA PA3IMYHBIX YPOBHAX
¢ynkumonupoBanus MCI1/In:

Ha arrnapaTHOM YPOBHE;

~ Ha ypOBHE MHUKPOKOJIOB U JPalBEPOB YCTPOUCTB;

~ Ha YpOBHE OINEPALMOHHON CUCTEMBI;

— Ha YPOBHC INPUKIIAJHOTO MIPOTPpaMMHOTO OGCCHG‘-IGHI/IH;

— Ha ypoBHE ()yHKIMOHHPOBAHUS KaHAJIOB ME€PEaun TaHHBIX U JIUHUH CBSA3H.

OTHU KaHANbI MOTYT UCIIOJIB30BAaTHCA KaK JJIs CKpLITOfI nepeaaun CKOHHpOBaHHOﬁ HH(bOpMaI_II/II/I, TaK U

JUJIs1 CKPBITHOM Tepelaud KOMaH]T Ha BBIMIOJTHEHHUE AECTPYKTUBHBIX JEUCTBUM, 3alTyCKa MPHIOKEHUN 1

T.II.




Jly1st peanu3anuy KaHaJoB, KaK MPaBUIIO, HEOOXOIUMO BHEAPHUTh B ABTOMATH3UPOBAHHYIO CUCTEMY
MIPOrPaMMHYIO FJTH TIPOTPAaMMHO-AIIAPATHYIO 3aKJIAIKy, 00ecTeunBaronyo GopMupoBaHue
HETPaJUIIMOHHOTO KaHaja.

Herpaaummonnslii ”HGOPMAIIMOHHBIM KaHAT MOXKET CYIIECTBOBATh B CUCTEME HENIPEPHIBHO WITH
AKTUBU3UPOBATHCS OJHOPA30BO WJIH TI0 3a/IaHHBIM YCJIOBHSIM. [Ipr 3TOM BO3MOKHO CYIIECTBOBAHUE
oOpatHoii cBsi3u ¢ cyobpexkTom HC/I.

5.7. O01mas xapakTEpUCTHUKA PE3YIHTATOB HECAHKIIMOHUPOBAHHOIO WU CJIYYAHHOr0 JOCTYIIA
Peanu3zanus yrpoz HC/I x undopManuu MoKeT MPUBOAUTD K CIACAYIOUINM BUIaM HapYIICHUS €€
0€30I1aCHOCTH:

~  HapylIEeHUIO0 KOH(PUICHINATLHOCTH (KOMHPOBAHUE, HETIPABOMEPHOE PACIIPOCTPaHEHHE);

~ HapYIIEHUIO EJIOCTHOCTU (YHUUTOKEHHE, U3MEHEHHE);

~ HapyIIEHUIO JOCTYMHOCTH (OJIOKHpPOBAHHE).

Hapymienne koH(bUIESHIINATIBHOCTH MOXKET OBITH OCYILIECTBJICHO B ClIy4ae YTeUKH HH(pOpMaIiH:

— KONHMPOBAaHUS €€ Ha OTUY>KJAaeMble HOCUTENH HH()OPMALINH;

— Tepenayd ee Mo KaHajlaM Mepefadu JaHHBIX;

~  TpU OIPOCMOTPE WM KOMUPOBAHUH €€ B XOJI€ PEMOHTa, MOAU(DUKAIINY U YTUIU3ALUU
MIPOTPaMMHO-AIAPaTHBIX CPEJICTB;

— 1npu "cOopke Mmycopa" HapymmTeneM B nporiecce skcrryatanun MCITIH.

Hapymienne nenoctHocT HHGOPMAIIMU OCYIIECTBISETCS 3a CUeT BO3AeCcTBHs (MoauduKamm) Ha

MIPOTPaMMBbI M JaHHBIE TIOJIb30BATENsI, & TAKXKE TEXHOJIOTHYECKYIO (CUCTEMHYIO) HHPOPMAITHUIO,

BKJIIOYAIOIIYIO:

~  MHKpPOIIPOrPaMMBbl, TaHHBIE U ApaiiBepa YCTPOICTB BHIYUCIUTEIBHON CHCTEMBI;

— TporpaMMBbI, JaHHBIE U JIpaiiBepa yCTPOUCTB, 00ECIIEUNBAIOIINX 3arPy3Ky OMEPAIIMOHHOM
CUCTEMBI;

~ TporpaMMBbI U JaHHbBIE (IECKPUITOPHI, OMUCATENH, CTPYKTYPHL, TAOIUIBI U T.]I.) ONEPALIMOHHON
CUCTEMBI;

— MPOTrpaMMBbI ¥ JaHHBIE MPUKIATHOTO IIPOTPAMMHOT0 00ECTICUCHHS;

— TPOTrpaMMBI ¥ JAHHBIE CTICIIUAIEHOTO IPOTPAMMHOTO 00eCTICUeHHS,

~ NPOMEXYTOYHbIE (ONepaTUBHbIE) 3HAUEHUS [TPOrPAMM U JaHHBIX B IIpolecce ux o0padboTku
(uTeHus/3anucu, MprueMa/mnepenadn) CPeICTBAMU U YCTPONCTBAMH BBIYUCIUTEIHHONW TEXHUKH.

Hapymenue nenoctaoctu unpopmanuu B UCITIH MoxeT Takke ObITH BBI3BAHO BHEJIPEHHEM B HEe

BPEJOHOCHON MPOTPaMMBbI IPOTrPaMMHO-AINIAPATHON 3aKJIaJIKU WM BO3JICHCTBUEM Ha CUCTEMY

32U Thl UHOPMAIIHU WU €€ DIIEMEHTHI.

Kpowme 3toro, B UCIT/IH BO3MOKHO BO3/ICHCTBHE HA TEXHOJIOTHYECKYIO CETEBYIO WH()OPMAIIHIO,

KOTOpast MOKET oOecrieunBaTh (PYHKIIMOHUPOBAHHUE PA3IIUYHBIX CPEJICTB YIIPABICHUS

BBIUHCIIUTENBHON CEThIO:

— KOH(}UTrypauuen ceTu;

— ajpecamMu M MaplIpyTU3aluen nepenad JaHHBIX B CETH;

— (G YHKIHOHATHHBIM KOHTPOJIEM CETH;

— 0e30macHOCThIO HH(POPMALIUHU B CETH.

Hapymenne noctynaocty nadopmaimu odbecreunBaeTcs myreM (GpopmMupoBaHus (MOIH(PUKALINH )

MCXOJIHBIX TaHHBIX, KOTOPBIE ITpH 00pab0TKe BBI3BIBAIOT HETIPABMIIbHOE ()YHKIIMOHHUPOBAHUE, OTKA3BI

amrmapaTypbl WIH 3aXBaT (3arpy3Ky) BRIYHCIUTEIBHBIX PECYPCOB CUCTEMBI, KOTOPBIE HEOOXOUMBI JIJIst

BBITIOJTHEHHSI IPOTPaMM H PabOTHI anmapaTyphl.

VYka3aHHble A€MCTBUS MOTYT IIPUBECTH K HAPYILICHUIO WM OTKA3y QYHKIIMOHUPOBAHUS NMPAKTUYECKU

mo0b1x Texauueckux cpeacts UCITIn:

— cpeacTB 00paboTKu MHGOPMAITIH;



—  CpEeJICTB BBOJIa/BBIBOJIa MH(OPMAIINH;

—  CpEeICTB XpaHCHHS HH(OpPMaIIUH;

— anmapaTyphbl U KaHAJIOB Mepeiayu;

~  CpEeNCTB 3alIUThl HHPOPMAITHIH.

6. Tunossle MOJIENIH YIPpo3 0€300aCHOCTH ITEPCOHAJIBLHBIX JaHHBIX, 00pa0daThIBAEMBIX B

MHGOPMAIMOHHBIX CHCTEMaX NEPCOHATbHBIX JTAHHBIX
B 3aBucumocTH oT Lenei u copepkanus oopadbotku [1/1H omepaTop MOKET OCYIIECTBIATh 00pabOTKyY
111 8 UCIT[IH pa3iuyHbIX TUIIOB.

[To cTpykType nHbOPMAIIMOHHBIE CUCTEMBI MOIPA3ICSIOTCS Ha aBTOMAaTH3UPOBaHHBIC paboune

MecCTa, JOKaJIbHbIe MHPOPMAIIMOHHBIE CUCTEMBI U pacIpeiesieHHbIe HH)OPMAITMOHHBIE CUCTEMBI.

[To HaNIMUMIO MOJKIIFOUEHUM K CETSIM CBS3U OOIIET0 MOIb30BaHUS U (MJTH) CETSIM MEXTYHAPOIHOTO

nH(GOPMaIIMOHHOTO 00MEHa HH(OPMAIIMOHHBIE CHCTEMBI MOAPA3IEIISIOTCS HA CUCTEMBI, UMEIOIIIE

MOJKJIIOYEHHS, U CUCTEMBI, HE UMEIOIIME ITOIKII0YEHHH.

ITo pexxumy 00pabOTKH IEPCOHANIBHBIX JIAHHBIX B HHPOPMAIIMOHHON cCUCTEME HH(POPMAIIMOHHBIE

CHUCTEMBI TIOJIPa3IETSI0TCA Ha OHOMOIB30BATEIbCKIE M MHOTOTIOJIb30BAaTEIbCKHUE.

[To pa3rpaHuYeHUIO TIPaB JOCTYIA MMOJIb30BaTENeH MHPOPMAITMOHHBIE CHCTEMBI MTOAPA3IEISIIOTCS Ha

CUCTEeMBI 0€3 pasrpaHHYeHUs TIPaB JOCTYMA U CUCTEMBI C pa3TpaHHUEHUEM MPaB JOCTYIIA.

HNudopmanimoHHbIe CUCTEMBI B 3aBUCHMOCTH OT MECTOHAXOXKICHHS MX TEXHUICCKUX CPEJICTB

MTOAPA3ACIISIFOTCSI HA CUCTEMBI, BCE TEXHHUECKHUE CPE/ICTBA KOTOPBIX HAXOATCS B Mpeenax

Poccuiickoit denepanuu, 1 CUCTEMBbI, TEXHHYECKHUE CPEICTBA KOTOPBIX YACTHYHO WJIU LEJTUKOM

HaxomsTcs 3a npenenaMmu Poccuiickon denepauuu.

B 3aBuCHMOCTH OT TEXHOJIOTHIA, COCTaBa U XapakTepucTuk Texuuueckux cpeacts UCII/IH, a Taxxke

omacHocTH peanu3anuu YBIIJ[H u HacTynIeHUS TOCIEICTBHUI B pe3y/IbTaTe HECAHKITMOHUPOBAHHOTO

WJIU CJIY9aitHOTO OCTYyMa MOKHO BbIENUT cieayromue tunbl MCII/In:

— aBTOMAaTHU3UPOBAaHHBIC paboure MeCcTa, HE UMEIOIIHE TTOAKITIOUEHNE K CETAM CBSI3H 00IIEeT0
MOJIb30BaHUS U (WIIK) CETSIM MEXIYHApOIHOTO HH(OPMAIIMOHHOTO OOMEHA;

— aBTOMAaTHU3MPOBAHHBIC pabOUYME MECTA, UMEIONIHE IMOAKITFOYCHHIE K CETSIM CBSI3H 0OIIETO
MOJIb30BaHUSA U (HJIK) CETAM MEXKAYHApOAHOTO HH(GOPMAIIMOHHOTO 0OMEHA;

— gnokanbHbie UCII/IH, HE MMEIOIUe MOAKITIOYCHUE K CETSIM CBSI3H OOIIEro MOJb30BaHMS U (HJIN)
CETSIM MEXyHApOJHOTO UH(OPMAIIMOHHOTO 0OMEHa;

— gjokanbsHbie UCITIH, nMeronue MoAKIF0YSHUE K CETAM CBS3H OOIIETo MOJb30BaHUS U (UJIH) CETAM
MEX1YHapOAHOr0 HH(OPMALIMOHHOIO 0OMEHA;

— pacnpeaenennbie UCII/IH, HE nMeromue MOAKIIOUEHNE K CETSIM CBSI3U OOIIETO MOJIb30BaHUS U
(MM ceTsIM MeXTyHapOIHOTO HH(OPMAIIMOHHOTO OOMEHa;

— pacnpeaeneHnbie UCII/IH, nMerolue NogKI0YeHHE K CETSIM CBA3M OOIIEro MoJIb30BaHus U (UJIN)
CEeTSAM MEXIyHapOJAHOT0 HH(OPMAIIHIOHHOTO OOMEHa.

6.1. TumoBas MoJieIb YIpo3 0€30IaCHOCTH IIEPCOHAIBHBIX JAHHBIX, 00pa0aThIBACMBIX B

ABTOMAaTU3UPOBAHHBIX pa60q1/1x MECTaX, HC MMCIONIMX IMOAKIIOYCHUS K CETAM CBSA3HU O6IHCFO

HOJIE30BaHU U (WJIH) CETSIM MEXKIVHAPOIHOrO MHGOPMAITMOHHOT0 00MeEHA

ITpu o6padotke I1/IH Ha aBTOMaTU3UPOBAaHHOM pabovyeM MecTe, He UMEIOIIEM MOAKIIOYSHUS K CETSIM
CBSI3U OOIIEro MOJIb30BaHUS U (WIN) CETAM MEXITYHapOJHOI0 HHPOPMALIMOHHOTO 0OMEeHa, BO3MOKHA
peanuzanus caenyromux Y BIT/H:
yrpo3 yTe4yky HH(POpMAIMU IO TEXHUUECKUM KaHaJlaMm;
- yrpo3 HC/ k I1/11, oOpaGaTsiBaeMbIM B aBTOMAaTU3UPOBAHHOM paboyeM MecCTe.
—  ¥Yrpo3sl yreuku nHGOpMAIMK IO TEXHUUECKUM KaHajlaM BKJIIOYAIOT B ce0sl:
~  yIpo3bl YTEUKU aKyCTUUECKOH (peueBoii) nHpopMaIum;
~  yIpo3bl YTEUKU BUI0BOW MHPOPMALINY;



— yrpo3sl yreuku nHpopmanuu mo kanamy [I9MUH.

Bo3HUKHOBEHUE yrpo3 yTEUKH aKyCTHUEeCKOU (peueBoil) nHpopMaluu, coaepKamniencs

HETMOCPEICTBEHHO B TIPOM3HOCUMON peun noib3oBaTenss UCII/{H, Bo3MoXKHO TTpy HamuaueM GyHKIUH

rosnocoBoro Beoaa [/l B UCII/Ix wnu ¢pynkuuii BoctipousBeaenus [1/{H akycTHuueckuMu cpecTBaMu

NCTIdn.

Peanuzanus yrpo3s! yredku BU0BOM HH(pOpMAIMKM BO3MOKHA 3a CYET IPOCMOTpa HH(popMauu ¢

MTOMOUIbIO ONITUYECKUX (ONTUKOAIEKTPOHHBIX) CPEICTB C HIKPAHOB JUCIIEEB U APYTUX CPEICTB

O0TOOpa)KEHHSI CPEJICTB BHIYUCIIUTEIBHON TEXHUKHU, HH(POPMAIIMOHHO-BBIYUCIUTEIBHBIX KOMIIJIEKCOB,

TEXHUYECKHUX CPEACTBA 00pabOTKHU rpaduyeckoi, BUe0- U OyKBEeHHO-IIU(PPOBON HHPOpMALIUY,

Bxomsamux B coctaB UCII/IH.

Yrpo3sl yreukn uHbopmaru o kaHary [IDMUH Bo3MOXKHBI 13-32 HATUYHS 3JIEKTPOMArHUTHBIX

U3Jy4yeHUll, B OCHOBHOM, MOHUTOPA U CUCTEMHOTI'0 0JI0Ka KOMIIbIOTEPa. OCHOBHYIO OACHOCTh

IIPEICTABIAIOT YIPO3bl YTEUKHU M3-3a HAIMYMSI 3JIEKTPOMArHUTHBIX U3JTy4YE€HUII MOHUTOPA.

VYrpo3st HC/I B aBToHOMHOM APM cBsi3anbl ¢ A€HCTBUAMM HAPYILIUTENEH, UMEIOIIHUX JOCTYI K

UCIIH, Bxarouas nonb3oBateneit UCIAH, peanusyronux yrpo3sl HenocpeactseHHo B UCII/IH.

Kpowme atoro, ucroununkamu yrpo3 HCJI k undopmannu B APM moryt ObITh anmapaTHble 3aKIaJKd U

OTUY>K/1a€Mbl€ HOCUTEIN BPELOHOCHBIX IIPOrPaMM.

B UCII/Ix Ha 6aze aBToHOMHOTr0O APM BOo3MO>xHBI Bee BUbI ys3BumocTeit MCII/IH, 3a uckiroueHuem

YSI3BUMOCTEM, CBA3aHHBIX C pealn3aliei IPOTOKOJIOB CETEBOI0 B3aMMOEHCTBYSI U KaHAJIOB Iepeadn

naaubix. B Takux UCIT{H BO3MOXKHBI:

—  YI'PO3bl, pEaJIM3yeMBbIE B XOJI€ 3arpy3KH ONEPALIMOHHON CUCTEMBI U HAIIPABJICHHBIC HA IIEPEXBAT
napoJiei WM uaeHTU(HUKATOPOB, MOJU(HKaIH0 6a30Boi cucTeMbl BBoAa/BeiBoa (BIOS),
IepexBaT yIpaBJIeHUs 3arPy3KOu;

~  yIpo3bl, peaau3yeMsble I0CIIe 3arpy3Ku ONEpaMOHHON CUCTEMBI U HAIIPABJICHHBIC HA BBIIIOJIHCHHE
HECaHKIIMOHUPOBAHHOTO JIOCTYIA C IPUMEHEHUEM CTaHAAPTHBIX (YHKUUH (YHUUTOXKEHHE,
KOIIMPOBaHUE, NepeMelieHne, GopMaTupoBaHUe HocuTenel HH(OpMaLMY U T.I1.) ONEPALIMOHHOM
CUCTEMBI WIIM KaKOW-I1O0 MPUKIaJAHON MporpaMMsl (HampuMep, CUCTEMBI yIIpaBieHHs 0a3aMu
JaHHBIX ), C IPUMEHEHHUEM CIIELUAIBHO co3AaHHbIX 11l BbinoaHeHuss HCJL nporpamm (mmporpamMm
IIPOCMOTpa U MOAU(DUKALIMU peecTpa, MOUCKA TEKCTOB B TEKCTOBBIX (hailyiax u T.I1.);

— yIpO3bl BHEAPEHUS BPEAOHOCHBIX IIPOrpaMM.

6.2. TunoBas MOieab YTPO3 O€30MaCHOCTH NEPCOHAIBHBIX JTAHHBIX, 00pabaThIBAEMBIX B

ABTOMAaTU3UMPOBAHHBIX pa6oq1/1x MECTaX, UMCHOIUX ITOAKIIOYCHUEC K CETAM CBA3HU 061].[61"0

MOJb30BAHUA U (WIN) CETIM MEKIVHAPOIHOr0 HHOOPMALIMOHHOTO0 0OMEHA

ITpu o6pabotke I1/IH Ha aBTOMaTU3UPOBAaHHOM pabodyeM MecTe, UMEIOLIEM MOIKIIOUEHHS K CeTAM
CBSI3H O0IIEr0 MOJb30BaHUs U (MITH) CETAM MEXIYHApOAHOr0 HHGOPMAIIMOHHOTO 00MEHa, BO3MOXKHA
peanuzauus caenyromux Y BIT/H:

—  YIpo3bl YTE€UKH MH()OPMAIINH 110 TEXHUUYECKUM KaHaJIaM;

— yrpo3sl HCJ] x [1/1H, oOpabaThiBaeMbIM Ha aBTOMATH3UPOBAaHHOM paboveM MecTe.

—  VYrpo3sl yredku HHGOpMAIUH M0 TEXHUYECKUM KaHalaM BKJIIOYAIOT B ceO0sl:

— YIpO3bl YTEUKH aKyCTUYECKOI (peueBoit) nuudopmarmu;

—  YIpo3bl YTEUKH BHI0BOM HHOpMAIIHH;

— yrpo3sl yreuku nHpopmanuu mo kanaimy [I9MUH.

Bosnuknosenue YBII/IH B paccmaTpuBaembix MCII/IH Mo TEXHUUECKUM KaHAJIaAM XapaKTepU3yeTcs
TEMH K€ YCIOBHSIMH U (PaKTOPaMH, YTO U JIJIsl aBTOMATU3UPOBAHHOTO Pab0Yero MecTa, He UMEIOIIETO
MOJIKJIFOUEHUS K CETSM OOIMIETO MOJIb30BaHUSA U (HITH) CETSIM MEXIYHAPOIHOTO HH(POPMALIMOHHOTO
oOMeHa.



VYrpo3et HC/I B UCII/IH cBsizanbl ¢ qeHCTBUSAMU HapywuTenen, umeromux goctyn k UCI/IH,

BKurovas mosib3oBateneit UCIIIH, peanusytomux yrpo3sl HenocpeactBenno B UCII/IH, a Takxke

Hapymureneil, He umeronux gocryna k MCIIJIH, peanu3yromux yrpo3bl U3 BHEIIHUX CETEH CBS3U

o01Iero Mojab30BaHus U (WIH) CETe MeXAyHapOAHOrO HH(POPMALIMOHHOTO 0OMEHa.

Yrpo3et HCJI B UCII/IH, cBsI3aHHBIE C ACHCTBUAMHU HapymuTenen, nMmeromux goctyn k UCII/IH,

aHAJIOTMYHBI TEM, KOTOPbIE UMEIOT MECTO JIJIsl OTAeIbHOro APM, He MOJKITIOYEHHOTO K CETSM CBS3H

00IIeTo MOIB30BaHUS. YTPO3bl U3 BHEIIHUX CETEH BKIIIOUYAIOT B CeOsI:

— yrpo3ssl "AHanm3a ceTeBoro Tpaduka' ¢ mepexBaToM reperaBaeMoi BO BHEIIHUE CETH U
NPUHUMAEMO U3 BHEIIHUX ceTeil nHpopmauuy;

— YI'pO3bl CKAHUPOBAHUS, HAIIPABJICHHbBIE HA BBISIBJICHUE TUIIA ONIEPALMOHHON cucTteMbl APM,
OTKPBITHIX TOPTOB U CITY>KO, OTKPBITHIX COETUHEHUI U IP.;

—  yrpo3bl BBIABICHUS NapOJei;

— yrpo3sbl nosnydenust HCJ mytem noaMeHsl JOBEPEHHOT0 00BEKTa;

— yrpo3ssl Tuna "OTka3 B 00CIy)KUBaHUH'";

~ YI'pO3bl YAAJIEHHOTO 3aIlycKa MPUIOKECHHUI;

~  YI'pO3bI BHEIPEHUS IO CETH BPEJOHOCHBIX MPOrpamM.

6.3. TunoBas MoJenb yrpo3 0e30MacHOCTH NePCOHANBHBIX JaHHBIX, 00pabaThIBAEMBIX B JIOKATbHBIX

nHGOPMAIIMOHHBIX CUCTEMAX IIEPCOHAIBHBIX JTAHHBIX, HE NMEIOIINX

MMOJIKJIFOYEHHS K CETIM CBSI3M OOIIETO MOIB30BaHUS U (MIIH) CETIM
MEXIYHAPOIHOT0 HHGMOPMAIHOHHOI0 0OMeHa
[Tpu o6padotke [1/In B mokansubix MUCII/{H, HE uMeromuye MOAKIIOUEHUS K CETSIM CBSI3H OOIIETO

MOJIB30BAHUA U (MJIH) CETSIM MEXTYHAPOIHOTO HH(DOPMAITMOHHOTO OOMEHA, BO3MOKHA PeaTn3allus
canenyromux Y BIIIH:

— yrpo3bl yTeuku WH(pOpMaIUY 10 TEXHUYECKUM KaHaJlaM;

— yrpo3sl HCJ] x [1/11, oGpabaTeiBaeMbIM Ha aBTOMATH3UPOBAaHHOM pab0vYeM MECTeE.

—  VYrpo3sl yredku HHPOpMaIUH 10 TEXHUYECKUM KaHalaM BKJIIOYAIOT B ce0sl:

— YIpo3bl YTEUKH aKyCTUYECKOH (peueBoit) nuudopmanuu;

— yrpo3bl YT€YKU BHIOBOM MH(MOpMAIIUK;

— yrpo3sl yreuku uHdopmanuu o kanainy [IDMHUH.

Boznuknosenue YBII/IH B paccmaTpuBaeMbix MCII/IH o TEXHUYECKUM KaHajdaM XapakTepU3yeTCs
TEMHU K€ YCIOBUSAMU U PakTopamu, uyto u s JokanbHbX UCIIIH, He uMEIoNNX MOAKIIOUEHUs K
CETSIM CBSI3U OOIIET0 MOJIb30BaHUS U (MIIH) CETAM MEXIYHapOIHOTO HHPOPMAIIMOHHOTO OOMEHa.
VYrpo3et HC/I B nokaneubeix UCII/IH cBsi3aHbl ¢ JeHCTBUSIMU HapyLIUTeNIeH, UMEIOIIHUX JOCTYII K
NCTIdn, Brtouast nonb3oBatenedt UCIIH, peanuzyronux yrpossl HenocpenctseHHo B UCIIH.
VYrposst HCJI B UCII/IH, cBsizaHHBIE ¢ AeHCTBUSIME HapymuTenei, nMmeromux goctyn k MCITH,
AQHAJIOTUYHBI TEM, KOTOPBIE UMEIOT MECTO IS OTAeIbHOr0 APM, HE MOJKIIFOUEHHOTO K CETSIM CBSI3U
obmero mois3oBanus. Kpome toro, B Takoit UCIIJIH MOTYyT IMETh MECTO:

— yrpo3sl "AHanu3a ceTeBoro Tpaduka' ¢ mepexBaToM nepeaaBaeMoi o cetu nHdopmaiuu;

—  yrpo3bl BBISABIECHUS NapoJei;

— yrpo3bl YAAJIEHHOTO 3aIlyCKa MPUIOKEHN;

— yrpo3bl BHEAPEHUS MO CETH BPEIOHOCHBIX MPOrPAMM.

6.4. TunoBas Mojienb yrpo3 0e30MacHOCTU NePCOHANBHBIX JaHHBIX 00pabaTbhIBaAEMBIX B JIOKAJIbHBIX

I/IHd)ODMaIII/IOHHbIX CUCTEMAX MEPCOHAJIBHBIX JAaHHBIX, MMCIOINX IMMOAKIKYCHUC K CCTIAM CBA3HU

001I1ero moJib30BaHus U (WIN) CETIM MEXKIYHAPOAHOT0 MH(POPMAIMOHHOT0 0OMeEeHa

ITpu o6padotke 11 B mokansubix MCII/{H, nMeromux NoaKIFOYeHHE K CETSAM CBSI31 001IIero
MOJTB30BaHUSA U (MJIH) CETSIM MEXITYHAPOIHOTO HH(DOPMAITMOHHOTO OOMEHA, BO3MOKHA PeaTn3alus
caenyromux Y BIIIH:



~  yrpo3bl yTeUKH HHPOPMALIMH 110 TEXHUYECKUM KaHaJaM;

— yrpo3sl HCJ] x I1/11, oOGpabaTeiBacMbIM Ha aBTOMATH3UPOBAaHHOM pabovYeM MecCTe.

—  ¥Yrpo3sl yreuku nHGOpMAIMK O TEXHUUECKUM KaHajlaM BKJIIOYAIOT B ce0sl:

~  yIpo3bl YTEUKU aKyCTUUECKOH (peueBoii) nHpopMaIuuy;

~  yIpo3bl YTEUKU BUI0BOW HH(POPMALINY;

—  yrpo3ssl yreuku uHpopmanuu no kanany [ISMHWH.

Bosnuknosenue YBII/IH B paccmaTpuBaembix MCII/IH Mo TEXHUUECKUM KaHAJIAM XapaKTepU3yeTcs

TEMHU K€ YCIIOBUSAMU U pakTopamu, uyTo U /i npeapaymux tunos UCT/IH.

VYrpo3et HC/ cBsi3ansl ¢ nelictBusMu Hapymurteneil, umeromux goctyn k MCIIIH, Bxirodas

nosib3oBareneilt UCII/IH, peanusyromux yrpo3sl HenocpenctseHHo B CII/IH, a Takke Hapymurenei,

He uMmerorux goctyna k UCII/IH, peanu3yromux yrpo3bl U3 BHEITHUX CETEH CBSA3HM OOIIETO

10JIb30BaHUA U (WJIM) ceTel MeXTyHapOIHOTO HHPOPMAIMOHHOTO OOMEHa.

VYrpo3et HC/I, cBsizanHbIe ¢ qeHCTBUAMU HapymuTenel, umeromux goctyn k UCIIJIH, BkiaoyatoT B

ceOst yrpo3bl, aHAJIOTHYHBIE TEM, KOTOPBIE Pean3yloTcs B oTAeIbHOM APM, He nmeromemM

MOJKJIIOUYEHUS K CETSM CBSI3U OOILEro MOJIb30BaHMS.

YTpo3bl U3 BHEIIHUX CETEH BKIIFOYAIOT B CE0s:

— yrpo3bl "AHanu3a ceTeBOro Tpadguka' ¢ mepexBaToM nepeaaBaeMoil BO BHEIITHUE CETH U
MIPUHUMAEMOH U3 BHEIIHUX ceTel nHpopMaluy;

— YIpO3bl CKAHUPOBAHUS, HAIPABJICHHbIE Ha BbISIBJICHHUE TUIIA onepauonHoi cuctemsl UCII/IH,
CETEBBIX a/IpECOB PabOYMX CTAHIIMNA, OTKPBITHIX TOPTOB U CIYKO, OTKPBITBIX COETUHEHUH U Ip.;

— YI'pO3bI BBISBIICHUS NIapOJIEH;

— yrpo3ssl noydenuss HCJI mytem noaiMeHsl JOBEPEHHOTO 00BEKTa;

— yrpo3sl Tuna "OTka3 B 00CTy)XKHMBaHUU";

— yIpoO3bl YAAJIEHHOTO 3aITyCKa IIPUIIOKEHN;

—  YIpO3bl BHEIPEHUS IO CETH BPEJOHOCHBIX MPOrpamM.

6.5. TunoBas MOeab YTPO3 OE30MACHOCTH MEPCOHATBHBIX JTAHHBIX, 00pabaThIBAEMBIX B

pacnpeieIeHHbIX MH)OPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JAHHbIX, HE UMEIOIIUX NOJKIIOUYEHUS

K CETSIM CBSI3HM OOIIIEro IMOJIL30BaHus U (MIIM) CETSIM MEXKIVHAPOIHOI0 MHGOPMAIIMOHHOIr0 0OMeHa
ITpu o6pabdotke [1/1n B pacnpenenenusix UCII/IH, MMeromuX NOAKIIOYEHHE K CETAM CBSA3HU OOIIEro

MOJIb30BAHUS U (WJIHM) CETAM MEXIYHAPOIHOTO MHPOPMALIMOHHOTO 0OMEHa, BO3MOYKHA peasln3alus

cnenyromux Y BIIIH:

~  yrpo3bl yTeUKHd UHPOPMALIUH 110 TEXHUYECKUM KaHaJaM;

— yrpo3sl HCJI x I1/]H, 06pabaTeiBaeMbIM Ha aBTOMAaTU3UPOBAHHOM pabOyeM MeCTe.

—  Yrpo3sl yreuku nHPOpMAIMK IO TEXHUUECKUM KaHajlaM BKJIIOYAIOT B ce0sl:

~  yIpo3bl YTEUKH aKyCTUUECKOH (peueBoii) MH(opMaIumy;

~  yrpo3bl YTEUKH BUI0BOW MH(POPMALINY;

— yrpo3ssl yreuku uHpopmanuu no kanamy [ISMHWH.

Boznuknosenue YbBII/IH B paccmaTpuBaeMbix MCII/IH o TeEXHUYECKUM KaHajdaM XapakTepU3yeTCs

TEMH K€ YCIOBUAMH M (paKkTOpamu, 4To U 1iis npeasiaymux Tunos UCI/IH.

VYrpo3et HC/] cBsizansl ¢ nefictBusiMu Hapymurteneil, umeromux goctyn k MCII/IH, Bxinrodas

nosib3oBareneit MCII/IH, peanu3yromux yrpossl HenocpenctseHHo B UCIT/IH.

ITpu 3TOM MOTYT OBITH YTPO3bI, AaHATOIMYHbBIE TEM, KOTOPbIE UMEIOT MECTO B 0TeIbHOM APM, He

MOJKIFOYEHHOM K CeTsIM OOIIETro MOJIb30BaHUs, a TAKXKE YIPO3bl, pealu3yemMble BHYTPU

pacnpeeNIeHHON CETU ¢ UCTIOIb30BaHUEM ITPOTOKOJIOB MEKCETEBOTO B3AMMOJECHCTBHSI, B TOM YHUCIIE:

— yrpo3sl "AHanu3a ceTeBoro Tpadguka' ¢ mepexBaToM nepeaaBaeMoi o cetu nHpopmaiuu;

~  yIpo3bl CKAHUPOBAHUS, HAIIPABJICHHbIE HA BBISIBJICHUE OTKPBITHIX TOPTOB U CIYKO, OTKPBITHIX
COCIMHEHUH U Ap.;



—  yrpo3bl BHEAPEHHUS JIOKHOTO OOBEKTA CETH;

—  yrpo3bl HABSA3BIBAHUS JIOKHOTO MapIIpyTa MyTeM HECAHKITMOHUPOBAHHOTO H3MEHEHHMSI
MapIIpyTHO-aIPECHBIX JaHHBIX;

—  yrpo3bl BBISIBJICHUS TTApOJIEH;

— yrpo3sl Tuna "OTka3 B 00CTy)KHBaHUN";

—  yrpo3bl YAAJICHHOTO 3aITycKa MPUIIOKEHUIH;

—  yrpo3bl BHEAPECHHS IO CETH BPEIOHOCHBIX MPOTPAMM.

6.6. Tunosas MoAeab YIPO3 0€30IIaCHOCTH IEPCOHAJIBHBIX JJAHHBIX, 00pa0aThIBACMBIX B

pacnpeelIeHHbIX HHGOPMAIIMOHHEIX CUCTEMAX MEPCOHAIBHBIX JaHHBIX, UMEIOIINX NOAKIIOYEHHE K
CETSAM CBSI3H OOIIEro HOJL30BAHMS U (M) CETSIM MEXKAYHAPOIHOr0 MHOOPMAIIMOHHOr0 00OMeHa
ITpu o6padotke 11 B pacnpenenenubix UCIIJIH, nMerOmuX MOAKIIOYEHUE K CETSIM CBSI3H OOIIETO

MOJIb30BAHUA U (MJIH) CETSIM MEXITYHAPOIHOTO MH(DOPMAITMOHHOTO OOMEHA, BO3MOKHA PeaTn3alus

canenyromux Y BIIIH:

—  YIpo3bl YTEUYKH UH()OPMAIMH [10 TEXHUUYECKUM KaHaJIaM;

— yrpo3sl HCJ] x [111, oOpabaThiBaeMbIM Ha aBTOMATH3UPOBAHHOM pab0vYeM MeECTeE.

—  VYrpo3sl yredku HHPOpMaIUH 0 TEXHUYECKUM KaHajlaM BKJIIOYAIOT B ce0sl:

— YIpO3bl YTEUKH aKyCTUYECKOH (peueBoit) nuudopmanuu;

~ YIpo3bl YTEUKH BHI0BOM HH(OpMAILIHH;

— yrpo3sl yreuku uHdopmanuu mno kanainy [IIDMHUH.

Boznuknosenue YBII/IH B paccmaTpuBaeMbix MCII/IH o TEXHUYECKUM KaHajdaM XapakTepU3yeTcs

TEMH K€ YCIOBUSAMHU U (PaKTOpaMu, 4yTo U s npeaslaymux tTunos MCI/IH.

VYrpo3sl HCJI cBsizaHbl ¢ AeHCTBUSAMH HapymuTeneu, umeronux noctyn k MCIIIH, Bkiroyas

nosp3oBateneit UCII/InH, peanmusyrommx yrpo3sl HenocpeactseHHo B UCII/IH, a Takke HapymmTeneu,

He umeronux aocryna Kk UCII/IH, peanu3yromuyx yrpo3bl U3 BHEIIHUX CETEH CBA3HM O0IIEro

MOJIb30BaHUS U (WJIM) CeTel MEKAYHAPOTHOTO HHPOPMALIMOHHOTO OOMEHa.

Yrpo3el HCJI, cBsizaHHbIE C JeUCTBUAME HapymuTeneu, umeromux noctyn k MCITIH, anamoruaasl

TeM, KOTOpbIe UMEIOT MecTO B pacnpeneneHubix UCII/IH, He nMeronen NoaKII0YEHUs K CETSIM

oOuiero nojibs3oBanus. Kpome toro, B Takoit UCII/IH UMEIOT MECTO yrpo3bl, peanu3yeMsble ¢

HCII0JIb30BAaHUEM IIPOTOKOJIOB MEKCETEBOI0 B3aUMO/IEUCTBHUS U3 BHEITHUX CETEH, B TOM YHUCIIE:

— yrpo3ssl "AHanu3a ceteBoro Tpaduka" ¢ nepexsarom nepenasaemoit u3 MCIIH n npuHIMaeMoii B
WCIIIH 3 BHEIIHUX ceTel HHPpOopMaLuy;

—  YI'pO3bl CKAHUPOBAHUS, HAIPABJICHHbBIE HA BBISBJICHUE TUIIA WK THUIIOB UCIIOJIb3YEMBIX
OTIEpPAIIMOHHBIX CUCTEM, CETEBBIX ajpecoB padounx craniuii UCII/IH, Tononoruu ceTu, OTKPBITHIX
MOPTOB U CIYkKO, OTKPBITHIX COSTUHEHUH U Ap.;

—  yrpo3bl BHeAPEHHs JIOKHOTO 00bekTa Kak B ICII/IH, Tak 1 BO BHEIIHUX CETSX;

~  YIpO3bl IOAMEHBI JOBEPEHHOTO0 00BEKTA;

—  yrpo3bl HaBA3BIBAHUS JIOKHOTO MapUIPyTa MyTEM HECAHKIMOHUPOBAHHOTO N3MEHEHHUS
MapIIpyTHO-aPECHBIX JaHHBIX KaK BHYTPU CETH, TaK U BO BHELIHHUX CETIX;

— YI'pO3bI BBISBJICHUS NIApOJIEii;

— yrpo3sl Tuna "OTka3 B 00CIy)XKHBaHUU";

~  YIpO3bl YAAJIEHHOTO 3aIycKa MPUIIOKEHHUI;

~  YIpO3bl BHEIPEHUS 1O CETH BPEJOHOCHBIX MPOTrpamM.



